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Insights from Collective Threat Intelligence

Encountered 

millions of instances 

of malware

and PUAs

Monitored billions

of IP addresses

and URLs

Analyzed millions of 

new/updated mobile 

apps for malicious 

behavior

So far, Webroot has:

Studied major 

malware trends 

based on millions

of endpoints



Threat Intelligence by the Numbers 

BrightCloud® services continuously classify and score 

95% of the internet, and monitor the entire IPv4 space and in-use IPv6

9+ Billion
File Behavior 

Records

27+ Million
Mobile 

Apps

10+ Million
Connected

Sensors



Threat Intelligence by the Numbers 

Each day, Webroot discovers…

6,000
Phishing 

Sources

80,000
New Malware

& PUAs

51,000
New Mobile

Malware



File Data

More than 97%

of threats are unique

Less than 50 

examples per malware 

variant in 2016



Notable Observations
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Angler Exploit Kit cybergang 

arrested
01

Neutrino Exploit Kit

eating up Angler market
02

10+ other exploit kits 

competing for market share
03



Malware Trends

Angler arrests contributed to:

8.12%
decrease in 

malware 

volume

15%
decrease in 

malware 

encounter 

rates

53.61%
decrease in 

samples per 

variant of 

malware



PUA Trends

PUAs 36.31% fewer 

examples detected

Examples of per 

PUA installer variant 

dropped 33.08%

?
Encounter rates dropped 

by 28.71%



Android Malware

In the first 6 months of 2016…

More than 

growth in 

Android 

Apps

300%
Over 

growth of 

malicious 

apps

500%
Over 

growth of 

PUA

400%



Notable Observations

Fastest 

growth of 

new 

malicious 

apps is in 

China

Trojans are 

still the most 

popular 

category

Google Play 

isn’t 100% 

safe

!

Ransomware 

persists

More adware 

apps have 

rooting 

functionality

Adware



Android Trends

Fastest growing malware categories:
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Phishing

JavaScript prevents 

leaving a page

Plain text avoids 

HTML analysis

Phishing sites are using new tactics to evade detection



chance of visiting a 
zero-day phishing site

92%



Threat Brief Conclusions

Phishing 

remains 

effective and 

now has 

more targets

More Android 

threats will 

make it past 

Google Play

!

Angler arrest 

had a huge 

impact on the 

volume of 

threats

Threats 

continue 

evading 

detection 

due to 

uniqueness

New exploit 

kits are 

competing for 

market share



Attack Vectors

Phishing & Exploit Kits



Social Engineering – Phishing Macro infection



Social Engineering – Phishing Macro infection



Angler/Bedep/Neutrino Exploit Kits

Been around since late 2013
Took over for the demise of 

Blackhole Exploit Kit

01

Bedep helps stifle the 

research process
Prevents payloads from being dropped on VMs 

04

80% of all Drive-by-Attacks 

this year
Most are deploying CryptXXX

02

Attack Flash Player, Java, word and 

Silverlight vulnerabilities
Hack into legit website then simple 

IFRAME injection

03

Cyber Criminals using Angler 

generate $3M/month
Almost exclusively from Ransomware

05

Neutrino just recently took 

over Angler
Also has many prevention checks for

research environments

06



Malvertising to Payload Drop - Angler



Malvertising to Payload Drop - Neutrino



Stifle the Research Process



Malvertising Explained 

Attack that uses online ads to spread malicious code

Cyber criminals 

submit booby-

trapped 

advertisements to 

ad networks for real 

time bidding process

01

Malicious ads rotate 

with normal ads on 

legitimate, highly 

reputable sites

02

Users visits

site with an infected 

ad

03

Invisible iframe

redirects to exploit 

landing page where 

malicious code 

attacks the system

04

Malicious software 

is installed - usually 

Encrypting 

Ransomware

05



Encrypting 

Ransomware

Current Variants



CryptXXX

From the Creators 

Of the Reveton FBI 

lock

Very dedicated and 

always updating

01

Exclusively uses 

Exploit Kits

Malvertising and 

Hacked websites 

only way to get it

02

Default 

Payment is $500

03

Now uses Neutrino 

after Angler was 

shut down

04

Is also known to 

drop Dridex

So this ransomware

will also try and 

steal credentials

05



CryptXXX



CryptoMix

No payment on the 

DarkNet

One of the few 

ransomware that 

doesn’t have this

01

All communication 

is done via 

emailed links to 

encrypted 

messages

02

Encrypted 

messages are only 

displayed once 

and then lost 

forever

03

Extremely 

expensive at 5BTC 

~ $2900

04

Claim that you’ll 

receive free tech 

support and all 

your ransom 

money goes to 

children charity 

05



CryptoMix



CryptoMix



Cerber



Ransomware Rivalry



Ransomware Rivalry



KeRanger – Mac OS Encrypting Ransomware



The Advantages of Bitcoins



BlackHat 2016

Takeaways



Continued Hacks for Cars



Continued Hacks for Cars



Ransomware for Thermostats



A Quick Guide to 

Stopping 

Ransomware
5 Easy to follow Tips



Deploy Reputable, Multi-Layered Endpoint 

Security



Deploy Backup and Business Continuity 

Recovery



Disable Macros and Autorun



Create Strong Windows Policies



Educate Users



Thank you.
Questions?
tmoffitt@webroot.com


