SCAMS ARE BREWING

A look at the tactics cybercriminals are using this holiday season

Grab your favorite drink and settle in while we
spill this month’s cyber tea!

As you take on holiday shopping with your
warm brew in hand, remember, cybercriminals
have new scams brewing too. Don't let your
online shopping or holiday social media posting
grind to a halt because of these scams.

In this month's newsletter, learn about the
tactics circulating social media and online
shopping platforms. By the time you finish this
newsletter, you will be ready to take on the
digital holiday season armed with a big cup of
solid cyber habits.
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Phishy Buyers

Online selling platforms and social
media marketplaces can make it
easy to connect with buyers for
your old items. But scammers
don't only pose as sellers. Be wary
of buyers who:

e Ask to move the conversation
to another platform.

e Overpay for an item
unprompted.

e Ask for your personal
information.

e Don't have a profile picture or
profile information.

Social Media
Threats

Bait-and-switch Posts

Scammers are making attention-
grabbing posts about missing
children or injured animals, urging
users to share them to spread the
word. After users have reposted the
message, the scammer switches it to
show a link to a survey that
“‘guarantees cash prizes” or a fake ad
for a rental property. Since this still
shows up on the user's page as a
repost, many of their online friends
might think they are recommending
the link. If interacted with, these ads
often lead to malware or identity
theft. To avoid playing a role in these
scams, look into the person doing
the original posting, do a reverse
image search, and check if the
supposed news has been reported
by other outlets before reposting.




DEALS AND DISCOUNTS

Especially around the holidays, it can
be difficult to identify the real sales
from the phony ones. The best way to
do this is to stick to deals and
discounts offered by reputable
companies. If a deal is real, it should
be announced on the official website.

RETURNS AND REFUNDS

Check the store or item policy for
returns and refunds before
purchasing. One sign of a scam is a
website that does not offer returns or
refunds or does not outline their
policies clearly anywhere.

HOLIDAY
SHOPPING TIPS

1. Avoid buying presents
through suggested social
media ads before
researching.

2. Always research and read
reviews before buying from
a new company.

3. Shop with a credit card
since they offer more help
with fraudulent charges.

4. Limit the personal
information that you share
with a website to only that
which is necessary for the
purchase, and don’t save
card details.




Cashless Parking
by Mobile Phone

* No need to search for coins

* No need to predict the

- _required parking time
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* Instant usage

Did you spot the red flags?

|> Ed should have examined the website before entering
his personal information.

» Since the pay station was functional, Ed could have paid
directly through this more legitimate source, even if it
took a little more time.

|> If Ed looked at the QR code closely, he would have seen it
didn’t have a company name or other sign of legitimacy.

QR codes can be made by anyone and stickers Be wary of QR codes placed randomly on pay
can be placed in public settings. Avoid scanning stations, especially if they don’t state any details
random QR codes before verifying the source. about the website or company involved.

Some cybercriminals stick their malicious QR code over legitimate ones.
Even if the sticker is from a well-known company, examine it closely for any
signs of tampering.




KEY TAKEAWAYS

The holidays are a time
cybercriminals try to take
advantage of. Whether you
are shopping online, or
scrolling on social media, be
sure to think twice before
clicking this time of year.
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