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1 Notice and Disclaimer

This material is based upon work supported by the U.S. Department of Transportation
under Cooperative Agreement No. DTNH22-14-H-00449/0003.

Any opinions, findings, and conclusions or recommendations expressed in this
publication are those of the Author(s) and do not necessarily reflect the view of the
U.S. Department of Transportation.
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2 Introduction

The Security Credential Management System (SCMS) Proof-of-Concept (POC)
Implementation Project (SCMS POC Project) is being conducted by the Crash
Avoidance Metrics Partners LLC (CAMP LLC) Vehicle Safety Communications 5
(VSC5) Consortium. Members of the Consortium are Ford Motor Company, General
Motors LLC., Honda R&D Americas, Inc., Hyundai-Kia America Technical Center, Inc.,
Mazda, Nissan Technical Center North America, Inc., and Volkswagen Group of
America. The goal of the SCMS POC design is to provide security services to support
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications at current
production levels of passenger vehicles (up to 17 million annually) for the first year of
deployment. An important goal of the SCMS POC system is to provide a flexible
architecture that is capable of scaling to support larger numbers of V2V and V2|
devices in the years following initial deployment. It is also anticipated that the SCMS
POC design will provide both a stable platform and a research platform to support the
USDOT and industry research needs prior to deployment. The work is sponsored by
the National Highway Traffic Safety Administration (NHTSA) through Cooperative
Agreement DTNH22-14-H-00449/0003.

Work in Task 4 of the project focuses on the design of the SCMS core components and
protocols. Four software releases are planned during the course of the project. This
document presents the requirements and specifications for the SCMS POC System
Release 1.2 from the perspective of an End Entity (EE). This document is a work-in-
progress. Future refinements and revisions to the requirements and specifications are
anticipated as SCMS refinement is an ongoing task across multiple projects.
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3 Introduction for EE Developers

The following paragraph will guide you as an EE developer through this documentation
highlighting requirements and APl documentation in the order of an EE's lifecycle. If
you implement your EE software following this guide, you should have a device at the
end that is able to communicate with the SCMS throughout the whole lifecycle.

1. First of all you need a Secure Environment for Device Enrollment where
initialization and bootstrapping of your device will be executed

2. You need to have a device that applies to the requirements and descriptions laid
out in Hardware, Software and OS Security Requirements

3. You need to have a True Random Number Generator

4. Your device needs to support in either hardware or software Approved
Cryptographic Algorithms

5. You need to have an HTTP client that is able to communicate securely (HTTPS) to
the SCMS as described in EE-RA Communications - General Guidance and EE-
SCMS Core Communication Requirements

6. You need to know which Certificate Types you need to have on your device, which
depends on the SCMS PoC Supported V2X Applications that you want to run on
your device

7. The EE lifecycle starts with Use Case 2: OBE Bootstrapping (Manual), respectively
Use Case 12: RSE Bootstrapping (Manual) depending on your EE type (OBE vs.
RSE). Currently both processes are exactly the same.

8. Based on the EE type you are developing, you then create and send one of the
following requests. All devices should always check for a new local certificate chain
file (APIl: RA - Download Local Certificate Chain File) and a new local policy file
(API: RA - Download Local Policy File) before sending subsequent request. All
requests in this step #8 should be sent within the same HTTPS session.

a. Pseudonym Certificates:

i. Following the process in Use Case 3: OBE Pseudonym Certificates
Provisioning, your OBE should create a pseudonym certificate batch
request as described in Step 3.1: Request for Pseudonym
Certificates and send it to the RA API as documented in RA -
Request Pseudonym Certificate Batch Provisioning. Your OBE
needs to create the butterfly seed pairs as described in SCP1:
Butterfly Keys. Your OBE will get a response from RA with an URL
and a download time.

ii. Once your OBE's clock reaches download time, your OBE can
download the initial pseudonym certificate batch at URL following
the process in Step 3.3: Initial Download of Pseudonym Certificates
using the RA API as documented in RA - Download Pseudonym
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Certificate Batch and the .info file using RA's API documented in RA
- Download .info File.

b. Application Certificate:

i. Following the process in Use Case 13: RSE Application Certificate
Provisioning, your RSE should create an application certificate
request as described in Step 13.1: Request RSE Application
Certificate and send it to the RA API as documented in RA -
Request Application Certificate Provisioning. Your RSE will get a
response from the RA with an URL and a download time.

ii. Once your RSE's clock reaches download time, your RSE can
download the application certificate at URL following the process in
Step 13.3: Download RSE Application Certificate using the RA API
as documented in RA - Download Application Certificate.

c. OBE Identification Certificate:

i. Following the process in Use Case 19: OBE Identification Certificate
Provisioning, your OBE should create an identification certificate
request as described in Use Case 19: OBE Identification Certificate
Provisioning and send it to the RA API as documented in RA -
Request Identification Certificate Provisioning. Your OBE will get a
response from RA with an URL and a download time.

ii. Once your OBE's clock reaches download time, your OBE can
download the identification certificate at URL following the process in
Step 19.3: Initial Download of OBE Identification Certificates using
the RA API as documented in RA - Download Identification
Certificate and the .info file using RA's APl documented in RA -
Download .info File.

9. Depending on the certificate type, the SCMS constantly pre-generates them and
your EE can download top-offs like this:

a. Pseudonym Certificates: Whenever it suits your pseudonym certificate
download strategy at a point of time that is after the time given in the .info
file, follow the process described in Step 3.5: Top-off Pseudonym
Certificates using RA's API documented in RA - Download Pseudonym
Certificate Batch to download additional pseudonym certificates.

b. Identification Certificate: Whenever it suits your identification certificate
download strategy at a point of time that is after the time given in the .info
file, follow the process described in Step 19.5: Top-off OBE Identification
Certificates using RA's API documented in RA - Download Identification
Certificate to download the next identification certificate.

10. Your EE should download the latest CRL as often as possible but no later than
once a week using the process described in Use Case 6: CRL Download using the
API documented in MA - Download CRL.
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11. Your EE must verify incoming messages. Part of the verification is to check if the
senders certificate was revoked following the process described in Step 8.4: OBE
CRL Check, respectively Step 16.4: RSE CRL Check, as well as if a CA certificate
in their certificate chain was revoked.

12. Report misbehavior: This is still TBD and will be supported with SCMS Release 2
13. Re-enroll: This is still TBD and will be supported with SCMS Release 2
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4 Environments Documentation

The SCMS POC software is operated in three different environments (locations) for
three different purposes. All environments have their own, independent Root CA.

4.1 SCMS Proof-of-Concept Connected Vehicle Pilot
Environments Overview

E

(CAMP) Test Stage QA Stage Production Stage

U U

. Bug-fix integration /
Bug-fix i::pn"e ok system test / CV CV pilot use
pilot deve lopment

Figure 1 The Three Environments of the SCMS POC Software
The picture above shows these three environments and how they relate to each other:

(CAMP) Test Stage (TEST): This environment is internal to CAMP and is not
available to any outside stakeholders and is used for SCMS development and
testing purposes.

2. QA Stage (QA): This environment is publicly available via Internet IPv6 and IPv4
connections. It is used to evaluate new SCMS software versions, as well as bug
fixes and enhancements. The environment provides device developers with a
working system that they can use to develop and test their devices. The level of
security, as well as the security requirements for devices using certificates, is lower
than the Production stage.

3. Production Stage (PROD): This environment has the highest level of security, uses
a production grade offline Root CA (including storing the CA's certificate in an
HSM) and is strictly used for production devices only. These production devices are
more specifically US DOT approved CV Pilot participants. Approved Devices that

6
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handle certificates issued by this system must implement all security requirements
as outlined in Use Case 2: OBE Bootstrapping (Manual), Secure Environment for
Device Enrollment and Hardware, Software and OS Security Requirements.

If any bugs are detected (in any of the stages) the SCMS software team will analyze
the error, respectively create a new version of the SCMS POC software and then apply
the following deployment cycle:

1. The new version is deployed to TEST and tested internally at CAMP.

2. After successful testing and assured stability, the software will be deployed to QA.
This wiki's blog will be used to provide advanced notice.

3. Following a few of weeks of monitoring the new software in the QA stage, and
considering any feedback from the development community, the new version will
eventually be deployed to PROD. US DOT will approve this deployment and
advanced notice will be given using this wiki's blog.

4.2 SCMS Proof-of-Concept Connected Vehicle Pilot QA
Environment

s Manager

Folley - T
Generator ~
\ -] Misbehavior Autherity
¥ Intermediate
1 I A B CRL
AllsCcMms e i ';‘ Generator
Components ; -~ : \
I I\
CA
Linkage Linkage CRL
Store

Certification ; Authority 1 Authority 2 ‘I
Services T / ‘
: Registration - ' !
Authority —
Enrollment
Location - —
Obscurer Proxy -

Manual
Enrcliment P -

» B

Legend

Intrinsically Not Intrinsically
Central Central

(B

Air gapped communication

OBEs RSEs AS Regular communication

g

e ] eeeeeeana Out-of-band communication

Figure 2 SCMS POC Connected Vehicle Pilot QA Environment
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The QA environment has the capability to revoke certificates, however only manual
revocation is supported. Bootstrapping is implemented with a manual enroliment as
documented in Use Case 2: OBE Bootstrapping (Manual).

Features to be added at a later:

e Global Misbehavior Detection will be implemented to provide an (semi-)automatic
way of revoking certificates based on misbehavior reports

¢ Automatic enrollment for selected device suppliers / operators

e Re-enrollment as documented in Use Case 20: EE Re-Enroliment

e Electors as documented in Elector-based Root Management

4.3 SCMS Proof-of-Concept Connected Vehicle Pilot PROD
Environment

i RCA Manager i
Policy (GHS 155) Technical
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Figure 3 SCMS POC Connected Vehicle Pilot PROD Environment

Initially the PROD environment will not have a MA, and therefore will not have the
capability to receive or handle misbehavior reports. To achieve the expected security
levels, the PROD stage uses a commercially available Root CA. The overall SCMS
system has multiple levels of management as seen in the SCMS PKI hierarchy:
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e As a governance body there is a Root CA Manager that sits above the system and
is seen as the policy and technical arm. It is responsible to run and protect the Root
CA and issue a PG, a CRLG and ICA certificates. Stakeholders that get an ICA
must follow the Root CA policies, e.g., the Certificate Policy.

e Inthe SCMS PKI hierarchy below the Root CA Manager there can be multiple ICA
Managers. The USDOT is considered an ICA Manager and will manage an ICA

with the help of its policy and technical arm. The SCMS design can support many
ICA Managers.

Given a single shared Root CA it's important to note that for certain SCMS features to
work all of the ICA Managers have to cooperate with the Root CA Manager.
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5 Requirements and Specifications

The following pages contain requirements and specifications of the SCMS PoC
protocols and components.

e Common Requirements

e Requirements by Use Case

5.1 Common Requirements

The requirements in this section apply to all use cases, whereas the requirements in
the section Requirements by Use Case are specific to the respective use case.

5.1.1 SCMS PoC Supported V2X Applications

This is the list of supported V2X Applications for PoC and Pilot Deployment.

See CAMP PSID Transfer Process for a description of how the "CV Pilot Application X"
PSIDs assigned to CAMP may be transferred to a different owner who will develop the
application specification, which has to be done before the SCMS PROD stage will
issue any certificate with the PSID.

10
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Table 1 Supported V2X Applications

the application
design is more
complete

@ CAMP VSC5 Consortium

Application Application PSID Organization/ SSP Notes Comments SSP Value to CVPD Sites EE Certificate Type
Category (Hex value) Documentation Appearin ThatUselt Type
(Decimal End Entity (to be
value) Certificates completed)
for CV Pilots
Basic Safety BSM inputs 0p20 SAE J2735 (data Support multiple ~ SSP: absent NYC OBE Pseudonym
Message (BSM) (0x20) structure) / SAE V2V safety (default Certificate
(BSMPSID) (32) J945/1 (application applications permissions) THEA
specification) Wyoming
2 Vehicle Turning BSM inputs 0p20 SAE J2735 (data Assumes specific SSP: absent OBE Pseudonym
Right in Front of (BSM PSID) (0x20) structure) / SAE application in bus  (default Certificate
Bus Warning (32) J945/1 (application to analyze the permissions)
specification) received BSMs and

determine if a

warning should be

provided to the bus

driver

3 Intelligent Traffic ~ Current 0p20 SAE J2735 (data Difficult to know the Difficult to know if SSP: absent Pseudonym

Signal System (I- assumptionis  (0x20) structure) / SAE SSP requirements there are other (default Certificate
SIG) In-Vehicle BSM inputs only (32) J945/1 (application  until the application application permissions)
Informgtlon (BSM PSID) specification) design is more mes§ag|ng .
Potential complete requirements until
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Application

4 Forward Collision BSM inputs
Warning (FCW)

(BSM PSID)
5 Emergency BSM inputs
Electronic Brake (BSM PSID)

Light (EEBL)

6 Blind Spot Warning BSM inputs

(BSW) (BSM PSID)
7 Lane Change BSM inputs

Warning/Assist

(LCA) (BSM PSID)
8 Intersection BSM inputs

Movement Assist (BSM PSID)

Application
Category

PSID
(Hex value)
(Decimal
value)

0p20
(0x20)
(32)

0p20
(0x20)
(32)
0p20
(0x20)
(32)
0p20
(0x20)
(32)
0p20
(0x20)
(32)

Organization/
Documentation

SAE J2735 (data
structure) / SAE
J945/1 (application
specification)

SAE J2735 (data
structure) / SAE
J945/1 (application
specification)

SAE J2735 (data
structure) / SAE
J945/1 (application
specification)

SAE J2735 (data
structure) / SAE
J945/1 (application
specification)

SAE J2735 (data
structure) / SAE
J945/1 (application
specification)
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SSP Notes

Comments

SSP Value to CVPD Sites
That Use It

Appear in
End Entity

Certificates completed)

for CV Pilots

SSP: absent
(default
permissions)

SSP: absent
(default
permissions)

SSP: absent
(default
permissions)

SSP: absent
(default
permissions)

SSP: absent
(default
permissions)

EE
Type

OBE

OBE

OBE

OBE

OBE

Certificate Type

Pseudonym
Certificate

Pseudonym
Certificate

Pseudonym
Certificate

Pseudonym
Certificate

Pseudonym
Certificate
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Application Application PSID Organization/ SSP Notes Comments SSP Value to CVPD Sites EE Certificate Type
Category (Hex value) Documentation Appearin ThatUselt Type
(Decimal End Entity (to be
value) Certificates completed)
for CV Pilots
9 Stationary Vehicle BSM inputs 0p20 SAE J2735 (data SSP: absent OBE Pseudonym
Ahead (SVA) structure) / SAE (default Certificate
(BSMPSID) (0x20) J945/1 (application permissions)
(32) specification)
1 Do Not Pass BSM inputs 0p20 SAE J2735 (data SSP: absent OBE Pseudonym
0 Warning structure) / SAE (default Certificate
(BSM PSID) (0x20) J945/1 (application permissions)
(32) specification)
Probe Enabled BSM inputs 0p20 SAE J2735 Detailed Either RSE just SSP: absent OBE Pseudonym
Traffic Monitoring (BSM PSID) (0x20) appl|clat|.on collects BSMs or (defa.ult. Certificate
description not RSE permissions)
(32) available. sends WSA with
probe request and
then vehicle uses
IP service to send
requested
information or
establish two-way
communications. In
the case of probe
request it isn't clear
whether the probe
request PSID
3
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Application

WAVE security
management

N —

Misbehavior
Reporting for
Common
Applications

w =

1 Vulnerable Road
4 Users Safety
Application

Application

Category

Support

Support

Vulnerable
Road Users
Safety PSID

PSID Organization/ SSP Notes
(Hex value) Documentation
(Decimal
value)
0p23 IEEE 1609.2
(0x23)
(35)
Op26 Crash Avoidance Detailed
(0x26) Metrics Partners LLC application
(38) description not
available.
0p27 SAE J2735 (data Detailed
(0x27) structure) / SAE application
(39) J945/9 (application  description not
specification — draft) available.

Comments

needs to appear in
a certificate.

NOTE: This PSID
is also used for
event data
recording in NYC,
because it already
appears in the

BSM certificate and

because event
data reporting is
very similar to
misbehavior
reporting. But this
is a bit of a hack.
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SSP Value to CVPD Sites EE Certificate Type
Appearin ThatUselt Type
End Entity (to be
Certificates completed)
for CV Pilots
SSP: absent
(default
permissions)
SSP: absent OBE Pseudonym
(default Certificate
permissions)
Application
Certificate
4
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Application Application
Category
1 Differential GPS Support
5 Corrections,
Uncompressed
1 Differential GPS Support
6 Corrections,
Compressed
1 Red Light Violation 3 - Signal
7 Warning / RSE Violation
Warning
(Intersection
Safety and
Awareness
PSID. SPaT &
MAP use
message ID to
distinguish

message type)

PSID
(Hex value)
(Decimal
value)

0p80-00
(0x80)
(128)

0p80-01
(0x81)
(129)

0p80-02
(0x82)
(130)

Organization/
Documentation

SAE J2735 (data
structure)

SAE J2735 (data
structure)

SAE J2735 (data
structure)

SAE J2945/2 (SSP
framework)

SAE J2945/10
(application
specification, in
progress)

RSU requirements
document (partial
application
specification)

SSP Notes Comments

Detailed
application
description not
available

Detailed
application
description not
available

Detailed
application
description not
available. SAE
subgroup has been
tasked with
developing SSP
specification for
SPAT; draft
available.
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SSP Value to CVPD Sites
Appearin  That Use It
End Entity (to be

Certificates completed)
for CV Pilots

EE
Type

T™MC
App

RSE

Certificate Type

Application
Certificate

Application
Certificate

Application
Certificate
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Application

1 Pedestrian in

8 Signalized
Crosswalk Warning
/ RSE

1 Mobile Accessible
9 Pedestrian Signal
System (PED-SIG)

Application PSID
Category (Hex value)
(Decimal
value)

16 - Pedestrian 0p80-02
Warnings (0x82)

(Intersection (130)

Safety and
Awareness
PSID. SPaT &
MAP use
message ID to
distinguish
message type)

SRM SRM — which

PSID?

Organization/
Documentation

SAE J2735 (data
structure)

SAE J2945/2 (SSP
framework)

SAE J2945/10
(application
specification, in
progress)

RSU requirements
document (partial
application
specification)

SAE J2735 (Data
structure)

SAE J2945/11
(Application
specification, in
progress)

SSP Notes Comments

SAE subgroup has
been tasked with
developing SSP
specification for
SPAT; draft
available

May require SSP
field to indicate that
RSU is equipped
with ability to
detect pedestrians.

Detailed
application
description being
developed within
Pilot Deployment
projects. No SSP
definition currently
known.
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Appearin  That Use It

End Entity (to be
Certificates completed)
for CV Pilots

EE
Type

RSE

Certificate Type

Application
Certificate

Application
Certificate
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Application Application PSID Organization/ SSP Notes Comments SSP Value to CVPD Sites EE Certificate Type

Category (Hex value) Documentation Appearin ThatUselt Type
(Decimal End Entity (to be
value) Certificates completed)
for CV Pilots
2 Transit Signal 1 - Signal Pre- SRM —which SAE J2735 (Data Detailed Identification
0 Priority/ Special emption/Priority PSID? structure) application Certificate
Vehicles (SignalRequest SAE J2945/11 description being

developed within

Hessage) e 1o Pl Deplomen
fo ress) ’ projects. No SSP
prog definition currently
known.
Modified Eco- 2 - Speed 0p80-03 SAE J2735 (Data SAE subgroup has Not clear that this TMC  Application
Speed Harmonization (0x83) Structure) been tasked with  message will ever App or Certificate
Harmonization (Traveler (131) SAE J2945/4 devellgpln.g SSP be signed by RSE; RSU
/ RSE . o specification NYC and Wyoming
Information and (Application
. e for TIM. Draft approaches
Roadside specification, in ,
Signage PSID) progress) available. assume all TIMs
are signed by TMC
CVPD site-specific
documents
2 Modified Eco- 2 - Speed 0p80-03 SAE J2735 (Data SAE subgroup has NYC and Wyoming TMC  Application
2 Speed Harmonization Structure) been tasked with  approaches App or Certificate
o (0x83) .
Harmonization (Traveler SAE J2945/4 developing SSP assume all TIMs RSU
/[ TMC (131) specification are signed by TMC

Information and (Application

for TIM. Draft
available. SSP may
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Application Application PSID Organization/ SSP Notes Comments SSP Value to CVPD Sites EE Certificate Type
Category (Hex value) Documentation Appearin ThatUselt Type
(Decimal End Entity (to be
value) Certificates completed)
for CV Pilots
Roadside specification, in differentiate
Signage PSID) progress) between different
. o speed
CVPD site-specific .
harmonization
documents .
categories (e.g.,
eco-, light vehicles,
freight, transit)
2 Curve Speed 8 - Curve Speed 0p80-03 SAE J2735 (Data SAE subgroup has TMC  Application
3 Warning Warning Structure) been tasked with App or Certificate
(0x83) developing SSP RSU
(Traveler SAE J2945/4 eveloping
. (131) L specification
Information and (Application
) e ee for TIM. Draft
Roadside specification, in available
Signage PSID) progress) '
CVPD site-specific
documents
2 Reduced Speed/ 9-Temporary 0p80-03 SAE J2735 (Data SAE subgroup has NYC is assuming TMC  Application
4 Work Zone Situation (0x83) Structure) been tasked with  that TIMs are App or Certificate
Warning / RSE Warning developing SSP signed by the TMC, RSU
SAE J2945/4 S N
(Traveler (131) (Application specification even for situations
. pp. . for TIM. Draft like this where they
Information and specification, in ; .
rogress) available. contain local
P information.
8
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Application

Reduced Speed /
Work Zone
Warning / TMC

Spot Specific
Weather Warnings
/ RSE

Application
Category

Roadside
Signage PSID)

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

PSID
(Hex value)
(Decimal
value)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

Organization/
Documentation

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SSP Notes

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

Comments

NYC is assuming
that TIMs are
signed by the TMC,
even for situations
like this where they
contain local
information.

NYC is assuming
that TIMs are
signed by the TMC,
even for situations
like this where they
contain local
information.
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Appearin  That Use It

End Entity (to be
Certificates completed)
for CV Pilots

EE Certificate Type
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TMC  Application
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RSU

TMC  Application
App or Certificate

RSU
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N

N

informational purposes with no express or implied warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the user’s own

Application

Spot Specific
Weather Warnings
/ TMC

Variable Speed
Limits / RSE

Variable Speed
Limits / TMC

Application
Category

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

10 - Speed
Zone

(Traveler
Information and
Roadside
Signage PSID)

10 - Speed
Zone

(Traveler
Information and

PSID
(Hex value)
(Decimal
value)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

Organization/
Documentation

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application

SSP Notes

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has
been tasked with
developing SSP
specification

Comments

NYC is assuming
that TIMs are
signed by the TMC,
even for situations
like this where they
contain local
information.

NYC is assuming
that TIMs are
signed by the TMC.

NYC is assuming
that TIMs are
signed by the TMC.
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Appearin  That Use It

End Entity (to be
Certificates completed)
for CV Pilots

EE Certificate Type
Type
TMC  Application

App or Certificate
RSU

TMC  Application
App or Certificate

RSU

TMC  Application
App or Certificate

RSU
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Application

w

Speed
0 Harmonization
/ RSE

3 Speed
1 Harmonization
/ TMC

Application
Category

Roadside
Signage PSID)

2 - Speed
Harmonization

2 - Speed
Harmonization

(Traveler
Information and
Roadside
Signage PSID)

PSID
(Hex value)
(Decimal
value)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

Organization/
Documentation

specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SSP Notes Comments

for TIM. Draft
available.

SAE subgroup has NYC is assuming
been tasked with  that TIMs are
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has NYC is assuming
been tasked with  that TIMs are
developing SSP
specification

for TIM. Draft
available.
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signed by the TMC.

signed by the TMC.

SSP Value to CVPD Sites

Appearin  That Use It

End Entity (to be
Certificates completed)
for CV Pilots

EE Certificate Type
Type
TMC  Application

App or Certificate
RSU

TMC  Application
App or Certificate

RSU
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Application

3 Work Zone Alerts
2 | RSE

w

Work Zone Alerts
3 /TMC

3 Truck Restrictions
4 | RSE

Application
Category

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

11 - Special

PSID
(Hex value)
(Decimal
value)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

0p80-03

Vehicle Warning (0x83)

(Traveler
Information and

(131)

Organization/
Documentation

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application

SSP Notes

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has
been tasked with
developing SSP
specification

Comments

NYC is assuming
that TIMs are

signed by the TMC.

NYC is assuming
that TIMs are

signed by the TMC.

NYC is assuming
that TIMs are

signed by the TMC.
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TMC  Application

App or Certificate
RSU

TMC  Application
App or Certificate

RSU

TMC  Application
App or Certificate

RSU
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Application Application PSID Organization/ SSP Notes Comments SSP Value to CVPD Sites EE Certificate Type
Category (Hex value) Documentation Appearin ThatUselt Type
(Decimal End Entity (to be
value) Certificates completed)
for CV Pilots
Roadside specification, in for TIM. Draft
Signage PSID) progress) available.
CVPD site-specific
documents
3 Truck Restrictions 11 - Special 0p80-03 SAE J2735 (Data SAE subgroup has NYC is assuming TMC  Application
5 /TMC Vehicle Warning (0x83) Structure) been tasked with  that TIMs are App or Certificate
(Traveler (131) SAE J2945/4 devellgpm.g SSP signed by the TMC. RSU
. o specification
Information and (Application
) e ee for TIM. Draft
Roadside specification, in available
Signage PSID) progress) '
CVPD site-specific
documents
3 Automatic Alerts 11 - Special 0p80-03 SAE J2735 (Data SAE subgroup has NYC is assuming TMC  Application
6 for First Vehicle Warning (0x83) Structure) been tasked with  that TIMs are App or Certificate
Responders (Traveler (131) SAE J2945/4 devellgpm.g SSP signed by the TMC. RSU
. o specification
Information and (Application
) e ee for TIM. Draft
Roadside specification, in available
Signage PSID) progress) '
CVPD site-specific ~ PeCific SSPs may
need to be
documents

designated for
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Application

w

CV-enabled

7 Weather-
Responsive
Variable Speed
Limits

w

Road Weather
8 Advisories for
Trucks and
Vehicles

Application
Category

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

9 - Temporary
Situation
Warning

(Traveler
Information and
Roadside
Signage PSID)

PSID
(Hex value)
(Decimal
value)

0p80-03
(0x83)
(131)

0p80-03
(0x83)
(131)

Organization/
Documentation

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SSP Notes Comments

messages to
special vehicles

SAE subgroup has NYC is assuming
been tasked with  that TIMs are
developing SSP
specification

for TIM. Draft
available.

SAE subgroup has NYC is assuming
been tasked with  that TIMs are
developing SSP
specification

for TIM. Draft
available.

Different SSPs
may be needed to
differentiate
messages for

@ CAMP VSC5 Consortium

signed by the TMC.

signed by the TMC.

SSP Value to CVPD Sites

Appearin  That Use It

End Entity (to be
Certificates completed)
for CV Pilots

EE Certificate Type
Type
TMC  Application

App or Certificate
RSU

TMC  Application
App or Certificate

RSU
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Application

w

Emergency

9 Communications
and Evacuation
(EVAC)

N

Probe Data
0 Collection

Application PSID
Category (Hex value)
(Decimal
value)
9 - Temporary 0p80-03
Situation (0x83)
Warning (131)
(Traveler
Information and
Roadside
Signage PSID)
BSM and alert  0p80-04
event data (0Ox84)
collection for (132)
researchers
Regional
extension of
PDM / PVD
Alternatively:
IPv6

Organization/
Documentation

SAE J2735 (Data
Structure)

SAE J2945/4
(Application
specification, in
progress)

CVPD site-specific
documents

SAE J2735 (data
structures)

SAE J2945/12
(application
specification)
CVPD site-specific
documents

SSP Notes

different categories
of vehicles

SAE subgroup has
been tasked with
developing SSP
specification

for TIM. Draft
available.

Comments SSP Value to CVPD Sites EE
Appearin ThatUselt Type
End Entity (to be
Certificates completed)
for CV Pilots
NYC is assuming T™MC
that TIMs are
signed by the TMC. RSU
Not clear that this SSP: absent
appears in (default

certificates — may permissions)
appear only in
WSAs?

@ CAMP VSC5 Consortium

Certificate Type

Application
App or Certificate
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Application Application PSID
Category (Hex value)
(Decimal
value)
4 WAVE Service Support 0p80-07
1 Advertisement (0x87)
(135)
4 Peer-to-peer Peer-to-peer 0p80-08
2 distribution of Certificate (0Ox88)

Security Distribution Psid (136)
Management
Information
4 Certificate Support 0p80-80
3 Revocation List (0x100)
Application (256)
4 Vehicle initiated 0pC0-00-02
4 distress notification (0x40-82)
(16,514)

Organization/

SSP Notes

Documentation

IEEE 1609.3

Crash Avoidance
Metrics Partners LLC

IEEE 1609.2 (Data
structures / SSP) /
CAMP (application

specification)

Wyoming DOT

UPER-encoded
J2945/2 DSRC-
SSP containing a
SSPentry. Version
is setto 1,
allowedSSPs is a
SEQUENCE
containing exactly

@ CAMP VSC5 Consortium

Comments

Doesn't appear in
certificates

Only appears in
appPermissions of
the CRLG

SSP Value to CVPD Sites

Appearin  That Use It
End Entity (to be
Certificates completed)

for CV Pilots

SSP: absent

(default

permissions)

SSP: specific
to CRL as
specified in
1609.2 CRL
ASN.1
module

SSP (DSRC- Wyoming
SSP UPER

encoded in

hex): 00 80

01 F0 40

Entire 1609.2
PsidSsp
structure as

EE
Type

Certificate Type

Identification
Certificate
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N

N

Application

Application
Category

Transcore software Support

update

Over-the-air File
Broadcast

Support

PSID
(Hex value)
(Decimal
value)

Organization/ SSP Notes

Documentation

one SSPentry field,
as follows:

SSPentry ::=
SEQUENCE {

index
INTEGER (msg-
travelerInfo
rmation), -
- 31

constraint
(SSPconstrai
ntAll)

-— Boolean:
True

}

OpE0-00-00-03 Transcore, Inc

(0x20-40-83)
(2,113,667)

OpEO0-00-00-08 Siemens Industry,

(0x20-40-88)
(2,113,672)

Inc.

@ CAMP VSC5 Consortium

Comments

SSP Value to CVPD Sites EE
Appearin ThatUselt Type
End Entity (to be
Certificates completed)

for CV Pilots

Certificate Type

an OPAQUE
OCTET
STRING in
COER: 8002
40 82 80 05
008001 FO
40

Application
Certificate

Application
Certificate
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Application

4 Data Log Transfer Support

N

CV Pilot
8 Application 3

N

CV Pilot
Application 4

©

[

CV Pilot
0 Application 5

5 CV Pilot
1 Application 6

[

CV Pilot
2 Application 7

Application
Category

PSID Organization/
(Hex value) Documentation
(Decimal
value)

OpEO0-00-00-09 Siemens Industry,
(0x20-40-89) Inc.
(2,113,673)

OpEO0-00-00-0A Crash Avoidance
(Ox20-40-8A)  Metrics Partners LLC
(2,113,674)

OpEO0-00-00-0B Crash Avoidance
(0x20-40-8B) Metrics Partners LLC
(2,113,675)

OpEO0-00-00-0C Crash Avoidance
(0x20-40-8C)  Metrics Partners LLC
(2,113,676)

OpEO0-00-00-0D Crash Avoidance
(0x20-40-8D) Metrics Partners LLC
(2,113,677)

OpEO0-00-00-0E Crash Avoidance
(0x20-40-8E)  Metrics Partners LLC
(2,113,678)

@ CAMP VSC5 Consortium

SSP Notes

Comments

SSP Value to CVPD Sites EE Certificate Type
Appearin ThatUselt Type
End Entity (to be
Certificates completed)
for CV Pilots
Application
Certificate
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Application

(¢,

CV Pilot
3 Application 8

[

CV Pilot
4 Application 9

(¢,

CV Pilot
5 Application 10

[

CV Pilot
6 Application 11

(¢,

CV Pilot
7 Application 12

5 CV Pilot
8 Application 13

Application
Category

PSID
(Hex value)
(Decimal
value)

0pE0-00-00-0F
(0x20-40-8F)
(2,113,679)

0pE0-00-00-10
(0x20-40-90)
(2,113,680)

0pE0-00-00-11
(0x20-40-91)
(2,113,681)

0pE0-00-00-12
(0x20-40-92)
(2,113,682)

0pE0-00-00-13
(0x20-40-93)
(2,113,683)

0pE0-00-00-14
(0x20-40-94)
(2,113,684)

Organization/
Documentation

Crash Avoidance
Metrics Partners LLC

Crash Avoidance
Metrics Partners LLC

Crash Avoidance
Metrics Partners LLC

Crash Avoidance
Metrics Partners LLC

Crash Avoidance
Metrics Partners LLC

Crash Avoidance
Metrics Partners LLC

@ CAMP VSC5 Consortium

SSP Notes

Comments

SSP Value to CVPD Sites
Appearin  That Use It
End Entity (to be

Certificates completed)
for CV Pilots

EE
Type

Certificate Type
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Application

(¢,

CV Pilot traffic
9 signal priority
status

(e}

CV Pilot traffic
0 signal request

6 CV Pilot MAP
1 distribution

Application
Category

SSM

SRM

MAP

PSID Organization/
(Hex value) Documentation
(Decimal
value)

OpEO0-00-00-15 US Department of
(0x20-40-95)  Transportation
(2,113,685)

OpE0-00-00-16 US Department of
(0x20-40-96) Transportation
(2,113,686)

OpEO0-00-00-17 US Department of
(0x20-40-97)  Transportation
(2,113,687)

UPER-encoded DSRC-SSP containing the SSPentry.

@ CAMP VSC5 Consortium

SSP Notes

Comments

SSP Value to CVPD Sites EE
Appearin ThatUselt Type
End Entity (to be

Certificates completed)
for CV Pilots

RSU

OBE

Certificate Type

Application
Certificate

Identification
Certificate

Application
Certificate
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5.1.1.1 CAMP PSID Transfer Process

Crash Avoidance Metric Partners LLC has registered 16 PSIDs with IEEE 1609.2 and
IEEE RA and included them in the PROD ICA certificate. Before requesting certificates
with one of those PSIDs, the PSID has to be re-assigned following this process,
otherwise your request will be rejected:

1. The requesting organization mails their request to psid-request@camplic.org, with
a copy also sent to ieee-reqgistration-authority@ieee.org. The mail should include:

a. A specific note that this is a request for a transfer of one of the CAMP CV
Pilot Application PSIDs

b. The standard PSID request form
from http://standards.ieee.org/develop/regauth/psid/psid application.pdf,
filled out in full

c. An explanation of how the PSID will be used in the Pilot Deployments so
that CAMP can determine whether the use case warrants the use of one of
the CAMP PSIDs.

2. If CAMP is not satisfied that there is a compelling reason to transfer, CAMP
engages in correspondence with the requester to understand why it is necessary to
use one of the CAMP PSIDs.

3. Once CAMP is satisfied that the transfer is necessary, CAMP mails a response
back to the requester and ieee-registration-authority@ieee.org. CAMP also sends
copies of its response to
kevin.s.smith@cox.net and wwhyte@onboardsecurity.com. This mail includes a
soft copy of a letter on CAMP letterhead stating that the transfer is requested by
CAMP subiject to review by the PSID allocation subgroup in 1609. The mail
instructs the requester to fill out the IEEE-RA Change of Information
form, http://standards.ieee.org/develop/regauth/psid/infocx.html.

4. The requesting organization fills out an IEEE-RA Change of Information form. In
that form, the requester must provide the email address of a contact at CAMP who
can approve the transfer (psid-request@camplic.org), as well as the email address
of the organization’s contact.

5. The IEEE RA does their vetting:

a. RA requires formal documentation from the entity, including the name of the
application, etc. The RA may require other formal documentation from the
entity as they see fit.

b. RA passes the request to the 1609 PSID allocation subgroup for review.

6. The request is put on the agenda of the monthly PSID allocation meeting (first
Wednesday of every month) for 1609 review.

7. If the request is approved, the 1609 subgroup contacts CAMP (scroll-bookmark-
51psid-request@campllc.org), the IEEE-RA (ieee-reqistration-authority@ieee.orq),
and the original requester to inform them that the request has been approved.
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8. |IEEE-RA carries out any further necessary due diligence, updates the online list of
assigned PSIDs, and notifies the requesting organization, the 1609 subgroup, and
CAMP that the transfer is complete.

Once step 7 of the process is successfully completed, CAMP will update SCMS PoC
Supported V2X Applications and inform the USDOT and their contractors to start
accepting enroliment requests with the transferred PSID for eligible devices.

5.1.2 Certificate Types

The V2X system uses several types of certificates. SCMS components generate these
and in many cases can also revoke them. All certificate lifetimes and renewal periods
are listed separately for PoC and CV Pilot Test, QA, and Prod stages. All the EE
certificates are of implicit type to save storage space and over-the-air bytes. All the
SCMS component certificates are of explicit type.

5.1.2.1 On-Board Equipment (OBE)

5.1.2.1.1 OBE Enroliment

An enrollment certificate is like a passport for the OBE in that it uses the enroliment
certificate to request other certificates: pseudonym and identification certificates.

It does not have an encryption key. It is provided to the OBE during its bootstrap
process. Each enrollment certificate has at least one PSID; however, an OBE cannot
have more than one enroliment certificate associated with a particular (PSID, SSP)
combination. In cases where an enrollment certificate has more than one PSID, the
corresponding apps are expected to be similar in nature. Such groupings of PSIDs in
an enrollment certificate are likely to be related to policy decisions made by the SCMS
Manager. Enroliment certificates have a validity period expected not to cover the
OBE's full operational lifetime. Therefore, re-establishment is a required feature.
Revocation of an enrollment certificate is done through an internal blacklist at the RA.

5.1.2.1.2 Pseudonym

Pseudonym certificates are used by an OBE primarily for BSM authentication and
misbehavior reporting and do not have encryption keys.

Main features of this certificate and the provisioning process are: pseudonymity,
location privacy via LOP, butterfly keys, shuffling of requests at RA, linkage
values from pair of LAs, and revocation using CRLs. For privacy reasons, an OBE is
given multiple certificates that are valid simultaneously, so that it can change them as
often as necessary and possible. For further details about pseudonym certificates and
their provisioning process, see the SCMS design. There is a one-to-one mapping of
(PSID, SSP) combination from enrollment certificates to pseudonym certificates.

Note: If additional applications besides V2V-Safety are required, additional sets of
privacy-preserving certificates may be required. The level of privacy and linkability
might depend on the level of privilege provided to the certificate holder. This is a policy
decision to be made by the SCMS Manager.
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5.1.2.1.3 Identification

Identification certificates are used by an OBE primarily for authorization in V2|
applications. None of the current V2| applications require encryption by the OBE at the
application level; however, there might be a need in the future. OBE identification
certificates may use an encryption key that is determined by the butterfly key
mechanism. The provisioning process of identification certificates is very similar to that
of pseudonym certificates, except for different PSIDs and other parameters, such as
the number of certificates and their validity duration. As there are no pseudonymity
constraints for identification certificates, an OBE has only one identification certificate
valid at a time for a given application. While pseudonymity and tracking is no concern,
identity certificates still protect the privacy of a user and do not contain any privacy
sensitive information such as VIN or owner's name. Certificates for consecutive time
periods might overlap. Just like pseudonym certificates, butterfly keys are used to
facilitate automatic pre-generation of identification certificates by the RA. Revocation of
identification certificates is done through CRLs. There is a one-to-one mapping of the
(PSID, SSP) combination from enroliment certificates to identification certificates.

5.1.2.2 Road-Side Equipment (RSE)

5.1.2.2.1 RSE Enrollment

An enrollment certificate is like a passport for the RSE in that it uses the enrollment
certificate to request application certificates. It does not have an encryption key. It is
provided to the RSE during its bootstrap process. Each enroliment certificate has at
least one PSID; however, an RSE cannot have more than one enroliment certificate
associated with a particular (PSID, SSP) combination. In cases where an enroliment
certificate has more than one PSID, the corresponding apps are expected to be similar
in nature. Such groupings of PSIDs in an enroliment certificate are likely to be related
to policy decisions to be made by the SCMS Manager. Enroliment certificates have a
validity period expected not to cover the RSE's full operational lifetime. Therefore, re-
establishment is a required feature. The certification process needs to include
geographic limits, application classes, etc. Revocation of an enroliment certificate is
done through an internal blacklist at the RA.

5.1.2.2.2 Application

Application certificates are used by an RSE for authentication and encryption;
therefore, they might have encryption keys. As there are no privacy constraints for
RSEs, an RSE has only one application certificate valid at a time for a given
application. Moreover for continuity reasons, an RSE may be given up to one extra
application certificate that is valid for the next time period (i.e., say the validity period is
one day, then an RSE will have only one certificate valid for today and up to one
certificate valid for tomorrow). Revocation of application certificates are dependent on
their validity periods:

1. Short validity periods (e.g., daily, hourly) require frequent certificate renewal, and
hence, no CRL except under exceptional circumstances
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2. Long validity periods (e.g., monthly, annually) require CRLs.

Note that for PoC, only option #1 will be used and implemented since RSEs are
assumed to have a regular online connection to renew certificates.

5.1.2.3 SCMS Component

The elector, root CA, PCA, and ICA certificates are of explicit type to support P2P
distribution, and while all other certificates can be of implicit type, they have been kept
explicit to remove any confusion. There are no privacy constraints for any of the SCMS
component certificates. A SCMS component may be given extra certificates that are
valid for the next time period and overlap with the current certificate due to continuity
reasons in operations. Revocation of these certificates is done through CRLs issued by
CRL Generator.

5.1.2.3.1 Electors

Elector certificates are not part of the PKI hierarchy of the SCMS, i.e., verifying a
certificate chain in the system does not involve verifying elector certificates. They are
used primarily for root CA certificate management, including adding and removing a
root CA. They will probably use cryptographic algorithms different from the rest of the
system, preferably quantum-safe algorithms, to provide a recovery option in case
quantum computers become a reality. The signature on the elector certificate does not
have any cryptographic value as the signature is by the elector itself, and, therefore,
the trust in an elector certificate is established through out-of-band means. Elector
certificates do not have an encryption key as electors are mostly offline and do not
accept any incoming messages, whether encrypted or not. Elector certificates must be
made available to everyone in the system. As elector certificates are self-signed, the
integrity of the initial set of electors must be ensured by other means, other than the
cryptography used in generating the certificate itself, such as tamper-proof hardware
and software validation of elector messages. For the same reason, the initial
provisioning of elector certificates is done through out-of-band means in a secure
environment during enrollment. Subsequent updating of elector certificates can be
done in-band through e.g., revocation and adding by using the elector model as
explained in Elector-based Root Management.

5.1.2.3.2 Root CA
The root CA certificate is different from all other types of certificates in many ways:

1. ltis the end of trust chain, i.e., verification of any certificate in the system ends at
verifying this certificate

2. The signature on the root CA certificate does not have any cryptographic value as
the signature is by the root CA itself, and, therefore, the trust in a root CA certificate
is established through out-of-band means

3. Usually the root CA certificate has a long lifetime, as changing a root CA certificate
is a time consuming, and potentially expensive operation
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4. Only a quorum of electors can issue root management messages and add them to
a CRL to revoke a root CA certificate

A root CA certificate does not have an encryption key as the root CA is mostly offline
and does not accept any incoming messages, whether encrypted or not. The root CA
certificate needs to be made available to everyone in the system. Also, for the reason
explained in (2) above, integrity of a root CA certificate must be ensured by other
means, other than the cryptography used in generating the certificate itself, such as
tamper-proof hardware and software validation of elector messages. For the same
reason, the initial provisioning of the root CA certificate is done through out-of-band
means in a secure environment during enroliment. Subsequent updating of root CA
certificates can be done in-band through e.g., revocation or adding by using the elector
model as explained in Elector-based Root Management.

5.1.23.3 ICA

ICA certificates can be used to only issue certificates to other SCMS components and
nothing else. Only the root CA or the ICA can issue, or authorize someone to issue, a
CRL to revoke an ICA certificate.

5.1.2.3.4 ECA

As mentioned above, ECA certificates are of explicit type as they do not need to be
distributed through P2P distribution. ECA certificates can be used to only issue
certificates to end-entities including OBEs and RSEs. These certificates have an
encryption key. Revocation of ECA certificate is done through CRLs issued by the
CRL Generator.

5.1.2.3.5 PCA

PCA certificates can be used to only issue certificates to end-entities including OBEs
and RSEs. PCA certificates need to have validity periods that are at least as long as
the longest validity certificates issued using them. These certificates have an
encryption key. Revocation of PCA certificate is done through CRLs issued by CRL
generator.

5.1.2.3.6 CRL Generator

CRL generator certificates are issued by the root CA and can be used only to sign
CRLs, and nothing else. As revocation of CRL generator certificates is difficult (i.e., can
be done by either root CA or ICA), the validity period of the CRL generator certificates
is kept as low as possible. For a given CRACA and CRL series, there is only one valid
CRL generator certificate at any time, except for a short overlap time as defined in PoC
Certificate Expiration Timelines and CV Pilot PROD Certificate Expiration Timelines.

5.1.2.3.7 Policy Generator

Policy generator certificates are issued by the root CA and can be used only to sign the
global policy configuration files that are distributed to SCMS components. The policies
around validity are the same as for CRL generator certificates.
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5.1.2.3.8 Other

These include LA, MA, and RA certificates. These certificates cannot be used to issue
certificates. They are described are as follows:

5.1.2.3.8.1 LA Certificates
Can be short as LAs do not interact with end-entities. These certificates do not
have encryption keys. To receive encrypted messages, the owner of these
certificates can include an ephemeral response encryption key in the request
messages.

5.1.2.3.8.2 RA Certificates
Must be long enough so that end-entities can successfully make a certificate
provisioning request after being bootstrapped. These certificates have an
encryption key.

5.1.2.3.8.3 MA Certificates
Needs to be long so that end-entities do not need to retrieve these certificates very
often. These certificates have an encryption key.

5.1.2.4 EE Certificate Type Features

The following table provides an overview of the EE certificate types. 'X' describes
mandatory features, and '(x)' describes optional features. The table provides a
comprehensive overview. The following are assumptions for the POC:

e All RSEs have regular connectivity. Hence, case 5.b is not implemented
e The response by the PCA is not encrypted for case 3 and case 5
Table 2 Certificate Type Features

OBE OBE OBE RSE RSE Application Certificate
Enroliment Pseudonym Identificatio Enroliment
Certificate Certificate n Certificate Certificate

RSE with RSE without
Connectivity Connectivity

Provisioning 1 per EE per 20 per week, 1 per time 1 per EE per 1 per time 1 per time period,

PSID upto 3 period, only PSID period, only issue longer time
category years, top-up issue very  category issue for periods. RSE
refresh using small short time generates
butterfly keys number of periods, public/private key pair
certificates require and provides public-
at a time, frequent key to RA
top-up renewal.
refresh using RSE
butterfly generates
keys public/private
key pair and
provides
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OBE OBE OBE RSE
Enroliment Pseudonym Identificatio Enroliment

RSE Application Certificate

Certificate  Certificate n Certificate Certificate
public-key to
RA
Revocation RA blacklist leverage add RA blacklist Cannot Add certificate digest
linkage certificate renew of all issued
values digests of all certificates, certificates (can be
issued due to RA  more than one)
certificates blacklist of
(can be enrollment
more than certificate
one)
Response is X X X X
Encrypted by
PCA
Shuffle in RA X
CRL for End- X X X
entity Devices
(Certificates of
this type can
be listed on
CRL)
Simultaneous X only allow
Validity for minimal
given PSID overlap to
account for
critical
events
Linkage X
Values
Butterfly Keys X X
Continued X X
Generation
Issuing X X
Certificates
for Multiple
Time Periods
Pseudonymity X
Misbehavior X X X X

Reporting
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OBE OBE OBE RSE RSE Application Certificate
Enrollment Pseudonym Identificatio Enrollment
Certificate  Certificate n Certificate Certificate

Non- X
Traceability
Encryption (X) X
Key (determined
using
butterfly key
mechanism)
5.1.2.5 Requirements
Key Status Summary Description Justification Notes Component/s
SCMS-1311 cLosep  Issue only one PCA shall only There is no PCA
OBE identification issue one OBE need for
certificate valid at a identification privacy (by
time certificate toan  definition).

OBE that is valid
at a time for a
given application.

SCMS-1312 cLosep Issue RSE PCA shall issue  The RSE PCA
application RSE application  encryption  application
certificates with certificates with  key is certificates
optional encryption optional optional. always have a
key encryption key. signature key

and optionally
an encryption

key.
SCMS-1313 cLosep  Issue only one PCA shall only There is no PCA
RSE application issue one RSE need for
certificate valid at a application privacy.
time certificate to an
RSE valid at a
time for a given
application,
except for the
allowed overlap
period.
SCMS-1314 maNuaL P SCMS component The SCMS Implicit: OBE Details CRL Store,
Rocess  certificate types component shall  Enrollment, discussedin CRLG, DCM,
(implicit vs. explicit) have a certificate RSE certificate IBLM, ICA, LA,
of explicit type. Enrollment, types PCA, PG, RA,
Pseudonym, RCA
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https://jira.campllc.org/browse/SCMS-1312?src=confmacro
https://jira.campllc.org/browse/SCMS-1312?src=confmacro
https://jira.campllc.org/browse/SCMS-1312?src=confmacro
https://jira.campllc.org/browse/SCMS-1313?src=confmacro
https://jira.campllc.org/browse/SCMS-1313?src=confmacro
https://jira.campllc.org/browse/SCMS-1313?src=confmacro
https://jira.campllc.org/browse/SCMS-1313?src=confmacro
https://jira.campllc.org/browse/SCMS-1313?src=confmacro
https://jira.campllc.org/browse/SCMS-1314?src=confmacro
https://jira.campllc.org/browse/SCMS-1314?src=confmacro
https://jira.campllc.org/browse/SCMS-1314?src=confmacro
https://jira.campllc.org/browse/SCMS-1314?src=confmacro
https://wiki.campllc.org/display/SP/Certificate+Types
https://wiki.campllc.org/display/SP/Certificate+Types

Key Status

SCMS-1315 maNuaL P Only 1 certificate
valid at a time

ROCESS

Summary

Description

Each SCMS

component shall
have only 1 valid

and in-use
certificate at a
time.

Justification Notes

Application,
Identification
Explicit (Self
Signed):
RootCA,
Elector
Explicit:
Everything
else

PCA, ICA,
Root CA, and
elector
certificates
need to be of
explicit type
in order to
support P2P
distribution.
All the EE
certificates
are of implicit
type to save
storage
space and
over-the-air
bytes, and all
the SCMS
Component
certificates
are of explicit

type.

There are no
privacy
concerns for
SCMS
components
that would
justify more
than one
certificate
valid at a
given time.
At the same
time, it is
desirable to
keep
complexity

@ CAMP VSC5 Consortium

Component/s

CRL Store,
CRLG, DCM,
ECA, IBLM,
ICA, LA, PCA,
PG, RA
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Key Status Summary Description Justification Notes Component/s

low and have

maximum
control over
components,
hence
allowing
exactly one
certificate at
a given time.

SCMS-1316 scms poc  Additional SCMS  Each SCMS To allow The additional CRL Store,
OUT OF sc component component shall  continuity of certificate is CRLG, DCM,
OPE certificate for the  be allowed to secure likely ECA, IBLM,

next time period request and communicati requested by ICA, LA, PCA,

receive a on between the SCMS PG, RA
certificate thatis SCMS component
valid for the next components. towards the
time period at a end of the
time defined by current time
the certificate period.
policy given by the
SCMS Manager.

6 issues

5.1.2.6 PoC Certificate Expiration Timelines

5.1.2.6.1 Goals

1. Establish a reasonable root certificate expiration period by shortening the EE
Enroliment certificate expiration period from previous 30 years as mentioned in the
Vehicle Safety Communications Security Studies Project (VSCS)

2. Allow EE to use their existing enroliment certificate for authentication when
requesting a rollover enroliment (Re-enrollment) certificate

3. Minimize the number of root certificates that are valid at any time

5.1.2.6.2 Assumptions

1. Vehicles have an estimated life of up to 30 years

EEs may only have connectivity once every three years

Initial EE enrollment certificates and rollover certificates are issued by the ECA

Only one enroliment certificate for an EE shall be valid at a time

o bk oDn

EE must request and download the rollover certificate before the current certificate
expires
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6. Re-enroliment certificates will not be generated or available for download until three
years before the expiration of the current enrollment certificate

5.1.2.6.3 Factors Influencing Certificate Lifetimes

Certificate lifetimes affect the security of PKI infrastructures. The longer a public/private
key pair is in use, the greater the chances are that the keys can be compromised. As
computing power increases and technologies improve over time, cryptanalysis
becomes a risk. For these reasons, excessively long-lived CA certificate lifetimes are
undesirable.

The below diagram illustrates the calculation of the minimum lifetime of a typical CA
certificate.

Certificate Authority Certificate

In-use lifeti - - . o
" ussf IC.: Ime—»}ﬂ—ufetlme (expiration) of last issued certificate—————

l«—Lifetime of CA certificate = In-use lifetime of CA + Issued certificate life time—

Figure 4 Calculating In-use Lifetime of a Certificate Authority

Some certificate authorities may issue certificates that are not valid until a significant
time in the future. Examples of this within the SCMS are pseudonym certificates and
rollover enroliment certificates. As a recommendation, the validity lag for these
certificates can be up to 3 years. For example, a pseudonym certificate generated
(issued) today may have a "Valid from" date that is up to 3 years from now. The below
diagram illustrates the impact of the validity lag on the lifetime of the issuing CA
certificate.
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Certificate Authority Certificate

In-use lifetime Lag in validity of
|

of CA issued Cemﬂcate—hd—ufetlme (expiration) of last issued certificate———=|

la——ifetime of CA certificate = In-use lifetime of CA + Validity lag + Issued certificate lifetime———

Figure 5 Impact of Lag in Validity of Issued Certificates

As additional layers are added to the certificate hierarchy, this process is repeated up
to the root CA. When operational factors and the requirement to have the ability to
issue new certificates at any time are considered, the required lifetime of each CA
certificate in the trust chain is further increased.

It will be necessary to renew the enroliment certificate multiple times for an estimated
vehicle lifetime of 30 years. An enroliment certificate lifetime of 6 years greatly reduces
security concerns due to certificate longevity, but it requires an automatic renewal
mechanism that can accommodate the EEs with infrequent network connectivity. As
better and more frequent network connectivity becomes available to the EEs, it may be
possible to further reduce these lifetimes.

The below diagram illustrates the impact of issued certificate lifetime, certificate validity
lag and operational factors on the PKI hierarchy.

Root Certificate Authority - 17 years

Intermediate Certificate Authority - 13 years

Enrollment Certificate Authority - 11 years

Figure 6 Relationship Between Enroliment and CA Certificate Lifetimes
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Establishing a fixed schedule for the expiration of elector certificates, root CA
certificate(s), intermediate CA certificates and enroliment CA certificates is
recommended to reduce operational complexities. For offline CAs, this procedure
increases security by minimizing the frequency of required access. Certificates issued
in the middle of this fixed schedule, due to revocation or new instances, will expire
according to the defined schedule and will have a reduced overall lifetime due to a
shorter in-use lifetime.

The following guidelines shall be followed when component certificates are issued mid-
sequence:

e This concept is mandatory for all certificates issued by the root CA and
intermediate CA

e The certificate's in-use and expiration shall be reduced by the same amount

Example of Mid-Sequence Certificates

PHOIDEIOIEEEOIOOBOPDE

Parent Certificate :

17 yr Expiration
In Use 8 yrs

Subordinate Certificate (Typical)
13 yr Expiration
In Use 4 yrs

Typical Certificate
Subordinate Certificate (Typical) Cycle
13 yr Expiration

In Use 4 yrs ﬁ

Subordinate Certificate (Issued mid-sequence) Mid-Sequence
11 yr Expiration Certificate

{inUse 2yrs ﬁ (Reduced In-Use &

Expiration time)

e
If a new Subordinate

is needed between
Year 4 & Year 8

Figure 7 Example of Mid-Sequence Certificates

To ensure the overall integrity of the SCMS, the minimum and maximum lifetime of
each certificate type will be defined and enforced by the SCMS manager policy.
Operators will have some amount of flexibility in defining the actual certificate lifetimes.

5.1.2.6.4 Certificate Lifetime Overview

The following table provides the certificate expiration and renewal periods to be used in
a SCMS that supports EE enroliment certificate rollover.
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Table 3 PoC Certificate Expiration Timelines - Certificate Expiration and Renewal

Certificate Issuing Expiration In Use Request Start of Validity = Number of Concurrently Example Size in Bytes Notes
Type CA for for Renewal Valid Certificates (In-Use (Certs are Not Fixed Size)
Renewal [+ Legacy])
OBE ECA 6 years 6 years Anytime 6 years 1 87 Rollover certificate will be
Enroliment (see notes) available no more than 3 years

before start of validity.

OBE PCA Tweek+1 1 week Anytime 1 week 20 + 20 (for just 1 hour) 86
Pseudonym hour
OBE PCA 1 month + 1 1 month Anytime 1 month 1+ 1 (for just 1 hour) 89
Identification hour
RSE ECA 6 years 6 years Anytime 6 years 1 87 Rollover certificate will
Enroliment (see notes) be available no more than 3
years before start of validity.
RSE PCA 1week+1 1 week Anytime 1 week 1+ 1 (for just 1 hour) 89
Application hour
DCM ICA 3years+1 3years 3 months 3 years 1+ 1 (for just 1 week) 219
week before end
of In-Use
ECA ICA 11 years 2 years 3 months 2 years 1+5 150
before end
of In-Use
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Certificate Issuing Expiration In Use Request Start of Validity = Number of Concurrently Example Size in Bytes Notes

Type CA for for Renewal Valid Certificates (In-Use (Certs are Not Fixed Size)
Renewal [+ Legacy])
RA ICA 3years+1 3years 3 months 3 years 1+ 1 (for just 1 week) 217
week before end
of In-Use
LA ICA 3years+1 3years 3 months 3 years 1+ 1 (for just 1 week) 205
week before end
of In-Use
PCA ICA 4 years 1 year 3 months 1 year 1+3 216
before end
of In-Use
ICA Root CA 13 years 4 years 3 months 4 years 1+3 195
before end
of In-Use
MA Root CA 4years+1 4 years 3 months 4 years 1+ 1 (for just 1 week) 205
week before end
of In-Use
CRLG Root CA 4years+1 4 years 3 months 4 years 1+ 1 (for just 1 week) 190
week before end
of In-Use
Policy Root CA 4years +1 4 years 3 months 4 years 1+ 1 (for just 1 week) 172
Generator week before end
(PG) of In-Use
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Certificate Issuing Expiration In Use Request Start of Validity = Number of Concurrently Example Size in Bytes Notes

Type CA
Root CA Self 17 years
(RCA)
Elector Self 12 years

for for Renewal Valid Certificates (In-Use (Certs are Not Fixed Size)
Renewal [+ Legacy])
8 years 3 months 8 years 1+2 211
before end
of In-Use
12 years 3 months 12 years 3 166 The initial elector certificates
before end have an expiration and "in use"
of In-Use time of 4, 8 and 12 years,
respectively.

5.1.2.6.5 Expiration, In-use, and Overlap Requirements

Key Summary

SCMS-1412 Destroy
certificate's

private key

SCMS-1725 Component
certificate
FQDN match

Table 4 Expiration, In-use, and Overlap Requirements

Description Justification Notes Component/s

The certificate's private key shall be To prevent the usage of certificates Out of scope as this needs CRL Store, CRLG,
destroyed at the end of the "In-use" life of a  that have reached the end of defined to be implemented as DCM, ECA, ICA, LA,
certificate. The in-use lifetime of certificates  In-use lifetime. operational policy. MA, PCA, PG, RA

shall be defined either by SCMS policy and/or
based on the expiration and In-use lifetime of
subordinate certificates.

The SCMS component shall have a certificate FQDN of each component must CRLG, DCM, ECA, LA,
with a certificateld field that matches the match the official ID of the MA, PCA, PG, RA
FQDN of the component. component.

36

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision without notice. The content is provided as is, only for
informational purposes with no express or implied warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the user’s own

risk.


https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1725?src=confmacro
https://jira.campllc.org/browse/SCMS-1725?src=confmacro
https://jira.campllc.org/browse/SCMS-1725?src=confmacro
https://jira.campllc.org/browse/SCMS-1725?src=confmacro

Key Summary Description Justification Notes Component/s

SCMS-1581 Component The SCMS component shall use its certificate Use 3 years for standard SCMS Out of scope as this needs CRLG, DCM, LA, MA,
certificate in-  for an in-use period of 3 years. components to be implemented as PG, RA
use period operational policy.
This is for POC & CV-Pilot
only.
SCMS-1319 Component The component shall request a certificate Use 3 years for standard SCMS This is for POC & CV-Pilot CRLG, DCM, LA, MA,
certificate with a validity of 3 years and 1 week. components only. PG, RA
expiration
SCMS-1591 ECA certificate ECA shall request an ECA certificate witha  To support issuing of subordinate This is for POC only. ECA
validity validity of 11 years. certificates.
SCMS-1307 Enroliment ECA shall issue Enrollment Certificates with a For PoC, enrollment certificates use This is for PoC only ECA
certificate lifetime of 6 years. a life span of 6 years
lifetime
SCMS-1809 Elector Elector certificates validity period shall be set Elector certificates must have an Certificate types and Elector
certificate to 12 years. expiration date. expiration periods are
validity defined in the Certificate

Types common
requirements section.
This is for PoC and CV-Pilot

only.
SCMS-1590 Elector The Elector certificate In-Use period shall be Out of scope as this needs to be Elector
Certificate In- the same as the Expiration period. implemented as operational policy.
Use period To maintain a fixed number of valid

Elector at all times.
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Key Summary

SCMS-1423 Elector

Certificate
Expiration

SCMS-1597

SCMS-1596
validity

ICA certificate
in-use period

ICA certificate

Description Justification

The Technical Component of the SCMS
Manager (TCotSCMSM) shall issue Elector
certificates with an expiration of 12 years.

Component 1609 certificates shall
have a defined expiration.

ICA shall use its ICA certificate for an in-use The in-use period shall be short to
period of 4 years. minimize impact, if revocation is
required.

ICA shall request an ICA certificate with a
validity of 13 years.

To support issuing of subordinate
certificates.

@ CAMP VSC5 Consortium

Notes

Component/s

In the case of the certificate Elector

being revoked, the new
certificate may have a
different expiration to align

with predefined replacement

schedules (if any exist).
For the initial system
deployment, 1 of the 3
Electors shall have a
certificate expiration of 4
years, another one a
certificate expiration of 8
years, to prevent multiple
elector certificates from
expiring at the same time.
These durations are for the
SCMS PoC and CV-Pilot
only. For other SCMS
instances, this duration
should be reevaluated.

Out of scope as this needs
to be implemented as
operational policy.

This is for POC only.

This is for POC only.

ICA

ICA
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Key Summary Description Justification Notes Component/s

SCMS-1595 PCA certificate PCA shall use its certificate for an in-use The In-use period shall be shortto  Out of scope as this needs PCA
in-use period period of 1 years. minimize impact if revocation is to be implemented as
required. operational policy.
This is for POC & CV-Pilot
only.
SCMS-1594 PCA certificate PCA shall request a certificate with a validity The expiration must be sufficiently  This is for POC only. PCA
expiration of 4 years. long to issue pseudonym certificates

for 3 years in the future.

SCMS-1416 Certificate RA shall request PCA to generate OBE This is in line with pseudonym This is for POC & CV-Pilot RA
Overlap: OBE identification certificates with an overlap certificates. t overap Of 1 hour (60 only.
Identification  t_overiap Of One hour. minutes) reduces the risk of a
Certificates vehicle operating without a valid
certificate.
SCMS-1415 Certificate RA shall request PCA to generate OBE This allows flexible certificate Validity period t_vaiidity is RA
Validity: OBE  pseudonym certificates with validity period handling. currently set to 1 week + 1
Pseudonym t_ validity. hour for POC & CV-Pilot.
Certificates
SCMS-1370 Certificate RA shall request PCA to generate OBE This is in line with pseudonym Validity period t_vaiidity iS RA
Validity: OBE identification certificates with validity period  certificates. It allows revocation by  currently set to 1 month + 1
Identification  t_vaiidity. not renewing certificates, and does  hour for POC & CV-Pilot.
Certificates not require a permanent but only
regular online connection to renew
certificates.

39

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision without notice. The content is provided as is, only for
informational purposes with no express or implied warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the user’s own
risk.


https://jira.campllc.org/browse/SCMS-1595?src=confmacro
https://jira.campllc.org/browse/SCMS-1595?src=confmacro
https://jira.campllc.org/browse/SCMS-1595?src=confmacro
https://jira.campllc.org/browse/SCMS-1594?src=confmacro
https://jira.campllc.org/browse/SCMS-1594?src=confmacro
https://jira.campllc.org/browse/SCMS-1594?src=confmacro
https://jira.campllc.org/browse/SCMS-1416?src=confmacro
https://jira.campllc.org/browse/SCMS-1416?src=confmacro
https://jira.campllc.org/browse/SCMS-1416?src=confmacro
https://jira.campllc.org/browse/SCMS-1416?src=confmacro
https://jira.campllc.org/browse/SCMS-1416?src=confmacro
https://jira.campllc.org/browse/SCMS-1415?src=confmacro
https://jira.campllc.org/browse/SCMS-1415?src=confmacro
https://jira.campllc.org/browse/SCMS-1415?src=confmacro
https://jira.campllc.org/browse/SCMS-1415?src=confmacro
https://jira.campllc.org/browse/SCMS-1415?src=confmacro
https://jira.campllc.org/browse/SCMS-1370?src=confmacro
https://jira.campllc.org/browse/SCMS-1370?src=confmacro
https://jira.campllc.org/browse/SCMS-1370?src=confmacro
https://jira.campllc.org/browse/SCMS-1370?src=confmacro
https://jira.campllc.org/browse/SCMS-1370?src=confmacro

Key Summary Description Justification Notes Component/s

SCMS-1213 Certificate RA shall request PCA to generate RSE As per communications with Validity period t_vaiidity iS RA
Validity: RSE  application certificates with validity period USDOT, RSEs will have frequent currently set to 1 week for
Application t vaiigity as defined in connectivity. Therefore, a short POC & CV-Pilot.
Certificates rse_application_cert_validity. validity period is justified for RSE

application certificates.

SCMS-1212 Certificate RA shall request PCA to generate RSE t overiap Of €.g9. 1 hour (60 minutes) This is for POC & CV-Pilot RA
Overlap: RSE application certificates with an overlap t_overiap reduces the risk of a vehicle having only.
Application as defined in rse_application _cert overlap to verify another RSE certificate
Certificates during a critical time period.

SCMS-526 Certificate RA shall request PCA to generate OBE The original value for t overap was 1 This is for POC & CV-Pilot RA
Overlap: OBE pseudonym certificates with an overlap minute but there are safety concerns only.
Pseudonym t overlap Of One hour. with such a small overlap. For
Certificates example, a device could be in an

alert state for more than 1 minute.
Extending t overiap to 1 hour (60
minutes) reduces the risk of a
vehicle operating without a valid

certificate.
SCMS-1332 Root CA Root CA certificates shall have an overlap of The overlap is necessary to allow This is for POC & CV-Pilot RCA
certificate 9 years (an in-use period of 8 years). rollover. only.
overlap
SCMS-1318 Root CA The root CA certificate validity period shall be Root CA certificates must have an  Certificate types and RCA
certificate setto 17 years. expiration date. expiration periods are
validity The root CA certificate must be valid defined in the Certificate

Types common
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Key Summary Description Justification Notes Component/s

at least as long as the longest requirements section.
issued enroliment certificate. This is for PoC only.

21 issues
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5.1.2.6.6 Overview Diagrams

The following diagrams illustrate the expiration period of various certificate types. The
diagrams show the specific duration of the certificate (valid from and to dates) only and
do not account for setup time (request generation, signing ceremony, distribution, etc.).
Each section shows the life of a single instance of a component under typical (non-
compromised) conditions. If multiple instances exist, they would follow a similar pattern
but the specific dates may be shifted within the validity period.
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Figure 8 Summary of Elector and Root CA Activities, 1 of 2
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Figure 11 PoC Certificate Expiration Timelines - Overview Diagram, 1 of 3

45

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision

without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the

user’s own risk.



[ PROJUMOP. 03 3IGBIIEAY. | .

uonesidx3 sJA TT ‘@sn-u| sIA Z :23ed134e)

[ PEOJUMOP 03 9) ,ﬂﬁ.ﬁ%_H

uoneaidx3 sJA TT ‘asn-u|siA g :a3ea141349)

uonesidx3 siA €T ‘@sn-uj| siA v_ 1331B21JILI3) YD SlBIpawWIalu|

[ PROJUMOP 0} J|qRIIEAY |

uonelidx3 sIA TT ‘@sn-uj siA Z 23821411499

DRI NN

uonelidx3 sIA TT ‘@sn-u| sJA Z :21ed14134a)
uonedidx3 sJA €T ‘@sn-u| SJA ¢| :21e2141U3) YD) SjeIpawalu|

PEOMEAOAOALEOEOO®EHE

Figure 12 PoC Certificate Expiration Timelines - Overview Diagram, 2 of 3
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Figure 13 PoC Certificate Expiration Timelines - Overview Diagram, 3 of 3
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Figure 14 PoC Certificate Expiration Timelines - Stackup, 1 of 3
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5.1.2.7 CV Pilot PROD Certificate Expiration Timelines

5.1.2.7.1 Assumptions

e The SCMS instance created for the CV Pilots shall be separate from the SCMS
PoC instance

e The ICA and subordinate certificates shall expire on or before 12:00:00 UTC
January 3, 2025

o Estimated project expiration of 00:00:00 UTC January 1, 2025 + 60 hours
(due to 1609.2 time unit restrictions)

¢ No component certificates shall have a starting date after the end of the estimated
project duration

e The private keys of all component certificates subordinate to the root shall be
destroyed at the end of the estimated project duration

e The root certificate shall have an expiration of 70 years and an in-use lifetime of 20
years to support possible future activities

e All components subordinate to the ICA have an in-use lifetime that is sufficiently
short and requires at least one rollover (renewal) event during the estimated project
duration

e PKI hierarchy:

o The ICA, policy generator, CRL generator and MA certificates shall be
issued directly by the Root CA

o The subtree below ICA is identical to that of the POC, i.e., it has one
instance of all components: ECA, PCA, DCM, RA, and LA

o Leap seconds declared after 00:00:00 UTC 1/1/2017 are not considered

5.1.2.7.2 Certificate Lifetime Overview

Definitions of available 1609.2 units of time used by certificates can be found in IEEE
Std 1609.2-2016, Sections 6.4.14, 6.4.15 and 6.4.16. Note that the "years" duration is
defined as a specific number of seconds.

The following tables provide the certificate expiration and renewal periods to be used
for the CV pilot, Production instance deployment.
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https://standards.ieee.org/findstds/standard/1609.2-2016.html
https://standards.ieee.org/findstds/standard/1609.2-2016.html

Certificate

Generation

Root CA Certificate

ICA Certificate

ECA Certificates
1

PCA Certificates
1

Start
(1609.2 Time32)

385,689,600

410,313,605

428,630,405

523,324,805

428,662,805

460,112,405

491,562,005

Table 5 CV Pilot Certificate Expiration Timelines - Certificate Expiration

Duration

(1609.2 units)

70 years

1169 sixtyHours

1084 sixtyHours

38736 hours

35281 hours

35113 hours

35113 hours

Duration
(TAI seconds)

2,208,986,640

252,504,000

234,144,000

139,449,600

127,011,600

126,406,800

126,406,800

Expiration Start
(1609.2 Time32) (UTC)

2,594,676,240 23:59:55 March 21, 2016
(Monday)

662,817,605 00:00:00 January 1, 2017
(Sunday)

662,774,405 00:00:00 August 1, 2017
(Tuesday)

662,774,405 00:00:00 August 1, 2020
(Saturday)

555,674,405 09:00:00 August 1, 2017
(Tuesday)

586,519,205 09:00:00 July 31, 2018
(Tuesday)

617,968,805 09:00:00 July 30, 2019
(Tuesday)

@ CAMP VSC5 Consortium

Expiration

(UTC) Notes

ISS - Reference
only

23:23:55 March 21,
2086 (Thursday)

12:00:00 January 1,
2025 (Wednesday)

00:00:00 January 1,
2025 (Wednesday)

00:00:00 January 1, Reduced Lifetime

2025 (Wednesday)

10:00:00 August 10,
2021 (Tuesday)

10:00:00 August 2, 2022
(Tuesday)

10:00:00 August 1, 2023
(Tuesday)
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Certificate

Generation

4

Start
(1609.2 Time32)

523,011,605

554,461,205

585,910,805

617,965,205

649,414,805

RA, LA, DCM Certificates

1

428,630,405

523,324,805

617,932,805

Duration
(1609.2 units)

35113 hours

30099 hours

21363 hours

12459 hours

3723 hours

26472 hours

26448 hours

12456 hours

Duration
(TAIl seconds)

126,406,800

108,356,400

76,906,800

44,852,400

13,402,800

95,299,200

95,212,800

44,841,600

Expiration Start
(1609.2 Time32) (UTC)

649,418,405 09:00:00 July 28, 2020
(Tuesday)

662,817,605 09:00:00 July 27, 2021
(Tuesday)

662,817,605 09:00:00 July 26, 2022
(Tuesday)

662,817,605 09:00:00 August 1, 2023
(Tuesday)

662,817,605 09:00:00 July 30, 2024
(Tuesday)

523,929,605 00:00:00 August 1, 2017
(Tuesday)

618,537,605 00:00:00 August 1, 2020
(Saturday)

662,774,405 00:00:00 August 1, 2023
(Tuesday)
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Expiration
(UTC) Notes

10:00:00 July 30, 2024
(Tuesday)

12:00:00 January 1,
2025 (Wednesday)

Reduced Lifetime

12:00:00 January 1, Reduced Lifetime

2025 (Wednesday)

12:00:00 January 1, Reduced Lifetime

2025 (Wednesday)

12:00:00 January 1, Reduced Lifetime

2025 (Wednesday)

00:00:00 August 8, 2020 Leap Day
(Saturday)

00:00:00 August 8, 2023
(Tuesday)

00:00:00 January 1, Reduced Lifetime

2025 (Wednesday)
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Table 6 CV Pilot Certificate Expiration Timelines - Certificate Expiration and Renewal Guidelines

Certificate Type Issuing CA Expiration In Use Request for Start of Number of Example Size in Notes
Renewal Validity for Concurrently Valid Bytes (Certs are Not
Renewal Certificates (In-Use Fixed Size)
[+ Legacy])

OBE Enrollment ECA Variable Sameas N/A N/A 1 87 All OBE enrollment certificates shall
expiration be issued with an expiration on or
before 12:00:00 UTC January 3, 2025
regardless of the date they are issued

OBE Pseudonym PCA 1week +1 1 week Anytime 1 week 20 + 20 (for just 1 9N
hour hour)
OBE ldentification = PCA 1 month + 1 month Anytime 1 month 1+ 1 (for just 1 hour) 89
1 hour
RSE Enrollment ECA Variable Sameas N/A N/A 1 109 All RSE enrollment certificates shall
expiration be issued with an expiration on or
before 12:00:00 UTC January 3, 2025
regardless of the date they are issued
RSE Application PCA 1week +1 1 week Anytime 1 week 1 + 1 (for just 1 hour)
hour
Elector Self 12years 12years 3 months 12 years 3 (1 per elector) 166 The initial elector certificates have an
before end expiration and "in use" time of 4, 8
of In-use and 12 years, respectively
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5.1.2.7.3 Renewal/Rollover Requirements

Table 7 Renewal/Rollover Requirements

Key Summary Description Justification Notes Component/s
SCMS- Renewal of A SCMS component shall request rollover IEEE To prevent the Does not apply to component  CRL Store, CRLG,
1422  component 1609.2 certificates no sooner than 3 months prior to existence of certificates compromise/revoked situations. DCM, ECA, ICA, LA,
certificate the end of the In-use life of the current certificate. A that are not valid until a For the PoC & CV-Pilot, 3 MA, PCA, PG, RA,
SCMS component shall not issue rollover IEEE significant time in the months is being used. This RCA
1609.2 certificates prior 3 months to the end of the future. should be re-evaluated for other
In-use life of the current certificate. deployments.
1 issue

5.1.2.7.4 Expiration, In-use, and Overlap Requirements

Table 8 Expiration, In-use, and Overlap Requirements

Key Summary Description Justification Notes Component/s
SCMS- Destroy The certificate's private key shall be To prevent the usage of certificates Out of scope as this needs to CRL Store,
1412  cetrtificate's destroyed at the end of the "In-use" life of a  that have reached the end of be implemented as CRLG, DCM,
private key certificate. The in-use lifetime of certificates defined In-use lifetime. operational policy. ECA, ICA, LA,
shall be defined either by SCMS policy MA, PCA, PG,
and/or based on the expiration and In-use RA

lifetime of subordinate certificates.

SCMS- Estimated Certificates shall expire on or before To ensure no certificates are valid  Due to the 1609.2 sixtyHours CRLG, DCM,
2842 project 12:00:00 UTC January 3, 2025. beyond the defined project period.  unit of time, the actual ICA, LA, MA, PG,
expiration certificate expiration may be RA

up to 60 hours after the
estimated project expiration

55

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision without notice. The content is provided as is, only for
informational purposes with no express or implied warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the user’s own
risk.


https://jira.campllc.org/browse/SCMS-1422?src=confmacro
https://jira.campllc.org/browse/SCMS-1422?src=confmacro
https://jira.campllc.org/browse/SCMS-1422?src=confmacro
https://jira.campllc.org/browse/SCMS-1422?src=confmacro
https://jira.campllc.org/browse/SCMS-1422?src=confmacro
https://jira.campllc.org/secure/IssueNavigator.jspa?reset=true&jqlQuery=project+%3D+SCMS+AND+issuetype+%3D+Requirement+AND+labels+%3D+%22CV-Pilot%22+and+labels+%3D+%22Certificate%22+and+labels+%3D+%22Rollover%22+order+by+component+ASC+++++++++++&src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-1412?src=confmacro
https://jira.campllc.org/browse/SCMS-2842?src=confmacro
https://jira.campllc.org/browse/SCMS-2842?src=confmacro
https://jira.campllc.org/browse/SCMS-2842?src=confmacro
https://jira.campllc.org/browse/SCMS-2842?src=confmacro
https://jira.campllc.org/browse/SCMS-2842?src=confmacro

Key Summary Description Justification Notes Component/s
of 00:00:00 UTC January 1,
2025.
This is for CV-Pilot only.
SCMS- Component The SCMS component shall have a FQDN of each component must CRLG, DCM,
1725  certificate certificate with a certificateld field that match the official ID of the ECA, LA, MA,
FQDN match  matches the FQDN of the component. component. PCA, PG, RA
SCMS- Component The SCMS component shall use its Use 3 years for standard SCMS Out of scope as this needs to CRLG, DCM, LA,
1581 certificate in-  certificate for an in-use period of 3 years. components be implemented as MA, PG, RA
use period operational policy.
This is for POC & CV-Pilot
only.
SCMS- Component The component shall request a certificate Use 3 years for standard SCMS This is for POC & CV-Pilot CRLG, DCM, LA,
1319 cetrtificate with a validity of 3 years and 1 week. components only. MA, PG, RA
expiration
SCMS- ECA certificate ECA shall request an ECA certificate with a  To support issuing of subordinate  1st generation: Start = ECA

1605 validity

SCMS- ECA certificate

1602 in-use period

maximum validity of 8 years +/- 1 week.

ECA shall use its ECA certificate for an in-
use period of 3 years.

certificates.

Use 3 years for Enrollment SCMS
components

@ CAMP VSC5 Consortium

428,630,405, Duration =

1,084 sixtyHours

This is for CV-Pilot only.

Out of scope as this needs to ECA

be implemented as
operational policy.

This is for CV-Pilot only.
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Key Summary

SCMS- Enroliment

1600 certificate
lifetime

SCMS- Elector
certificate

validity

SCMS- Elector
1590 Certificate In-

Use period

SCMS- Elector
1423  Certificate

Expiration

Description

ECA shall issue Enroliment Certificates with

Justification

To avoid any need to update

an expiration date on or before 00:00:00 UTC enrollment certificates during the

January 1, 2025.

Elector certificates validity period shall be set
to 12 years.

The Elector certificate In-Use period shall be
the same as the Expiration period.

The Technical Component of the SCMS
Manager (TCotSCMSM) shall issue Elector
certificates with an expiration of 12 years.

CV-Pilot project.

Elector certificates must have an
expiration date.

Out of scope as this needs to be
implemented as operational policy.
To maintain a fixed number of valid
Elector at all times.

Component 1609 certificates shall
have a defined expiration.

@ CAMP VSC5 Consortium

Notes Component/s

Maximum life span 1,084 ECA

sixtyHours.
This is for CV-Pilot only.

Certificate types and Elector
expiration periods are defined

in the Certificate Types

common requirements

section.

This is for PoC and CV-Pilot

only.

Elector

In the case of the certificate  Elector
being revoked, the new
certificate may have a
different expiration to align
with predefined replacement
schedules (if any exist).

For the initial system
deployment, 1 of the 3
Electors shall have a
certificate expiration of 4
years, another one a
certificate expiration of 8
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Key Summary Description Justification

SCMS- ICA certificate ICA shall use its ICA certificate for the entire The In-use period shall be short to
1604 in-use period validity period of the certificate. minimize impact if revocation is
required.

SCMS- ICA certificate ICA shall request an ICA certificate with a To support issuing of subordinate

1603 validity maximum validity of 8 years +/- 1 week. certificates.
SCMS- PCA certificate PCA shall request a certificate with a The expiration must be sufficiently
2843  expiration maximum validity of 4 years +/- 2 weeks. long to issue pseudonym certificates

for 3 years in the future.

SCMS- PCA certificate PCA shall use its certificate for an in-use The In-use period shall be short to
1595 in-use period period of 1 years. minimize impact if revocation is
required.

@ CAMP VSC5 Consortium

Notes

years, to prevent multiple
elector certificates from
expiring at the same time.
These durations are for the
SCMS PoC and CV-Pilot
only. For other SCMS
instances, this duration
should be reevaluated.

Out of scope as this needs to
be implemented as
operational policy.

This is for CV-Pilot only.

Start = 410,313,605
Duration = 1,169 sixtyHours
This is for CV-Pilot only.

1st generation: Start =

428,630,405, Duration =
1,084 sixtyHours

This is for CV-Pilot only.

Out of scope as this needs to
be implemented as
operational policy.

This is for POC & CV-Pilot
only.

Component/s

ICA

ICA

PCA

PCA
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Key Summary Description Justification Notes Component/s

SCMS- Cetrtificate RA shall request PCA to generate OBE This is in line with pseudonym This is for POC & CV-Pilot RA
1416 Overlap: OBE identification certificates with an overlap certificates. t overiap Of 1 hour (60 only.
Identification  t_overiap Of ONe hour. minutes) reduces the risk of a
Certificates vehicle operating without a valid
certificate.
SCMS- Cetrtificate RA shall request PCA to generate OBE This allows flexible certificate Validity period t_vaiiity iS RA
1415  Validity: OBE  pseudonym certificates with validity period handling. currently set to 1 week + 1
Pseudonym t validity- hour for POC & CV-Pilot.
Certificates
SCMS- Cetrtificate RA shall request PCA to generate OBE This is in line with pseudonym Validity period t_vaiiity iS RA
1370 Validity: OBE identification certificates with validity period  certificates. It allows revocation by  currently set to 1 month + 1
Identification  t_vaiidity. not renewing certificates, and does hour for POC & CV-Pilot.
Certificates not require a permanent but only
regular online connection to renew
certificates.
SCMS- Cetrtificate RA shall request PCA to generate RSE As per communications with Validity period t_vaiiity iS RA
1213  Validity: RSE  application certificates with validity period USDOT, RSEs will have frequent currently set to 1 week for
Application t vaiigity as defined in connectivity. Therefore, a short POC & CV-Pilot.
Certificates rse_application_cert_validity. validity period is justified for RSE

application certificates.

SCMS- Cetrtificate RA shall request PCA to generate RSE t overlap Of €.9. 1 hour (60 minutes)  This is for POC & CV-Pilot RA
1212 Overlap: RSE application certificates with an overlap t_overiap reduces the risk of a vehicle having only.

Application as defined in rse_application _cert overlap  to verify another RSE certificate

Certificates during a critical time period.
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Key Summary Description Justification Notes Component/s

SCMS- Cetrtificate RA shall request PCA to generate OBE The original value for t overap was 1 This is for POC & CV-Pilot RA
526 Overlap: OBE pseudonym certificates with an overlap minute but there are safety only.

Pseudonym t_overlap Of One hour. concerns with such a small overlap.

Certificates For example, a device could be in

an alert state for more than 1
minute. Extending t overiap to 1 hour
(60 minutes) reduces the risk of a
vehicle operating without a valid

certificate.
SCMS- Root CA Root CA certificates shall have an overlap of The overlap is necessary to allow  This is for POC & CV-Pilot RCA
1332  cetrtificate 9 years (an in-use period of 8 years). rollover. only.
overlap
22 issues
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5.1.2.7.5 Overview Diagrams

The following diagrams illustrate the expiration period of various certificate types. The
diagrams show the specific duration of the certificate (valid from and to dates) only and
do not account for setup time (request generation, signing ceremony, distribution, etc.).
Each section shows the life of a single instance of a component under typical (non-
compromised) conditions. If multiple instances exist, they would follow a similar pattern
but the specific dates may be shifted within the validity period. Lifetimes may be
adjusted in the future to account for leap seconds, rounding requirements or
operational requirements.

& & @ N @)
| 2016 lmy \Qm) ) | 2002/

= &

& y Expiration (Expires Time32 = 662,817,605)
In Use 8 yrs

Figure 17 lllustration of the Expiration Period of Various Certificate Types
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5.1.2.8 CV Pilot QA+Test Certificate Expiration Timelines

5.1.2.8.1 Assumptions

e The SCMS instance created for the CV Pilots shall be separate from the SCMS
PoC instance

e The estimated duration of the CV Pilot project shall be seven years

o All EE-specific CV Pilot certificates shall expire by the end of the estimated project
duration

e No component certificates shall have a starting date after the end of the estimated
project duration

e The private keys of all component certificates subordinate to the root shall be
destroyed at the end of the estimated project duration

¢ All components subordinate to the ICA have an in-use lifetime that is sufficiently
short and requires at least one rollover (renewal) event during the estimated project
duration

e PKI hierarchy:

o The ICA, policy generator, CRL generator and MA certificates shall be
issued directly by the Root CA

o The subtree below ICA is similar to that of the POC, i.e., it has one instance
of all components: ECA, PCA, RA, and LA, but no DCM. There might be a
DCM introduced at a later stage.

5.1.2.8.2 Certificate Lifetime Overview

The following table provides the certificate expiration and renewal periods to be used
for CV pilot deployments.

NOTE for certificate example sizes: FQDN range was 14-23 bytes, and at most 2
PSID's (4 bytes each) were used where applicable.
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Table 9 CV Pilot Certificate Expiration Timelines - Certificate Expiration and Renewal

Certificate Type Issuing Expiration In Use Request for  Start of Validity for Number of Concurrently Example Size in Notes
CA Renewal Renewal Valid Certificates (In-Use Bytes (Certs are Not
[+ Legacy]) Fixed Size)
OBE Enrollment ECA 6 months 6 months anytime variable, max 6 1 87
months
OBE Pseudonym PCA 1Tweek+1 1 week Anytime 1 week 20 + 20 (for just 1 hour) 91 Limit pseudo cert load
hour to 6 months (520
certs)
OBE Identification PCA 1 month +1 1 month  Anytime 1 month 1+ 1 (for just 1 hour) 89
hour
RSE Enrollment  ECA 1 year 1 year anytime variable, max 1 yr 1 109
RSE Application  PCA 1Tweek+1 1 week Anytime 1 week 1+ 1 (for just 1 hour)
hour
DCM ICA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 219
week before end of
In-use
ECA ICA 3 years 2years 3 months 2 years 1+1 150
before end of
In-use
RA ICA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 217
week before end of
In-use
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Certificate Type Issuing Expiration In Use Request for  Start of Validity for Number of Concurrently Example Size in Notes

CA Renewal Renewal Valid Certificates (In-Use Bytes (Certs are Not
[+ Legacy]) Fixed Size)
LA ICA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 205
week before end of
In-use
PCA ICA 1.5years 1year 3 months 1 year 1 + 1 (for 6 months) 216
before end of
In-use
ICA Root CA 5years 4 years 3 months 4 years 1+ 1 (for 1 yr) 195
before end of
In-use
MA RootCA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 205
week before end of
In-use
CRLG RootCA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 190
week before end of
In-use
Policy Generator Root CA 2years+1 2years 3 months 2 years 1+ 1 (for just 1 week) 172
week before end of
In-use
Root CA Self 9 years 8years 3 months 8 years 1+ 1 (for 1 yr) 211
before end of
In-use
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Certificate Type Issuing Expiration In Use Request for  Start of Validity for Number of Concurrently Example Size in Notes

CA Renewal Renewal Valid Certificates (In-Use Bytes (Certs are Not
[+ Legacy]) Fixed Size)
Elector Self 6 years 6 years 3 months 6 years 3 (1 per elector) 166 At start, electors are
before end of staggered, so first
In-use expiration's are 2, 4, 6

yrs -

The initial elector
certificates have an
expiration and "in use"
time of 2,4 and 6
years, respectively;
and thereafter 6 years
with their renewals.
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5.1.3 Hardware, Software and OS Security Requirements

5.1.3.1 Overview and Goals

This document describes hardware, software, and operating system security for
systems that run DSRC applications and use cryptographic private keys and
certificates in the format specified by IEEE Standard 1609.2-2016 and that are issued
by the Security Credentials Management System (SCMS).

The security requirements apply to two logically distinct sets of functional blocks:

e Privileged applications: These applications run autonomously (i.e., do not require
human intervention to start running) and either send or receive signed messages.
They run on the host processor.

e Cryptographic operations: These operations use secret keys from symmetric
cryptographic algorithms, or private keys from asymmetric cryptographic
algorithms. They run on the Hardware Security Module (HSM).

The goals of these requirements are:
1. Different privileged applications can have different sets of keys such that:
a. A privileged application is able to sign with its own keys

b. A privileged application is not able to sign with keys reserved for use by a
different privileged application

c. Non-privileged applications do not have any access to keys that are
reserved for use by privileged applications

2. No application has read access to key material — all key material is execute- or
write-only

Keys used for verification are protected against unauthorized replacement

4. The system supports software/firmware update in such a way that the above
properties continue to hold

This document does not address processes for certifying that systems meet the
requirements. Its purpose is simply to state the requirements.

5.1.3.2 Architecture

The requirements below cover three architectures.

e Integrated architecture: The host processor and the HSM are the same processor

e Connected architecture: The host processor and the HSM are different, but they
are physically connected using a connector that connects only those two
processors. The only way to read or write data flowing between the two processors
is by physically tapping into that connector.

e Networked architecture: The host processor and the HSM are different and
connected over a network or bus that has other processors connected to it
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The document provides requirements for the host processor and the HSM separately
and then provides architecture-specific requirements for the different architectures.

Privileged Cryptographic
Applications Operations

Shared Processor
[ Host Processor and HSM)

Figure 18 Integrated Architecture

Privileged Cryptographic
Applications W Operations
Haost Processor H5 M

Figure 19 Connected Architecture

Privileged Cryptographic
Applications Other processar Operations
Hast Processor H5M

Figure 20 Networked Architecture
5.1.3.3 Host Processor

5.1.3.3.1 Manufacturing and Operational States

The host processor and its software shall be delivered in an operational state that
implements all the protections below.

The host processor may be initialized while in a manufacturing state that does not
implement all the protections.

A device may be designed so it can return from the operational state to the
manufacturing state. If this functionality is provided, the transition shall wipe all
privileged applications from the host processor and all keys from the HSM. The device
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may allow a user to perform a reset to a manufacturing state without any authentication
if the mechanism for a reset guarantees that the user is physically present.

5.1.3.3.2 Secure Boot

The host processor shall perform integrity checks on boot to ensure that itis in a
known good software state. The integrity checks shall require the use of a hardware-
protected value such that the integrity cannot be successfully compromised unless the
hardware-protected value is modified. Examples of these integrity checks include
signing the software such that the verification key is protected by hardware, or storing
hashes via the Platform Configuration Registry (PCR) mechanism of the Trusted
Computing Group's (TCG) Trusted Platform Module (TPM).

The host processor integrity check shall verify the software and firmware configuration
of the host processor such that:

e The host processor shall not allow any privileged application to sign until the
integrity checks have passed

¢ If the host processor fails the integrity checks, it shall not grant access for any
process to private keys

o If the host processor fails the integrity checks, it shall not allow any privileged
application to operate

The host processor integrity check shall carry out a check that stored root CA
certificates have not been modified since they were last accessed.

e |If this integrity check fails, the device shall reject all incoming signed messages that
chain back to those root CA certificates as invalid.
5.1.3.3.3 Operating System

The host processor operating system shall meet the following requirements (derived
from FIPS 140-2 section 4.6.1):

e The operating system shall support roles, which are used as specified below. Each
privileged application shall map to a role.

e The discretionary access control mechanisms of the operating system shall be
configured to:

o Specify the set of roles that has execute permissions on each private key
stored within the HSM

o Specify the set of roles that can modify (i.e., write, replace, and delete)
programs and plaintext data stored at specific locations within the host
processor boundary

o Specify the set of roles that can read data stored within the host processor
boundary and what data can be read by those roles
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o Specify the set of roles that can enter cryptographic keys (It is permissible
for the host to require that all keys are generated on the device and that
keys cannot be entered directly)

e The OS shall allow the following roles to operate without explicit authentication by a
user:

o Processes that correspond to privileged applications, i.e., applications that
are intended to run without user initiation or intervention, and that have
execute access to private keys

o Processes that update private key material to the HSM, i.e., to implement
the butterfly key process specified within the SCMS documentation

e The OS may allow the following roles to operate without explicit authentication or
may require authentication:

o Processes that install new software or firmware if that software or firmware
is signed

o Processes that write private key material to the HSM (It is permissible for
the host to require that all keys are generated on the device and that keys
cannot be entered directly)

¢ The OS may support the following roles and, if it supports them, shall require
explicit authentication:

o Processes that modify or inspect executing processes
e The OS shall not allow the following roles to exist:

o Processes that read private cryptographic key material from the HSM
(NOTE: The HSM as well must not provide this functionality)

5.1.3.3.4 Secure Updates

The host processor shall use the following mechanisms to ensure that its software and
firmware can be securely updated:

e The host processor requires that all software installed be signed. When requested
to install software, the host processor OS ensures that the software is signed by an
authority with appropriate permissions before proceeding with the installation and
rejects the installation if the signature or any of the validity checks on the software
or its signing certificate fail.

o If this approach is taken, the integrity of the verification key shall be
protected by local hardware, either by directly storing the key in local
hardware, or by creating a chain of trust from the key to a hardware-
protected key. The hardware protection shall be equivalent to FIPS 140-2 at
the level appropriate to the device as a whole.

¢ In addition, the host processor may require that only an authenticated user can
install software.
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The update mechanism shall include mechanisms to prevent updates being rolled
back.

5.1.3.4 HSM

The HSM shall meet the requirements for an operating system given in FIPS 140-2
Level 2 except for the audit requirements and certain additional exceptions. The
baseline requirements are the following:

e All cryptographic software and firmware shall be developed and installed in a form
that protects the software and firmware source and executable code from
unauthorized disclosure and modification

e A cryptographic mechanism using an approved integrity technique (e.g., an
approved message authentication code or digital signature algorithm) shall be
applied to all cryptographic software and firmware components within the HSM

o The message authentication code may be used in the following
circumstances only:

= |f the HSM itself calculates the MAC when the software is installed
using a secret key known only to the HSM and uses this secret key
to verify the software on boot

= [f the software or firmware provider has a unique shared key with
each distinct device and uses this to authenticate the software

A Message Authentication Code (MAC) may not be used to protect the software unless
the MAC key is unique to the HSM.

¢ All cryptographic software and firmware, cryptographic keys, and control and status
information shall be under the control of an operating system that meets the
functional requirements specified in the protection profiles listed in FIPS 140-2
Annex B and is capable of evaluation at the CC evaluation assurance level EAL2,
or an equivalent trusted operating system

e To protect plaintext data, cryptographic software and firmware, cryptographic keys,
and authentication data, the discretionary access control mechanisms of the
operating system shall be configured to:

o Specify the set of roles that can execute stored cryptographic software and
firmware

o Specify the set of roles that can modify (i.e., write, replace, and delete) the
following cryptographic module software or firmware components stored
within the cryptographic boundary: cryptographic programs, cryptographic
data (e.g., cryptographic keys and audit data), and plaintext data

o Specify the set of roles that can read the following cryptographic software
components stored within the cryptographic boundary: cryptographic data
(e.g., cryptographic keys and audit data), and plaintext data

o Specify the set of roles that can enter cryptographic keys
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e The discretionary access control mechanisms may allow a role without explicit
authorization to create a new cryptographic key by combining an existing key with
new input if the device follows the Integrated or Connected Architectures. The
discretionary access control mechanisms shall require explicit authorization to
create a new cryptographic key by combining an existing key with new input if the
device follows the Networked Architecture.

o The discretionary access control mechanisms may allow a role without explicit
authorization to execute stored cryptographic software and firmware if the device
follows the Integrated or Connected Architectures. The discretionary access control
mechanisms shall require explicit authorization to execute stored cryptographic
software and firmware if the device follows the Networked Architecture.

e The discretionary access control mechanisms of the OS may allow automated
software and firmware update if that update is carried out by a process that
includes cryptographic checks to ensure the validity of the update prior to
installation.

e The operating system shall prevent all operators and executing processes from
modifying executing cryptographic processes (i.e., loaded and executing
cryptographic program images). In this case, executing processes refer to all non-
operating system processes (i.e., operator-initiated), cryptographic or not.

e The operating system shall prevent operators and executing processes from
reading cryptographic software stored within the cryptographic boundary.
5.1.3.4.1 Hardware Protection

A HSM that requires low confidentiality and medium integrity shall store keys in
tamper-evident hardware equivalent to FIPS 140-2 level 2.

A HSM that requires medium confidentiality and medium integrity shall store keys in
tamper-evident hardware equivalent to FIPS 140-2 level 3.

5.1.3.4.2 Random Number Generator

An HSM shall use a random number generator from the list of approved random
number generators in FIPS 140-2 Annex C.

5.1.3.5 Architecture-specific Requirements

5.1.3.5.1 Integrated Architecture

An integrated processor has no additional requirements beyond the ones identified
above.

5.1.3.5.2 Connected Architecture

A connected processor has no additional requirements beyond the ones identified
above.
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5.1.3.5.3 Networked Architecture

In addition to the requirements identified above, the host processor must authenticate
itself to the HSM with an authentication mechanism based in hardware with the same
physical security level as the HSM itself.

5.1.3.6 Secure Environment for Device Enrollment

5.1.3.6.1 Overview and Goals

All End Entities (EEs) that participate in the SCMS must be enrolled. The enrollment
process is the point where an initial trust relationship is established between a new EE
(either an OBE or RSE) and the rest of the SCMS infrastructure. The integrity of the
system requires that only authorized devices are allowed to enroll and that each EE
receives the correct credentials to operate with the infrastructure. Therefore, the
enrollment process must be performed in a secure environment using an approved
process and equipment.

This guidance applies to the equipment and procedures used in the bootstrapping
procedures defined in Use Case 2, respectively Use Case 12.

5.1.3.6.2 Architecture

The secure environment used for device enrollment requires the following elements:

1. A documented procedure for performing the enrollment process

2. A physically secure location where the enrollment will take place

3. One or more authorized devices (computers) for managing the enrollment process
4. An activity log or recording of the enrollment operations that were performed
5.1.3.6.2.1 Documented Procedure

The procedure used to enroll devices shall be documented and followed consistently. It

is recommended that a checklist or automated procedure be used to ensure
consistency and compliance. The procedure shall include the following cases:

1. List of Authorized Operators and Equipment

a. Each facility must maintain a list of authorized personnel and equipment
that may participate in the enroliment and provisioning process

b. The means of identifying individuals and systems shall be specified

c. The procedures for adding and removing personnel and equipment from the
authorized list shall be part of the documented procedure

d. The list of authorized personnel shall include a list of auditors (and
procedures for adding and removing auditors) who can observe the process

2. Acceptance of a New EE

a. Authorized operators (or an automated process) must be able to validate
that the new EE, that is to be enrolled, is an authentic device. For example,
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this may be done by checking the device serial number against a manifest
or by inspecting key features of the devices.

b. If the EE employs tamper evident packaging, operators must inspect the
tamper seals to ensure that they have not been compromised

c. The software or firmware installed in the EE must be checked to confirm
that it is running an allowed version. It is recommended that a secure hash
of the installed software be checked against a trusted reference to validate
that it has not been modified.

d. If the EE has the capacity to run a self-test to confirm correct operation, the
successful result of this test shall be confirmed

e. Refer to PCI HSM Security Requirements version 3.0 (June 2016), Section |
(Device Security Requirements During Manufacturing) for additional
guidance on validating the EE to be provisioned

3. Connection to the EE

a. During the bootstrapping process, certain information must be transferred
with high integrity. The procedure must describe how an operator (or
automated process) can validate that a trusted connection has been
established to the new EE. For example, a physical cable connection that
can be visually inspected is acceptable.

b. If a wireless connection is to be used, the procedures must describe how
the connection to the EE will be secured. This connection must provide
authenticity and secrecy and it must prevent against replay of old, valid
messages. Standard protocols may be used, if their authentication and
encryption mechanisms meet these requirements.

4. Key Generation or Injection

a. The enrollment process requires that each EE generate or receive a private
key and the corresponding public key. This procedure must be initiated and
completed in a secure environment and follow the 'level 2' requirements
defined in FIPS PUB 140-2 Section 4.7 for key generation and secure key
management.

b. The association of the device public key to the EE must be securely
established. It is recommended that the Certificate CSR be generated on
the target EE and exported using the secure connection established in #3.
Alternative approaches must define a procedure to ensure that the private
key used to generate the CSR is correctly associated with the EE.

5. Enrollment Certificate and Parameter Installation

a. The enrollment process requires the installation of one or more root CA
certificate and elector certificates into the EE's secure storage. This must be
performed in a secure environment using the high-integrity communications
channel established in #3.
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6. Creation of an Activity Log

a. The documented procedure shall describe the steps that shall be taken to
log or record the enrollment process. Note that the log may not include any
private keys or seeding material used to initialize any device.

7. Exceptions and Changes

a. The procedures shall define what steps are to be taken in case of an error
or failure. This should include guidelines for repair or secure
decommissioning of failed equipment.

b. Changes or exceptions to the enroliment procedure shall be recorded.

5.1.3.6.2.2 Secure Environment

The enroliment process shall take place within a physically secure location with
restricted access control. Alternatively, the procedures may be carried out in an open
area with active monitoring or surveillance to ensure that only authorized individuals
and equipment are involved. Refer to the PCI Physical Security Requirements version
2 (Nov 2016) Section 3 for guidelines for establishing a physically secure area for
secure provisioning.

¢ Only authorized personnel shall be able to initiate the enrollment process or have
access to the equipment used for enroliment

e Only authorized equipment shall be connected (wired or wireless) to any network,
system, or OBE involved in the enrollment process

e The access control mechanism (or area monitoring) must keep a log of who is
present in the area at any time when the enrollment process is active

5.1.3.6.2.3 Authorized Equipment
Only specific, authorized equipment shall be used in the enroliment process. This
equipment may include one or more general-purpose computers.

e The equipment shall not be used for any purpose other than EE enroliment or
related logging, testing, or quality control procedures

e This equipment shall operate on a network segment that is protected from other
general-purpose systems used for any other purpose

¢ Only authorized personnel may access the equipment or install software, updates,
or patches to the equipment. All approved and validated security patches shall be
applied to all authorized systems.

e The operating system and application software shall be specified in the section
Documented Procedures

5.1.3.6.2.4 Audit and Activity Log
The ability for independent auditors to observe a secure process in real-time as well as
logs that can be used to reconcile events or audit procedures later are both required to
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ensure accountability and to recover from newly emerging threats. The secure
environment shall support process oversight in the following ways:

1. Each enrollment location shall maintain a log that records the results of the steps
defined in the section Documented Procedures. It must be possible to reconcile
enrollment activity against a list of authorized, operational EEs along with any
securely scraped or in-repair units to account for the final destination of all
successfully enrolled device identities.

2. Authorized and identified independent auditors shall have access to the secure
environment in order to periodically supervise and inspect the ongoing procedures.
Auditors shall not directly view or record any secret information such as private
keys or random number seed values.

5.1.3.7 Storage Considerations

5.1.3.7.1 High Availability and Standard Availability Storage

Our understanding is that there are at least the following grades of data storage
medium for automotive electronics systems.

e ROM stores code for use by ECUs and is written only once

o EEPROM stores code for use by ECUs and may be overwritten a limited number of
times

¢ Flash stores code and persistent data for use by ECUs and may be overwritten a
(relatively) large number of times. It is more expensive than ROM or EEPROM

e There may also be other grades of storage. Our understanding is that there is a
spectrum of storage media from highly reliable and highly expensive (which are
referred to as “automotive grade”) to less reliable but cheaper storage (which are
referred to as “standard grade”). For example, infotainment systems may use less-
reliable, cheaper storage to allow more storage to be provided.

The following are assumptions:
1. Automotive-grade storage is so expensive that less than 1 MB will be available

2. Standard-grade storage will also be available and that it will be sufficiently cheap to
be provided in larger volumes, 100 MB or more

3. Executable security and security management codes can be provided in a form that
does not use the automotive-grade flash
5.1.3.7.2 Secure Storage
e The OBE needs to store the following in the highly available memory (encrypted):
o Local private keys for signing

o Local CSR signing key
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o Any symmetric keys used for certificate management, i.e. for expanding the
butterfly keys

o Seed butterfly key

¢ Ifthe OBE does not encrypt its certificates, there may be an attack that allows them
to be read from storage, which in turn allows the OBE to be tracked. However, an
attacker with this level of access to the OBE can probably carry out other attacks.
There is no requirement for certificates to be encrypted in place as long as they are
integrity-checked.

e The OBE needs to provide integrity checks on the encrypted stored values noted
above and also on the following:

o Root certificates
o lIts own local certificates (if not encrypted)
o Any certificates used for validating software updates

e |tis assumed that an arbitrary amount of automotive-grade storage can be
converted to secure storage by using a hardware security module that stores a
content encryption and authentication key.

o Integrity checks can be provided on a block wise basis rather than per data
element. This reduces the storage overhead for integrity checks but
increases the cost to check an integrity check (the entire block must be
checked) and requires that the integrity check for the entire block is
recalculated if any single element is changed.

o The content encryption key should be protected by TPM-like mechanisms
so it can only be accessed if the software platform is in a known good state

5.1.4 Elector-based Root Management

After a root CA certificate's validity period ends or a revocation was necessary and a
new root CA certificate has been established for replacement, how can an EE start
trusting this new root CA certificate? The trust in an initial root CA certificate is implicit,
as it is installed in a secure environment with out-of-band communication during
bootstrapping of the device. One option would be to get the device back to that secure
environment and use out-of-band communication to install the new root CA certificate.
However, this is suboptimal due to the required effort and will render the overall V2X
system partly out-of-order until all devices have installed the new certificate.

To manage the root CA certificate over time and gain resilience against compromises
on any level, the SCMS needs the ability to heal itself, which means to bring itself into
a state where it can endure another single compromise or end of the validity period of a
Root CA. This recovery should occur while keeping the devices operational whenever
possible, that is, capable of sending, receiving and validating BSMs, and be able to
restore the system hierarchy without requiring physical access to devices. Elector-
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based Root Management is the solution that provides those means by installing a
distributed management schema on top of the SCMS Root CAs.

5.1.4.1 Distributed Management & Electors

A distributed management scheme, like a democracy, contains within itself the power
to replace an established hierarchy and does not succumb to a single failure. The
concept of Electors, which together have the power to change and manage the trust
relationships of the system, adds such a scheme to the SCMS design. Within a system
like the SCMS, the number of electors should be 2n+1, where n is the number of
simultaneous elector expiration/compromises that the SCMS can tolerate.

Like in a democracy the Elector-based Root Management introduces a Ballot with
Endorsements. The electors cast Votes by signing an endorsement of a given root
CA or elector certificate. A ballot aggregates all these endorsements. When a quorum
of valid elector endorsements is on the ballot, any component in the system can trust
the ballot.

The electors are not part of the PKI hierarchy, and therefore they can use a different
crypto-system than the SCMS PKI. In fact, each of them can use a different one. This
raises the probability that in case of a root CA or elector certificate compromise due to
a broken cryptography, the system is still able to heal itself.

The resulting system may have multiple, self-signed root CA certificates, each of which
operates at the top of their trust chain. Each root CA's certificate is endorsed by a ballot
with at least a quorum of votes from non-revoked electors. Devices need to verify the
trust chain up to a root CA certificate, at which point they must verify that a quorum of
non-revoked electors has endorsed that root CA certificate.

5.1.4.2 Ballots & Endorsements
Electors operate by signing endorsements. A ballot can include the following basic
types of endorsements:

e Add root CA certificate

e Add elector certificate

e Revoke root CA certificate
e Revoke elector certificate

Each ballot contains only one type of endorsement. SCMS components, including
devices, receive ballots adding a certificate via a certificate chain file distributed by the
PG. They receive ballots removing a certificate via the CRL distributed by the CRL
store.

All components know the quorum and the certificates of the initial set of electors and
therefore can validate the endorsements contained in the ballot. Once the ballot is
validated, the component can follow the endorsed action to add or remove the ballot’s
certificate from its trust store.

The SCMS Manager will coordinate the production of the ballot messages.
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5.1.4.2.1 Structure of Ballots

The ballot which aggregates all independent elector endorsements is an ASN.1
structure. This structure contains the following elements:

1. The certificate of the root CA or elector to be endorsed
2. A sequence of endorsements, each containing:

a. The type of endorsement

b. The hash id of the certificate to be endorsed

c. The generation time of the endorsement

d. A signature of the elector.

Note that the validity period of a ballot is implicitly given by the validity period of the
endorsed certificate.

5.1.4.2.2 Revocation/Endorsement Impact on Devices

A key consideration in the design of the root management system is to maintain secure
operation of devices without requiring recall or manual re-enroliment of individual
devices. The following table outlines the status of devices through the addition or
revocation of Electors and Root CAs.

Table 10 EE Status through Addition/Revocation of Electors and Root CAs
Operation Elector Model Implementation

Revoking  As long as there are at least three electors with a quorum of two, then one elector

an Elector may be removed without impacting operation: The remaining electors are still a
quorum and their endorsements of the root CA certificate would still be valid. A
single revoked elector would not stop operations of any device. A replacement
elector may then be added back to the system to return to a state with three valid
electors. A larger number of electors may be used to improve the system's
resilience to compromise or failure of these top-level trust anchors.

Revoking a Revoking a root CA certificate would stop operations of devices that possess

Root CA certificates chaining up to the revoked root CA certificate. Those devices would
need to re-enroll and be re-provisioned with a different root CA before they could
be trusted by other devices.

Adding an A new self-signed elector certificate that is endorsed by a quorum of valid electors
Elector can be trusted by devices and other SCMS components without the need of
returning them to a secure environment.

In addition, this new elector can endorse existing root CA certificates without the
need for any updates of the existing valid certificates, including the device's
pseudonym certificates.

Adding a A new, self-signed root CA certificate that is endorsed by a quorum of valid
Root CA electors can be trusted by devices and other SCMS components without the need
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Operation Elector Model Implementation

of returning them to a secure environment. Devices can immediately begin to trust
messages that chain up to the new root CA.

5.1.4.2.3 Effect of Voting Schemes on the GCCF

The Global Certificate Chain File (GCCF) contains all the trust chains needed by the
SCMS (including EEs), including the Root CA certificates. With the elector model, the
Root CA certificates are also accompanied with elector endorsements. The Root CA
certificates in the GCCF will be supplied in the form of the "Add Root CA" ballots. The
trust chain for certificates under a Root CA will be recorded in the GCCF as a list of
IEEE 1609.2 certificates.

5.1.4.2.4 Structure of the Trust Hierarchy

The diagram below shows how the SCMS-specific implementation of the elector-based
scheme (shown in green) can be implemented in parallel with a standard PKI
hierarchy, which supports all SCMS components and EEs. Note that all of the
structures shown here can be implemented with standard IEEE 1609.2 certificates
without modification. A significant advantage of the elector-based scheme is that, as
new Electors are added at level 0, an existing root CA can receive new endorsements
from an elector without having to change their certificates.

| SCMS Specific

Standard PKI Hierarchy

Central to SCMS Manager

Level 0 Elector Elector Elector

Level 1 Root Vote Root CA

Misbehavior
Authority

Level 2 IcA

Optional
Level(s)

Level n-1
(>=3)

ECA RA PCA LA1 LA2

Level n
(>=4)

Figure 21 Endorsement Method Details

5.1.4.3 Impact on EE Storage
The implementation of the elector scheme will affect how EE storage is used.
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1. An EE must be able to store securely a number of elector IEEE 1609.2 self-signed
certificates. In the PoC, three electors will be operational. Storage for four electors
and elector endorsements must be available. In deployment, perhaps nine will be
operational, and storage for ten is assumed.

2. An EE must be able to store securely a number of Root CA self-signed certificates.
In the PoC, there will be at most two (to allow for testing of Root replacement). In
deployment, storage for ten is assumed. If the EE will check the votes on these
Root CA self-signed certificates each time, then these need not be stored in the
secure trust store.

3. EEs must have secure software used to update the trust store through the correct
processing of ballots. This also involves protection for basic parameters under
which votes are acted upon, the quorum, which is an assumed number less than
ten.

Note that all EEs (and other SCMS components) must have a secure method for
storing and recovering Root CA certificates. Developers of EE hardware and software
may choose from a variety of methods for managing secure storage, but their chosen
approach must be approved through an EE certification process. To demonstrate some
of the various options that are available, three methods are suggested and described in
the following diagram:

e Suggestion 1: Store the Root CA certificate directly in tamper-evident storage. This
approach allows the EE to quickly access the Root CA certificate with no further
validation (EE must validate it only once before it is placed in secure storage).

e Suggestion 2: The EE may store the endorsement message signed by the electors
in secure storage to support peer-to-peer certificate learning of root CA certificates.

e Suggestion 3: The EE may validate the root CA certificate once and then store a
hash of the certificate in tamper evident storage. Note that this is effectively the
same as Suggestion 2 since the endorsement itself will contain a hash of the root
CA certificate, but the EE may choose to use a different hashing algorithm to
optimize for speed or to reduce storage.
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Figure 22 EE Storage Requirements

5.1.4.4 Root Management and Disaster Recovery in Action
This section aims to show root management and disaster recovery in action. As a
result, the revocation and replacement of an elector is described below:

e Day 1: Typical SCMS Operations

o Day 2: Revoking an Elector

o Day 3: SCMS Operating with 2 Electors Only
e Day 4: Replacing a Elector

o Day 5: SCMS Returning to Typical Operation

The diagrams given below (and in sections above) are high-level summaries only, and
do not contain all requirements for the SCMS components or the EEs.
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Day 1: Typical SCMS Operations
SCMS Root CA & Elector Trust Relationships

Legend: Root Management Function (Quorum = maore than 50% of members)
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Figure 23 Day 1: Typical SCMS Operations
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Day 2: Revoking an Elector

Elector A Revocation Process

Legend: _Root Management Function {Quorum = more than 50% of members}
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Figure 24 Day 2: Revoking an Elector

At Day 2, an elector has been revoked by votes from m electors (here m=2). These

votes are included in the CRL. The CRL is distributed to all SCMS components and
EEs. The SCMS is still operational.
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Day 3: SCMS operating with two electors only
SCMS Operational with Electors B & C Only

Legend: Root Management Function (Quorum = maore than 50% of members)
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Figure 25 Day 3: SCMS Operating with Two Electors Only

Device

In Day 3, the SCMS is operational with only two, non-revoked electors. Pseudonym
certificates continue to validate and EEs to operate.
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Day 4: Replacing an Elector

Introduce Elector D

Legend: Root Management Function (Quorum = more than 50% of members)
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Figure 26 Day 4: Replacing an Elector

In Day 4, the SCMS Manager introduces a new elector through votes endorsing the
new elector obtained from the two, remaining, non-revoked electors. Existing devices
that do not recognize the new elector continue to operate. The SCMS Manager adds a
new elector through a Ballot inserted into the Global Certificate Chain File (GCCF),
which it then provides through the Policy Generator to RAs. The root management
message includes votes from the electors, which the SCMS components and EEs will
need to validated before performing the root management operation (adding the elector
to the trust store). The SCMS Manager provides a new vote from the new elector for
the existing root CA certificate and adds it to the GCCF as well. Even with the addition
of the new elector, pseudonym certificates continue to validate and EEs to operate.
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Day 5: SCMS Returning to Typical Operation

SCMS Trust Relationships with Elector D

Legend: Root Management Function (Quorum = more than 50% of members)
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Figure 27 Day 5: SCMS Returning to Typical Operation

Note: Key/Lock/Chain color indicares
relationship to Private Key/Trust Anchor

In Day 5, the SCMS has been returned to an equivalent of the Initial State of Day 1
with a replacement elector.

The following describes the revocation and replacement of a root CA certificate:
o Day 1: Typical SCMS operations
e Day 2: Standing up a new root CA certificate

e Day 3: Putting the SCMS backend trust relationships in place for the new root CA
certificate

e Day 4: Revoking the existing and adding the new root CA certificate
o Day 5: Revoked root CA certificate, system non-functional

e Day 6: System functionality restored
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Day 1: Typical SCMS operations
SCMS Root CA & Elector Trust Relationships

Legend: Root Management Function (Quorum = maore than 50% of members)
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Figure 28 Day 1: Typical SCMS Operations
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Day 2: Standing up a new root CA certificate

Create Replacement Root CA & Distribute to SCMS Servers

Legend: Root Management Function (Quorum = more than 50% of members)
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Figure 29 Day 2: Standing Up a New Root CA Certificate

In Day 2, the new root CA certificate is established and endorsed but is not used by the
SCMS.
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Day 3: Putting the SCMS backend trust relationships in place for the new root CA
certificate

Introduce Replacement Root CA Before Revoking Current Root CA

Legend: Root Management Function (Quorum = mare than 50% of members)
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Figure 30 Day 3: Putting the SCMS Backend Trust Relationships in Place for the
New Root CA Certificate
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Device

On Day 3, all of the background tasks of generating new certificates for SCMS
components is performed, but these are not made active. The new root management

operation, "Add Root CA," is distributed to all the authorized operators to prepare them
for distribution.
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Day 4: Revoking the existing and adding the new root CA certificate
Revoke Root CA

Revoke Message
includes an
Effective date
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Private Key

Trust Anchor

Certificate

Vote

] &<

Trust Chain

Root CA - New
Trust Relationship [

SCMS Protocol ~ ====+ |
ZCEI\S'IS Manager or Paolicy Generator MA
Celn an
Note: Key/Lock/Chain coler indicates 2 E """"" e,
-
relationship to Private Key/Trust Anchor | \‘
ECA RA LAl LAZ PCA

fEesss="

CRL

Sk Aoot .
-
affeeccccccsscscemecmcsssssmsassssmeenestcncaan, [l ] P
- -
Device

Sl

Figure 31 Day 4: Revoking the Existing and Adding the New Root CA Certificate

On Day 4, the old root CA is revoked and the new root CA is added simultaneously to
all SCMS components (not EEs). The EEs only receive the revoke message. The
GCCEF needs to be reset with the new trust structure, which was created on Day 3. All
the SCMS components start using the certificates, which chain to the new root CA
certificate.
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Day 5: Revoked root CA certificate, system non-functional

Root Revoked — System Non-functional
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Figure 32 Day 5: Revoked Root CA, System Non-Functional

On Day 5, all of the existing pseudonym and enroliment certificates are no longer valid.
This means that from an EE point of view, the SCMS is not functioning. The CRL also
needs to be reset: any certificate without linkage values can be removed. The handling
of the linkage values on the CRL will depend on if the linkage values are continued.
Those that are continued will need to remain on the CRL.
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Day 6: System functionality restored
Update EEs with new certificates
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Figure 33 Day 6: System Functionality Restored

On Day 6, the authorized operators will issue new enroliment certificates to the EEs. All
EE certificates, including pseudonym certificates, are generated. The EEs require new
enrollment certificates to authenticate themselves to their RA. The SCMS does not yet
specify the mechanism used to provide new enrollment certificates to EEs; a later
release will support this. Once an EE receives its new enrollment certificate, it can
download the policy file, the GCCF, and new pseudonym Certificates. The EEs now
become operational again.

5.1.5 Cryptography

5.1.5.1 Approved Cryptographic Algorithms
The following algorithms are approved for use as specified in IEEE 1609.2-2016:

e Signing: ECDSA over NIST P-256

e Public key encryption: ECIES over NIST P-256

e Hash: SHA-256

o Symmetric Encryption: AES-CCM with 128-bit keys

See |IEEE 1609.2 for normative references to the definitions of the algorithms.
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5.1.5.2 Approved Random Number Generators

This is a non-exhaustive list of recommended software random number generators.
Generally, hardware random number generators are preferred. Both types should
follow the requirements specified in CB2: Types of Cryptographic Algorithms.

Based on java documentation, a random number can be generated using
SecureRandom. This class provides a cryptographically strong random number
generator (RNG).

public class SecureRandom extends Random

/*

A cryptographically strong random number minimally complies with the
statistical random number generator

tests specified in FIPS 140-2, Security Requirements for Cryptographic
Modules. SecureRandom must produce

non-deterministic output. SecureRandom is acceptable only if
seeding/entropy source is provable sufficiently secure

*/

public static void main(String[] args) t....... {
SecureRandom ranGen = new SecureRandom() ;

}

Implementation

¢ A software based RNG solution shall be sufficient through CV pilot until hardware
based solutions are identified and accepted.

e Java SecureRandom running on a virtual machine is only acceptable if the host
machine entropy is accessible and used by the VM. This can be accomplished by
employing utilities such as virtio-rng. Please check your desired VM implementation
for support of such a feature.

Testing

o The used RNG shall be tested using the NIST SP800-22b statistical test suite "sts-
2.1.1". A description of the test suite (NIST Special Publication 800-22rev1a, dated
April 2010) and the NIST statistical test suite software sts-2.1.1 are available at
http://csrc.nist.gov/groups/ST/toolkit/rng/documentation _software.html.

e The NIST test suite allows testing an input file of RNG output with various tests.
The following tests shall be performed. All tests shall use sufficiently sized input
files to the NIST test suite.

a. Test Randomness: Generate random output of SecureRandom on the VM
and run all tests of the NIST test suite.

b. Test Seeding: Generate random output o_1 of SecureRandom on the VM at
time t (relative to start-up time). Restart the VM and generate random output
o_2 of SecureRandom on the VM at time t (relative to start-up time).
Combine o_1 and o_2 in a single file, and run the full NIST test suite.
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https://wiki.campllc.org/display/SP/CB2%3A+Types+of+Cryptographic+Algorithms#CB2:TypesofCryptographicAlgorithms-RNG
http://csrc.nist.gov/publications/nistpubs/800-22-rev1a/SP800-22rev1a.pdf
http://csrc.nist.gov/groups/ST/toolkit/rng/documentation_software.html

c. Test nonce and reconstruction values: While an SCMS component operates
normally, store the output of SecureRandom in a file and run the full NIST
test suite.

o A third party description of proper RNG testing can be found
at http://www.st.com/web/en/resource/technical/document/application note/DM000
73853.pdf (cp. sections 2 and 3).

5.1.5.3 Cryptography Background
5.1.5.3.1 CB1: Cryptographic Services

5.1.5.3.1.1 Standard Services: Confidentiality, Integrity, Authenticity

The standard cryptographic services are confidentiality, integrity, and authenticity. They
are provided by the cryptographic mechanisms of encryption and authentication. Two
fictional people, Alice and Bob, are used in the following descriptions to help simplify
the explanations.

Confidentiality means that when Alice sends a message to Bob, she knows that no one
can learn anything (except its length) about the message in transit. Confidentiality is
provided by encryption.

Integrity means that when Alice sends a message to Bob, she knows that if the
message is altered in transit, Bob will be able to detect that the message has been
modified; this provides a deterrent to an attacker who may want to modify the
message.

Authenticity means that when Alice sends a message to Bob, she knows that Bob can
be certain that the message actually came from her.

Authenticity and integrity are typically provided together (authenticity is of little use
without integrity) by authentication.

Cryptographic mechanisms allow Alice and Bob to leverage a small amount of secure
information into a large amount of secure data. This small amount of information is a
key. For confidentiality, Alice uses a key to encrypt the data and Bob uses a related
key to decrypt the data. For authentication, Alice uses a key to apply an authentication
code to the data, and Bob uses a related key to check that the code is valid. Although a
great deal of attention is paid to particular encryption algorithms (such as the algorithm
by Rivest, Shamir, and Adleman (RSA), the advanced encryption standard (AES), and
so on), real-life key management is a much more difficult problem than choosing a
cryptographic algorithm, and many more weaknesses are caused in systems by poor
key management than by a poor choice of cryptographic algorithm.

5.1.5.3.1.2 Privacy
A main goal of the SCMS is to protect the privacy of drivers. This means that it should
provide the following services:

e Anonymity: A message should contain no information that explicitly identifies the
driver, the passengers, or the vehicle.
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e Unlinkability: It should be difficult for an eavesdropper to track a driver or vehicle by
recording its BSM transmissions.

Unlinkability is not a binary property of the system. For example, an eavesdropper who
is able to record all messages sent by a vehicle will be able to track that vehicle by
constructing the path indicated by that vehicle’s BSMs. However, it is a design goal
that the V2V communications system does not increase the risk that an individual may
be tracked.

For purposes of this report, the requirement is that if a vehicle’s messages contain data
that is unique to the vehicle, the data should change frequently such that it is extremely
difficult for an eavesdropper to track that vehicle. This in turn means that:

¢ Any application identifiers should change frequently. This is supported in the
TemporarylD field in the BSM.

¢ Any network identifiers, such as source Media Access Control (MAC) addresses,
should change frequently. This is permitted by IEEE Standard 802.11 and actively
supported by service primitives in IEEE Standard 1609.4.

¢ Any cryptographic information unique to the vehicle should change frequently. As
discussed below, messages in the system are authenticated by signing them with
digital certificates, which are issued by a certificate authority (CA). To meet the
requirement, a device must either have multiple digital certificates, or share its
certificate with other vehicles. Previous research has concluded that shared
certificates are not viable (cf. e.g., Jason J. Haas, Yih-Chun Hu, and Kenneth P.
Laberteaux. The Impact of Key Assignment on VANET Privacy. Security and
Communication Networks. 3(2):233-249, John Wiley & Sons, Ltd., March 2010).
Only the case where each device has multiple certificates is considered in this
system.

¢ All identifier changes should be synchronized: if one identifier does not change
between observations, the attacker can link even if all other identifiers change.

e The vehicle’s privacy should be preserved even if the attacker has inside
information from one of the SCMS components.

However, in addition to supporting privacy, the system design has to support
identification of misbehaving devices in order to remove them from the system. These
two goals are fundamentally in contradiction. This SCMS design allows identification of
devices for misbehavior detection purposes only through a series of defined
interactions between SCMS components. No individual SCMS component can identify
a device, and the information revealed to any SCMS component can be controlled.

The Vehicle Infrastructure Integration Consortium (VIIC) provides a full discussion of
the policy requirements arising from this high-level requirement for privacy-by-design.
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5.1.5.3.2 CB2: Types of Cryptographic Algorithms

There are two different types of keyed cryptographic algorithms, which use very
different types of key management. This section discusses those keyed algorithms and
also two other important cryptographic primitives, hash functions and random number.

5.1.5.3.2.1 Symmetric Algorithms

In a symmetric algorithm, the sender and receiver use the same key (or keys that are
related to each other in some trivial-to-derive way). Alice uses k1 to encrypt; Bob uses
k1 to decrypt. Alice uses k2 to authenticate; Bob uses k2 to validate. Symmetric
algorithms have two significant properties:

e They are fast (which translates into implementations being low cost). For example,
AES, a symmetric encryption algorithm, can encrypt 81 MB per second on a 2 GHz
processor, or generate authentication codes on 1,000,000 messages per second
with a size of 100 bytes per message.

e They require secure, private key exchange. Before Alice and Bob can use a key k
to communicate, they must securely agree on k in such a way that no other party
(except perhaps a trusted center) knows k. This means that Alice and Bob must
have some kind of pre-existing relationship to use symmetric cryptography.

o NOTE: In a vehicular setting, vehicles are often encountering each other for
the first time and do not have a pre-existing relationship. This is one of the
main reasons why symmetric key cryptography is not being considered for
use in authenticating V2V safety messages.

5.1.5.3.2.2 Public Key Algorithms

In an asymmetric or public key algorithm, the encryption and decryption, or
authentication and validation, keys come as a pair, Pub and Priv, with the property that
they are related but that it is very expensive (in terms of computer time) for someone
who only knows Pub to work out Priv. Pub is called the public key. Priv is called the
private key. The private key is not widely shared and usually known only to the key
owner; the public key can be distributed widely. They are used this way:

e For confidentiality: Alice uses Bob’s (note, not Alice’s) public key to encrypt the
message. Only Bob knows his own private key, so only Bob can decrypt the
message.

e For authentication: Alice uses her own private key to generate the authentication
code — for a public key algorithm, this is called signing. Bob uses Alice’s (note, not
Bob’s) public key to validate the authentication code — for a public key algorithm,
the authentication code is called a signature and the validation is called verification.
If the signature verifies with Alice’s public key, then the signature was generated
with Alice’s private key and the message was not modified. Because only Alice
knows her own private key, that means that Alice generated the signature and so
that the message came from Alice. For performance reasons, an actual
implementation would perform the signature operation on a checksum of the
message only.
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Public-key algorithms have two significant properties:

e They are relatively slow compared to symmetric algorithms (which translates into
implementations being more expensive in terms of processing compared to
symmetric algorithms). For example, ECDSA-256, the public key algorithm that is
used in the CAMP VSC3 design, can generate about 1500 signatures per second
on a 2 GHz processor and can verify only about 300 signatures per second.

e They require authenticated key exchange, but the key exchange can be public. If
Alice has some assurance that a public key belongs to Bob, she can use that key to
verify Bob’s signed messages or encrypt messages to him even if many other
people know the public key as well. Alice knows that a public key belongs to Bob
usually because the CA attests to it by signing Bob’s public key. Bob’s public key is
signed by the CA and is referred to as Bob’s certificate. So long as Alice and Bob
trust the CA and have access to the CA’s public key, they can trust that keys
signed by the CA are genuine. This makes public key cryptography ideal for
settings where two parties encounter each other briefly and need to trust each
other’'s communications, even if they do not have access to an online key service.
This is the relevant setting for V2V communications, which is why CAMP VSC3 and
IEEE 1609.2 use public key cryptography.

5.1.5.3.2.3 Hash Functions

There is a third useful type of cryptographic algorithm, known as the hash function. A
hash function produces a cryptographically strong, fixed-length checksum of a
message. The output from the hash function, often called a hash or a digest, is
cryptographically strong in the following senses:

e The output looks random: small changes to the input message result in significant
changes to the hash

o Itis computationally infeasible to find a message that hashes to a particular hash
value. (Hash functions are non-invertible, or have pre-image resistance.)

e Itis computationally infeasible to find two messages that hash to the same value.
(Hash functions have collision resistance.)

e Hashes are fast, comparable to or faster than symmetric algorithms. In the CAMP
VSC3 SCMS, hashes are used for a number of purposes:

o A truncated hash of a certificate can be used as an identifier in messages
signed by that certificate, so that the sender does not have to send the full
certificate with every message

o Messages are hashed before signing them: the (private-key) signature
operation is actually applied to the hash of the message but not to the
message itself. This has both security and efficiency benefits and is
standard practice in cryptographic systems outside the CAMP VSC3
system.

o Hashes are used to generate linkage values as described in SCP2: Linkage
Values
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5.1.5.3.2.4 Random Number Generators

Random number generators are used to generate keys and other random data within a
system that uses cryptography. Since the security of a system depends on private and
secret keys being unobtainable through unauthorized exposure, it is important that the
random number generators used to generate them are good. In this context, “good”
means a number of things:

e An attacker must not be able to determine the next output from the random number
generator, no matter how much previous output the attacker has seen. This means
that the output must be statistically random and contain no bias. If the random
number generator is used to generate an integer modulo some modulus n, all
numbers between 0 and n-1 must be equally probable with no bias towards
particular values.

¢ If the random number generator uses an internal state, an attacker must not be
able to guess the internal state of the random number generator and use this to
predict output. This means that:

o The internal state must be large enough to be infeasible to guess by brute
force

o The initialization process that initialized the internal state must be infeasible
to reproduce

e If the random number generator uses some hardware-produced randomness
source, the output from this source must be infeasible to reproduce

As well as secret and private keys, random number generators are used for other
purposes within the SCMS:

¢ When signing with Elliptic Curve Digital Signature Algorithm (ECDSA), a fresh
entirely random number must be generated for each signature with the same key.
Repeated random numbers, random numbers with a bias, or random numbers with
a known relationship to each other will reveal the private key.

e Random numbers are used by the PCA when creating implicit certificates or when
expanding a butterfly signing key (see SCP1: Butterfly Keys). If these random
numbers are not good, it can result in the Registration Authority (RA) being able to
track a device, or even the PCA’s private key being revealed.

e Random numbers are used to generate Linkage Seeds (LSs) for linkage chains
(see CB3: Public Key Infrastructure, SCP2: Linkage Values). If these random
numbers are not good, it can result in a device being trackable by a Linkage
Authority (LA) or the PCA.

All SCMS components, as well as EEs, must be equipped with industrial quality
random number generators, e.g., one of the Approved Random Number Generators.

5.1.5.3.3 CB3: Public Key Infrastructure

In a symmetric key system, each sender and receiver pair needs to share a secret key,
thus resulting in a significant amount of shared keys. The great advantage of public key
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cryptography is that it makes it feasible for parties to communicate securely with each
other, even if they have never encountered each other before and do not have access
to an online service.

Alice sends a signed message to Bob. Bob can trust this message without having
previously seen Alice’s certificate if both of these statements are true:

¢ Alice signed the message, and the signature verifies using Alice’s public key from
her certificate

e Alice’s certificate is signed by the private key, which corresponds to the public key
from a CA certificate. Bob already knows the CA certificate and is able to verify
Alice’s certificate using the CA certificate’s public key.

This may be extended. Bob does not need to know the CA certificate that issued
Alice’s certificate. This CA certificate, call it Certificate (CA1), could have been issued
by another CA, call it CA2. If Bob knows Certificate (CA2), and receives both
Certificate (Alice) and Certificate (CA1) in the signed message, he can still trust Alice’s
message by verifying that Alice signed the message, that her certificate was issued by
CA1 and that CA1’s certificate was issued by CA2. This can obviously be extended any
number of times until the certificate chain reaches a root certificate. A root certificate is
a certificate that was signed by its own private key. The root key is the key to trusting
the entire PKI. The root public key has to be distributed securely so that recipients do
not receive the wrong key and so trust the wrong certificates. The root private key also
must be protected very carefully — anyone who had access to the private key would in
principle be able to set up an entire CA hierarchy made of compromised CAs, which
would be trusted by everyone who knew the public key. For this reason in real-world
PKI deployments, the root key is used as infrequently as possible and is kept and used
on a machine that cannot be accessed from an external network.

The CAMP SCMS design features a CA hierarchy, with:

e A oot CA that issues certificates for other CAs but not for vehicles or other end-
entities

e Optionally, intermediate CAs (ICAs), which obtain their certificates from other CAs
above them and also issue certificates for other CAs rather than end-entities. The
advantage of using intermediate CAs is that if an intermediate CA is compromised,
it is less catastrophic than if the root CA is compromised, so this gives the system
more flexibility to introduce new CAs without running the risks incurred by using the
root CA key. It is possible to use intermediate CAs in a cascade, so an intermediate
CA is either validated by the root CA or the intermediate CA above it.

e Enroliment authorities that issue enroliment certificates (long-term certificate
signing requests) for the end-entities. These enrollment certificates are used only to
communicate with the SCMS, not with other vehicles or end-entities. Note: the
lifetime of the certificate is currently assumed to be the lifetime of a car (e.g., 30
years). However, this still needs discussion as it influences the size of the internal
blacklist and is hence a cost issue. Note: the certificate lifetime and the lifetime of
the actual CA do not have to be equal.
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e Pseudonym CAs that issue certificates for the applications on the cars

The CAMP SCMS also distinguishes between the CA, which actually signs the
certificate and the RA, which approves certificate requests. This results in a system
diagram that appears complicated at first glance. In fact, this aspect of the CAMP
approach is fully in line with standard PKls used elsewhere in government and
industry. This complexity of the abstract architecture allows for flexibility and
robustness in introducing new CAs, retiring old ones, and allowing different
organizations to take responsibility for authorizing activities that they properly have
jurisdiction over. The initial deployment may not require all the boxes on the diagram to
be filled immediately; however, it is important for the initial system to support migration
to the full CAMP SCMS architecture, even if this migration happens slowly.

5.1.5.3.3.1 Certificates

A certificate links its holder’s public key to a statement about the holder, such as an
identity or a list of permissions. The statement is trusted because it is attested to by a
CA. A receiver checks that the statement is true about a particular signed message by
first using the public key of the CA to verify the certificate and subsequently the
sender’s public key to verify the signature on the message. If the receiver trusts the
CA, and the signature on the message verifies, then the receiver knows that the public
key owner signed the message and therefore the statement (identity, permissions, etc.)
can be trusted as true about the message sender.

The standard way of creating and trusting a certificate is:
e The certificate contains the public key
e The CA signs the certificate

e The receiver verifies the CA signature on the certificate and the public key holder’s
signature on the message

This requires two verifications on the receiver’s side and further requires (with
recommended cryptographic algorithm choices) 64 bytes on each certificate to contain
the CA signature.

5.1.5.3.3.2 Implicit Certificates

Implicit certificates are a different way of creating and trusting a certificate. With implicit
certificates, the certificate requester and the CA cooperate to derive a final public key
from the seed public key that the requester submits with the request. Instead of
including a signature in the certificate, the CA includes a reconstruction value. A
message recipient can combine the reconstruction value with the CA’s public key and
the rest of the contents of the certificate to recover the certificate holder’s public key.
This public key is only correct if the reconstruction value was created by the CA.
Therefore, the CA’s approval of the holder’s public key is implicit, which means the
public key only works if the CA was involved in creating it. This is different to an explicit
approval as in standard certificates, where the public key’s validity is explicitly
confirmed by the CA signature.

100

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



The information flow for implicit certificates is:
o Certificate Creation
o The certificate requester creates a seed public key

o The CA calculates a mathematical transformation using the CA private key,
the contents of the certificate, and the seed public key, to create:

= A new public key for the certificate requester, the certified public key

» A transformation that the certificate requester can use on the seed
private key

= A reconstruction value

o The CA sends the certificate contents, the reconstruction value and the
private key transformation back to the certificate requester

o The certificate requester applies the private key transformation to the seed
private key to obtain the certified private key

o The certificate requester checks that the certified private key corresponds to
the certified public key

e Certificate Use

o The certificate holder (who was the certificate requester in the previous
step) signs a message with the certified private key and attaches the
certificate (contents + reconstruction value)

o The receiver uses the certificate contents, reconstruction value and CA
public key to recover the certified public key

o The receiver verifies the signature on the message with the certified public
key

Implicit certificates have the following advantages over standard (explicit) certificates:

¢ An explicit certificate contains a public key (which is an elliptic curve point) and a
signature, while an implicit certificate contains only a reconstruction value (which is
an elliptic curve point). An implicit certificate is therefore smaller by the size of the
signature, which in this case is 64 bytes. (The private key transformation adds 32
bytes to the certificate response compared to a response for an explicit certificate,
but this is less than the signature size and is only included in the certificate
response, not in signed messages). It is important to note that more details on this
topic can be found in Standards for Efficient Cryptography Group, “SEC 4: Elliptic
Curve Qu-Vanstone Implicit Certificate Scheme (ECQV)”, Working Draft Version
0.97, March 2011, available from http://www.secg.org.

e The public key recovery operation and the signature verification can be combined
into a single operation that takes approximately the same amount of time as
required for a single verification. This is an advantage over explicit certificates,
which require two verifications when assuming that the chain of trust ends at the
authority issuing the certificate. However, this advantage applies only if a receiver
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verifies very occasionally. If the receiver verifies multiple messages signed by the
same certificate, it is more efficient overall to recover the public key once and
cache it. In this case, implicit and explicit certificate verification takes about the
same time. A significant population of devices that verify only occasional messages
and verify in software is anticipated and for these devices the performance
advantages of implicit certificates are very important.

Implicit certificates are covered by patents owned by Certicom Corp. of Mississauga,
Ontario, which is currently a wholly-owned subsidiary of BlackBerry Ltd. At the time of
this document, there has been an agreement reached between Certicom and the
Institute of Electrical and Electronics Engineers (IEEE) concerning the use of the
associated patents. OEM lawyers should review this agreement carefully to determine
whether it is acceptable and understand what alternatives might exist.

5.1.5.3.3.3 Detailed Comparison of Explicit and Implicit Certificate Calculations
There are two cases to consider: verifying the certificate chain and message signature
and the case where only the message signature is being verified.

5.1.5.3.3.3.1 Explicit Certificates

Let us first focus on the case of verifying the certificate chain and message signature.
In this case, one needs to verify the message signature and the signature on each of
the certificates. Verifying requires to perform a “double multiply and add,” i.e.,
calculating aX + bY, where X and Y are elliptic curve points and a and b are integers.
Let us denote the cost for one double multiply and add by V. The cost for full certificate
chain verification is V * n, where n is the length of the chain.

Once the full chain is verified, the following information is cached:
[ Cert ID, public key, “successfully verified” ]

This means that any time a message signed by that certificate is received, only one

verification step needs to be performed: a lookup of the certificate establishes that it
already has been verified. The cached public key is used to verify the message. The
computational cost of this reads V.

Summarizing, the total cost for verifying a certificate chain using explicit certificates
reads V * n for the first verify and V for the subsequent ones.

5.1.5.3.3.3.2 Implicit Certificates

Verifying a message signed with an implicit certificate can be done in two steps:
extracting the public key from the certificate and verifying the message. To extract the
public key from a certificate, the public key from the issuer’s certificate is required. The
public key extraction operation is also a double-multiply-and-add. Thus, verifying an
implicit certificate chain can be done using V * (n + 1) operations: V for extracting the
public key, and V * n for verifying the certificate chain. At the end of the operation,

[ Cert ID, public key, “successfully verified” ]

is cached. Subsequent messages signed by that certificate can be verified at a cost of
V.
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Summarizing, the total cost for verifying reads V * (n + 1) for the first verify, and V for
the subsequent ones. This is slightly higher than for the explicit certificates case, but it
should be observed that the same hardware as for the explicit case can be used.
Recall that implicit certificates have an advantage in terms of size (64 byte in the
considered case).

Finally, there is a way to improve the computational performance. Consider the case of
a signed message with a certificate chain of length 2, i.e.,

[ message, end-entity (implicit) certificate, known trusted (explicit) CA cert].

One can combine public key extraction and verification into a single operation, a "triple"
multiply and add operation with cost approximately 1.16 * V. So the first verification
comes at a cost of approximately 1.16 * V instead of 2 * V. However, combining
operations in this way does not output the public key, so all subsequent operations
(e.g., verifying subsequent messages signed with the same certificate) also come at a
cost of 1.16 * V.

5.1.5.3.3.3.3 Hardware Support
There are two types of double-multiply-and-add that may be supported by hardware:

e Generic double-multiply-and-add, aX + bY

e Double-multiply-and-add where one point is the base, aX + bG. This second type is
easier to accelerate because G is known, so various values can be pre-computed.

Verifying a signature only requires the second type of operation. Implicit certificate key
extraction needs the first type. More precisely, it needs a subset of the first type, aX +
Y. As a consequence, an accelerator for signature verification can only be applied
partially for key extraction: it would be used to calculate aX, and Y would have to be
added in software.

Adding Y in software would slow things down, but only marginally as a single point add
takes less than 1/50 the time for a full multiply. This would add less than one msec to
total latency on a 400 MHz processor. However, it is a slowdown compared to explicit
certificates.

In conclusion, hardware that supports signature verification may support implicit
certificate key extraction with no performance cost (if generic double multiply-and-add
is supported), or it may require additional software processing to support implicit
certificate key extraction. The software processing is non-zero time, but given that key
extraction happens only when a certificate is first seen, if software processing is
needed, its impact is very low.

5.1.5.3.3.3.4 Conclusions

In the following, certificate chains of reasonable length are assumed. Assuming one
verifies signatures only occasionally (verify-on-demand), implicit certificates allow for
an improvement in terms of size and computational effort, as there is no need to
extract the public key from the implicit certificate. If every message is verified, it makes
sense to extract the public key from the implicit certificate. In this case, implicit
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certificates allow only for improvements in terms of size which comes at the cost of one
additional double-multiply-and-add operation at the first verify. As extraction of the
public key needs to be performed on the first verify only, the first type of double-
multiply-and-add does not necessarily have to be implemented in hardware.

5.1.5.4 Special Cryptographic Primitives in SCMS

The CAMP SCMS uses some cryptographic techniques that are not in widespread use
in other PKIs. This section provides relevant cryptographic background. In the
subsection Crypto Primitives affecting End-Entity, we point out the primitives that also
affect EEs.

5.1.5.4.1 Notation

To understand the special cryptographic constructions in this section, it is necessary to
understand some of the underlying mathematics first. In the Elliptic Curve
Cryptography system, the objects of interest are “elliptic curve points” which have the
form (x, y) where (x, y) are all the points that are solutions of a particular cubic
equation. A point P can be scalar-multiplied by an integer, a (a-times repeated addition
of P by itself), to get a new point Q = aP. (Upper-case letters are used to indicate
points, lower-case to indicate integers). In this coherence, multiplication of a point by
an integer is defined so that it follows typical mathematical rules and always generates
another point on the curve. The Elliptic Curve Discrete Logarithm Problem is basically
the statement:

Given P and Q = aP, but not a, it is very difficult to work out the value of a.

In the following, for a, an element of {0, 1} and an integer b, a® denotes a b-bit string of
a's (e.g., 0% is a 64-bit string of 0's); for bit strings ¢ and d, ¢ XOR d denotes their
exclusive-OR; for bit strings x and y, x || y denotes their concatenation; and for a bit
string Z and an integer n, [Z], denotes n most significant bits of Z. For a key k and
message m, AES(k, m) means AES encryption of m with k in ECB mode. In addition,
unless otherwise noted, | is the order of the elliptic curve, la_id1 and la_id2 are 16-bit
identifiers of linkage authorities LA1 and LA2, respectively, i, j, and k are 32-bit strings,
and for brevity (i, j) are sometimes denoted by 1 (Greek letter iota).

5.1.5.4.2 Time Periods

1. Cryptographic primitives explained in the sub-pages including SCP1: Butterfly Keys
and SCP2: Linkage Values generate a sequence of cryptographic values. In other
words, both techniques use functions that map from a known sequence (such as 1,
2, 3, ...) to a sequence whose entries are a priori unknown and unpredictable. The
cryptographic details of the functions do not depend on the exact form of the input
sequence, so one natural way they could be defined would be for the input
sequence to be a single counter i = {0, 1, 2, 3, ...}. In practice, in this document,
two different approaches to define the techniques are employed. When defining the
techniques for purposes of explaining the core concept, the techniques are written
as if they take an input defined by a single counter 1. This is the Greek letter iota.
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2. For purposes of implementation, the input will be defined by two values, i and j.
These are related to the pseudonym certificate provisioning model described in Use
Case 3: OBE Pseudonym Certificates Provisioning. This use case utilizes a coarse
time period with a counter j and a more granular counter j, which is reset to 0 at the
start of each i-period.

Note that i and j uniquely define 1, an exemplary bijective. The term bijective is a
mathematical term describing the characteristics of a function. A bijective function is
both injective and surjective and implies a unique one-to-one relationship between the
inputs and outputs of the function. When i and j are used for the input sequence, it is
assumed that all devices and all SCMS components use the same value of i to denote
the same time slot. In other words, i is a globally assigned variable, not a variable that
individual OBEs or RAs have the ability to choose at will.

Pseudonym Certificate Validity

The length of the i-period should be the number of minutes in a week, 10080. We need
to express it in minutes (as opposed to seconds) because the encoding in 1609.2 lets
us use quantities of up to 2'¢ units and there are more than 2'® seconds in a week. The
lifetime of the certificate is the i-period plus an overlap period. In the old design, the
overlap period is one minute, but there are safety concerns with such a small overlap
period, so we are extending the overlap period to one hour. This will enable vehicles to
postpone certificate change if they are in an alert state that lasts more than a minute.
With this extended overlap period, the lifetime of a pseudonym certificate is 10140
minutes.

The start validity time of a pseudonym certificate is given in seconds since the 1609.2
epoch of 00:00:00 UTC, January 1, 2004.

If leap seconds happen, we may choose to adjust the start validity time of the
certificates so it is not always 60*10080 seconds after the start of the previous batch
but instead always lines up with the top of the hour. This concern is out of scope for
POC and will be addressed later.

5.1.5.4.3 Clock Time Corresponding to global i=0

For the Safety Pilot, the clock time corresponding to i=0 was defined to be 00:00 UTC
January 1, 2010. However, a lot has changed since, and in particular, the meanings of i
and j have changed significantly in the old design. An important consideration for
selecting the new clock time corresponding to i=0 is that changing i should cause
minimum disruption to safety. According to http://www.forbes.com/2009/01/21/car-
accident-times-forbeslife-cx_he 0121driving.html, the fewest deaths by crash
happened between 4 and 5 am on Tuesday. With the highest population density on the
East Coast, 4:00 am Eastern Standard Time makes most sense as during Daylight
Saving Time, it will move to 5:00 am, which is still consistent with the above

article. Considering all these, i=0 corresponds to: 4:00 am Eastern Standard Time on
Tuesday, January 6, 2015 (i.e., in TAI 4023 days, 9 hours plus 3 leap seconds or
347,619,603 TAI seconds since 1609.2 epoch).
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5.1.5.4.4 Encryption of Pre-linkage Values by LA for PCA

In the old design, when LA sends pre-linkage values to RA for pseudonym certificate
provisioning, it encrypts them for PCA using symmetric encryption. The secret key
used for encryption is shared between LA and PCA through an out-of-band means.
This has an impact on privacy (though only minor) from a malicious PCA, if RA uses
more than one pair of LAs for a given PCA, as PCA can easily tell which pair of LAs
were used in any given request sent by RA to PCA. This privacy impact can easily be
mitigated if LA were to use public-key encryption for encrypting pre-linkage values for
PCA, as a ciphertext generated using public-key encryption, does not need to contain
any sender-related (in this case, LA) information. However, the team realized that
using public-key encryption will add a significant amount of computational overhead on
both LA and PCA, and decided to stick with symmetric encryption, with a
recommendation for RA to keep the number of pairs of LAs per PCA as low as
possible, ideally one.

5.1.5.4.5 Misbehavior Investigation: PCA Returns Encrypted Pre-linkage Values to MA

In the old design, during misbehavior investigation, PCA returns pre-linkage values to
MA, which MA would then forward to LA. However, there is no need for MA to learn the
pre-linkage values; PCA only needs to be able to point to a pre-linkage value that LA
can then find information about. The design change is as follows: PCA returns an
encrypted pre-linkage value to MA. The encrypted pre-linkage value matches the
encrypted pre-linkage value that LA originally provided to PCA as part of the
pseudonym certificate provisioning process.

The new design is described in Step 8.2: Misbehavior Investigation.

5.1.5.4.6 Crypto Primitives Affecting End-Entity

All of the changes mentioned below affect end-entities, and therefore they need to be
informed to the V2V-SE team.

e SCP1: Butterfly Keys
e SCP2: Linkage Values

e Clock Time corresponding to i=0

e Pseudonym Certificate Validity

5.1.5.4.7 SCP1: Butterfly Keys

5.1.5.4.7.1 Summary

Butterfly Keys are a novel cryptographic construction that allow a device to request an
arbitrary number of certificates, each with different signing keys and each encrypted
with a different encryption key, using a request that contains only one verification public
key "seed" and one encryption public key "seed" and two “expansion functions.” The
expansion functions allow a second party to calculate an arbitrarily long sequence of
statistically uncorrelated (as far as an outside observer is concerned) public keys such

that only the original device knows the corresponding private keys. Without butterfly
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keys, the device would have to send a unique verification key and a unique encryption
key for each certificate. Butterfly keys reduce upload size, allowing requests to be
made when there is only spotty connectivity, reduce the work to be done by the
requester to calculate the keys, and smoothen peak requests.

A core principle of PKI implementations is that all private keys should be generated on
the device that is going to use them. If private keys are generated off the device (and
then installed on it), and if the device appears to misbehave, the device owner can
claim that the misbehavior was actually carried out by whoever generated the keys.
However, in the original CAMP design, a single device had over 100,000 certificates
per year. Generating 100,000 distinct certificate requests would be a significant
computational burden, and arguably an unnecessary one given that most vehicles are
only in operation for about 5% of the time. Additionally, 100,000 distinct certificate
requests would take a long time to upload and, if connections from the onboard
equipment (device) to the CA are unreliable, there is a risk that certificate requests
would not complete successfully within a single communication session.

The CAMP design thus updated its approach to use butterfly keys to address both
these concerns. In the butterfly key approach, the certificate requester only needs to
generate a single key pair and include the public key in a single certificate request. The
difference from the standard approach is that the requester also creates an expansion
function that allows a single public key to be expanded into multiple public keys and a
single private key to be expanded into multiple private keys, while ensuring that only
someone who knows the original private key will know the expanded private keys (i.e.,
the device). This reduces the computational burden on the device (it only has to
generate one key) and also the size of the upload (reduced to less than 1K bytes). The
cost is that the download of certificate responses increases in size.

5.1.5.4.7.2 Preliminaries

5.1.5.4.7.2.1 i and j Values
1. For pseudonym certificates, the i value used in any certificate is the global i value.

a. The clock time corresponding to the global i=0 shall be as per Special
Cryptographic Primitives in SCMS.

b. The increment period for the global i value shall be fixed at 1 week, i.e.,
7*24 hours, where hours is the field defined under the type Duration in IEEE
1609.2, see https://github.com/wwhyte-si/1609dot2-
asn/blob/master/1609dot2-base-types.asn.

c. The jvalue shall range from 0 t0 jmax-1. For POC and CV Pilots, jmax for all
devices is fixed at 20.

2. For identification certificates, the i value used in any certificate is the local i value
corresponding to the enrollment certificate used for requesting that identification
certificate.

a. The clock time corresponding to that local i=0 shall be the value of
toBeSigned.validityPeriod.start field of the enroliment certificate.
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b. The increment period for that local i value shall be the value
of toBeSigned.validityPeriod.duration field (minus the overlap period, see
PoC Certificate Expiration Timelines, CV Pilot PROD Certificate Expiration
Timelines) of the identification certificate.

c. For POC and CV Pilots, the j value for all devices is fixed at 0.

5.1.5.4.7.3 Description

Butterfly keys make use of ECDLP as follows. There is an agreed “base point” called G
(this is standard practice for elliptic curve cryptography). The device generates two
ECC key-pairs (a, A = aG) (seed for the signing keys) and (p, P = pG) (seed for keys
used for encrypting the certificates, i.e., encryption keys), and descriptions of two
expansion functions f1 (for signing keys) and 2 (for encryption keys). The expansion
functions map an integer 1 to another integer in a range from 0 to |, the order of the
elliptic curve. Functions f1 and f2 are designed to be cryptographically secure, which
roughly means that the output looks random so that given two values of {f1(1), 1} (or,
{f2(1), 1}), a third party cannot tell whether the two values were generated by the same
version of f1 (or, f2), or by different versions. The vehicle stores a, p, and descriptions
of f1 and f2, and sends A, P, and description of f1 and f2 encrypted to the SCMS. In
the CAMP design, the expansion functions are defined as:

1. f1(k, 1) = f1M%(k, 1) mod |, where

a. f1"(k, 1) is the big-endian integer representation of (AES(k, x+1) XOR (x+1))
|| (AES(K, x+2) XOR (x+2)) || (AES(k, x+3) XOR (x+3)),

b. x+1, x+2, and x+3 are obtained by simply incrementing x by 1 each time,
e.g., ifx=01...00, thenx+1=01...01,x+2=01 ... 10, x+3 =01 ... 11,

c. 128-bit input x for AES is derived from time period 1 = (i, j) as: (0% || i || j ||
032).

2. f2(k, 1) is defined in an identical way as f1(k, 1), except x is derived as: (132 | i || j ||
0%?).

The “description” of f1 and f2 are simply the AES keys ck (for signing keys) and ek (for
encryption keys): to generate f1 and f2 the device simply generates 2 AES keys ck and
ek, and to send the description of f1 and f2 the device sends ck and ek.

Now the SCMS has the ability to generate an extremely large number of derived
points: it can generate

e B, =A+f1(ck, 1) * G, with A = aG (signing keys)

e Q=P +1f2(ek,1)* G, with P = pG (encryption keys)
The corresponding private keys will be

e b, =a+fl1(ck, 1) (signing keys)

o q =p +f2(ek, 1) (encryption keys)

Since the SCMS doesn’t know the original value of a (or, p), it cannot know any of the

b, (or, q)) values, so it can generate an arbitrary number of public keys for which only
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the vehicle knows the corresponding private keys. Additionally, because the expansion
functions are cryptographically secure, anyone who doesn’t know the description of f1
cannot tell whether two different signing public keys belong to the same series {B;} or to
different series. This means that the RA, described in detail later, can safely use f1 to
create an expanded list of signing public keys to send to the CA, and the CA will not be
able to tell that the keys belong to the same vehicle.

In the CAMP SCMS, this underlying approach is used as follows. Note: There are a
couple of minor technical differences between this description and the CAMP approach
— explained after this description, which focuses on the core butterfly key operations
and omits optimizations that might obscure the explanation:

¢ Device generates two 128-bit AES keys ck and ek, for expansion functions of
signing keys and encryption keys, respectively, and two “caterpillar” key pairs:

o (a, A =aG) used for signing, i.e., A to be placed in the certificate
o (p, P =pG) used for encryption of the certificate

Device sends {ck, ek, A, P} to the RA. Note: ck will define the expansion function for
the signing keys and ek will define the expansion function for the encryption keys.

o RA uses ck to generate {B}, the series of “cocoon” signing public keys for the
certificate requests, and ek to generate {Q}, the series of cocoon encryption public
keys for encrypting the certificate response, pairs each B, with the corresponding
Q,, and sends the pairs {B,, Q} to the CA.

e CA does not know which public keys have come from the same device, but RA
knows which public keys are in the requests, so CA must further randomize the
public keys to hide them from RA. For each request, CA generates a unique
random integer ¢ and sets the public key in each certificate to the “butterfly” value
(B + cG). CA then uses Q, to encrypt the response, which contains:

o Certificate containing the public key (B, + cG)
o CA’s contribution to the private key, ¢
¢ RA sends the encrypted message to the device along with the corresponding 1.

o Device uses ek, p, I to calculate q. It uses q, to decrypt the response and recover
the certificate containing the public key (B, + cG) and CA’s contribution to the
private key, c. It then uses ck, a, 1 to calculate b,. The private key for the certificate
is then:

o Butterfly private key = b, (calculated above) + ¢ (provided by CA)

Device should at this point check that the recovered private key corresponds to the
public key certified by the certificate to ensure that it has been sent the correct
certificate.

This means that the device has obtained a set of certificates such that:

e Only the device knows the private keys
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¢ RA does not know the public keys in the certificates

e CA cannot tell from the requests alone which requests have come from the same
device

Notes:

1. In the CAMP design, there are a couple of differences. First, implicit certificates are
used by a device, so the CA’s contribution to the private key is calculated slightly
differently; however, the principle is the same, namely that the CA modifies the
public key and sends information to the vehicle that allows it to make the
corresponding modification to the private key. Moreover, in the table below,
butterfly keys process has been summarized for both explicit and implicit
certificates. Second, the CA additionally signs (using its private key) the encrypted
implicit certificate to prevent a man-in-the-middle (MITM) attack by the RA. To
launch the MITM attack, the RA can simply use a different public key of its choice
(for which it knows the corresponding private key) in the request to the CA, so that
it can decrypt the encrypted response by the CA, view the underlying certificate,
and then while responding to the vehicle encrypt the certificate with the right public
key.

2. Since the RA knows the public encryption key J,, it could in principle create a fake
response to the vehicle. This would allow the RA to give a set of known certificates
to a target vehicle, allowing the RA to track. However, any fake response will not
have been created with the CA private key and so the vehicle can detect this attack
and discard the resulting keys.

3. The per-certificate value ¢ generated by the CA is vital in hiding the final certified
public key from the RA. If c were a constant, all the certificates would be related to
their requests in some known way, and the RA could work out the set of certificates
corresponding to a set of certificate requests and track the vehicle. Likewise, if the
CA generates ¢ with bad randomness, or with randomness that is known to the RA,
then the RA may be able to work out which certificate belongs to which vehicle.
(see Random Number Generators under CB2: Types of Cryptographic
Algorithms and Approved Random Number Generators for further details on “good
randomness.”).

4. Test vectors for butterfly expansion function are
available at http://stash.camplic.org/projects/SCMS/repos/crypto-test-
vectors/browse/bfkeyexp.txt

Table 11 Butterfly Key

Device RA PCA
Explicit 1) Generate: 3) For each 1, compute: 5) Generate an ECC key pair
Certs a) AES key ck for a) "Cocoon” signing ((.:’ C =cG) for hiding the
. . . e signing public key from RA,
expansion function of public keys for certificate « ”
signing keys requests, B = A + f1(ck, ) 2nd compute the “butterfly
* G ’ 7 public key (B+ C)
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Device RA

PCA

b) AES key ek for b)
expansion function of
encryption keys

"Cocoon" encryption 6) Generate an explicit
public keys for encrypting certificate on butterfly public
the certificate response, Q: key (B+ C), encrypt (certificate,

c) ECCkey pair (a, A= =P+fafek, )" G
aG) for signing, i.e., 4) Foreachl, send (B, Q)
“caterpillar” signing key pair individually to PCA

d) ECC key pair (p, P =
pG) for encryption of the
certificate, i.e., "caterpillar"
encryption key pair

2) Send (ck, ek, A, P) to RA

7) Collate all the signed
ciphertexts along with the
corresponding 1 value for a
device and send them to
device

8) For each 1, compute:

a) Cocoon signing
private keys, b, = a + f1(ck,
1) (mod I)

b) Cocoon decryption
keys for decrypting the
certificate response, q = p
+ f2(ek, 1) (mod I)

9) For each |, verify PCA’s
signature on the ciphertext:

a) |If verification
succeeds, decrypt the
ciphertext using q: to obtain
(certificate, c). Compute
the “butterfly” private key
corresponding to the public
key in the certificate: (b, +
c) (mod 1)

b) If verification fails,
abort and report to MA.

Implicit 1) Generate: 3) For each 1, compute:

Certs a) AES key ck for a) “Cocoon” signing
expansion function of public keys for certificate
signing keys requests, B, = A + f1(ck, 1)

*G

@ CAMP VSC5 Consortium

c) with Qi, sign the ciphertext
again, and send the signed
ciphertext to RA

5) Generate an implicit
certificate on B, let the private
and public reconstruction
values be r and R, respectively
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Device RA PCA

b) AES key ek for b) "Cocoon" encryption 6) Encrypt (r, R) with Q,, sign
expansion function of public keys for encrypting the ciphertext again, and send
encryption keys the certificate response, Q, the signed ciphertext to RA

c) ECCkey pair (a, A= =P+fafek, )" G

aG) for signing, i.e., 4) Foreachl, send (B, Q)

“caterpillar” signing key pair individually to PCA

d) ECC key pair (p, P =
pG) for encryption of the
certificate, i.e., "caterpillar"
encryption key pair

2) Send (ck, ek, A, P) to RA

7) Collate all the signed
ciphertexts along with the
corresponding 1 value for a
device and send them to
device

8) For each 1, compute:

a) Cocoon signing
private keys, b, = a + f1(ck,
1) (mod I)

b) Cocoon decryption
keys for decrypting the
certificate response, q = p
+ f2(ek, 1) (mod I)

9) For each |, verify PCA’s
signature on the ciphertext:

a) |If verification
succeeds, decrypt the
ciphertext using q: to obtain
(r, R). Reconstruct the
“butterfly” private key
corresponding to the
certificate using by and r.

b) If verification fails,
abort and report to MA.
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Figure 34 Butterfly Key Mechanism
5.1.5.4.8 SCP2: Linkage Values

5.1.5.4.8.1 Summary

To support efficient revocation, end-entity certificates contain a linkage value (LV),
which is derived from (cryptographic) linkage seed material. Publication of the seed is
sufficient to revoke all certificates belonging to the revoked device, but without the seed
an eavesdropper cannot tell which certificates belong to a particular device. Note: The
revocation process is designed such that it does not give up backward privacy. For
protection against insider attacks by the SCMS, the LV is the combination of two pre-
linkage values (PLVs) produced by two independent LAs; this ensures that no single
SCMS entity knows all the information belonging to a single device. An extension to the
linkage values approach allows for group revocation, so that if all devices of a
particular type have a flaw they can be revoked with a single entry on the revocation
list, while keeping group membership secret until the relevant group seed is revealed.
Group revocation is currently not implemented as no practical real-world use case
been identified so far.

LVs and LAs are used to enable the SCMS to help achieve the following preliminary
design requirements, which were developed by the research team to ensure
appropriate privacy protections and efficiency:

1. There is an efficient way of revoking all the certificates within a device

2. Certificates are not linkable by an eavesdropper unless the owner has been
revoked

3. A vehicle is trackable only after its credentials are revoked but not before it was
revoked.
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4. No single entity within the system is able to determine that two certificates belong
to the same device. An exception to this rule is the Misbehavior Authority (MA).

5. No single entity within the SCMS is able to track a vehicle. Once a single LA is
introduced, this requirement is not fulfilled any longer. For that reason, two LAs are
used and the information which allows for tracking is split between them.

5.1.5.4.8.2 Description

The basic concept of LVs uses the well-known cryptographic construction known as a
hash chain. As described above, a hash algorithm is like a cryptographic checksum; if
the hash of ‘a’ is computed as H(a) = b, it is very hard for someone who sees only b to
derive the input a, but given a and b it is trivial to determine that a hashes to b. Hence,
it is desirable to have a series of identifiers in each certificate such that if a secret is
revealed, the identifiers can be linked.

First a description of the revocation of individual nodes is provided. For simplicity, a
system with a single LA that generates LVs is initially described. This system meets
requirements 1), 2), and 3) discussed, above. It does not meet requirement 4),
because the LA can link certificates. The following describes the basic process for a
single series of certificates. A more detailed description will be provided below. For a
complete description of the process see Section 4.2.2.

o LA starts with an initial linkage seed (ILS), Is(0). (This will be different for each
vehicle.)

e For each time period i > 0, LA sets the LS Is(i) = H(Is(i-1)), for some hash function
H (SHA-256, a National Institute for Standards and Technology (NIST)-approved
standardized hash algorithm that is used throughout IEEE 1609.2 is employed)

e The certificate for each time period i contains the linkage value Iv(i) = AES(Is(i), 0)

e To revoke a vehicle from time period i onwards, the revocation authority publishes
Is(i)
e To check revocation at time period i’ > i, the recipient of a signed message:
o Hashes Is(i), and then hashes the output of the hash, repeated (i’-i) times to
obtain Is(i’)
o Calculates Iv(i’) = AES(Is(i"), 0)
o Checks whether the certificate that signed the message contains the LV

Iv(i’). If it does, the certificate is considered revoked and the message is
rejected

This achieves requirements 1), 2), and 3) as follows:

o Efficient revocation: Only one value needs be published to revoke all the
certificates on a vehicle. The cost of maintaining the revocation data on the receiver
side is one hash per revoked vehicle per time period. Hashing is very efficient, so
this maintenance is inexpensive in terms of processing.
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e Unlinkability against eavesdroppers: To tell if two certificates belong to the same
vehicle, an eavesdropper would have to determine the two LSs Is1, Is2 that encrypt
0 to the PLVs plv1, plv2 in the certificates. Since AES is assumed to be a secure
block cipher, this is not possible.

e Retrospective unlinkability: The hash chain can be run forward from the revocation
value Is(i), but not backwards to recover previous values of Is(i). (This is a result of
the non-invertibility of hash functions.)

However, the system has the problem that the LVs are generated centrally and the
entity that generates the LVs knows the complete set of values that belong to a vehicle.
To overcome this problem, the CAMP SCMS uses two LAs: LA1 and LA2.

In the description above, there is a single chain of LSs and LVs. In the CAMP SCMS,
each of the LAs generates a chain of PLVs. These PLVs are individually encrypted and
passed to the PCA,; the PCA then XORs them together to obtain the LV that is put in
the certificate. Now neither of the LAs knows the XORed linkage values that appear in
the final certificate, because neither knows the values produced by the other LA. To
revoke, the MA publishes the LSs from both LAs, and the recipient reconstructs both
chains of PLVs and carries out the XORing to obtain the LVs for revoked certificates.
The following describes the generation process in more detail:

e LA1 starts with a random ILS, Is1(0)
o LA2 starts with a random ILS, Is2(0)
e For each time period i > O:
o LA1setsits LS Is1(i) = H(Is1(i-1)), and LA2 sets its LS Is2(i) = H(Is2(i-1))

o LA1 setsits PLV, defined as plv1(i) = AES(Is1(i), 0) and LA2 sets its plv2(i)
= AES(Is2(i), 0)

o The CA sets the LV Iv(i) = plv1(i) XOR plv2(i) and puts it in the certificate for
time period i

o To revoke a vehicle from time period i onward, the revocation authority publishes
the linkage seeds Is1(i) and Is2(i)

o To check revocation at time period i’ > i, the recipient of a signed message:
o lteratively hashes Is1(i) (i’-i) times to obtain Is1(i’); does the same for Is2(i)
o Calculates PLVs plv1(i’) = AES(Is1(i"), 0) and plv2(i’) = AES(Is2(i"), 0)

o Checks whether the certificate that signed the message contains the LV
Iv(i’) = plv1(i’) XOR plv2(’). If it does, the certificate is considered revoked
and the message is rejected.

Four additional refinements in the CAMP SCMS are:

1. Instead of using a single time period counter i, time periods are denoted (i, j), where
i counts up larger time periods (e.g., a day, a week, etc.) and j can be used in one
of (at least) two ways: (a) for non-overlapping certificates, it can count up smaller
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time intervals within the larger time periods (e.g., 5-minute intervals); (b) for
overlapping certificates, it can specify the number of certificates that are valid in a
given time period i (e.g., fixing the range of j as 1-20 would imply that 20 certificates
are valid simultaneously). The LSs Is1(i) and Is2(i) are calculated as described
above, but the PLVs plv1(i, j) and plv2(i, j) are calculated as AES(Is1(i), j) and
AES(Is2(i), j) , respectively. The reason for this is to save time for vehicles that
have been offline for some time. If a vehicle has been turned off for 1 year, without
this refinement, at key-on the vehicle will have to carry out 52 * 20 hashes for each
revocation entry to bring its revocation information up to date (assuming that a
vehicle is issued 20 simultaneously-valid certificates per week). With this
refinement, the vehicle only has to perform one hash per week for each revocation
entry. If revocation lists get large, this efficiency gain may be very useful.

2. To reduce the chance of collisions in the PLVs between two LAs, their identities are
also employed during the computation of LSs and PLVs: la_id1 and la_id2 are
unique 16-bit identity strings associated with LA1 and LA2, respectively. The LSs
are calculated as: Is1(i) = H(la_id1 || Is1(i-1)), Is2(i) = H(la_id2 || Is2(i-1)). The PLVs
are calculated as: plv1(i,j) = AES(Is1(i), la_id1 || j), plv2(i,j) = AES(Is2(i), la_id2 || j).
This means that even if two LAs produce the same LS for a given time period, they
will produce different sets of PLVs (because of the use of the identifier to produce
the PLV from the LS), and their LSs will be different in the next time period
(because of the use of the identifier to create the next seed from the current seed).

3. To reduce the size of certificate revocation list (CRL), which contains the LSs of the
revoked vehicles, the LSs are truncated to 16 bytes.

4. Instead of plain AES, AES is used in the Davies-Meyer mode as a derivation
function, which is basically XORing the output of AES with the input. In particular,
for a key k and message m, instead of AESk(m), (AESk(m) XOR m) is returned for
every invocation of AES.

The table below summarizes the linkage value generation and the figure below
visualizes the described scheme. Test vectors for Linkage Values are
available at http://stash.camplic.org/projects/SCMS/repos/crypto-test-
vectors/browse/lv.txt

Table 12 Linkage Values
LA1 LA2 RA PCA

1. Generate initial linkage 1. Generate initial linkage 5. Include 6. Decrypt the
seed, Is1(0) (128-bit string  seed, Is2(0) (128-bit string  encrypted plv1(i, j) packet from RA
chosen at random for every chosen at random for every and plv2(i, j) in the to obtain plv1(i,

device). device). certificate request. j) and plv2(i, j).
2. Compute linkage seed for 2. Compute linkage seed for 7. Compute

it period through an iterative it" period through an iterative linkage value,
process defined as: Is1(i) = process defined as: Is2(i) = Iv(i, j) = pIv1(i, j)
[SHA-256(la_id1 || Is1(i-1) || [SHA-256(la_id2 || Is2(i-1) || XOR plv2(i, j)
0"12)]12s. 0"12)]12s.
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LA1 LA2 RA PCA

3. Compute pre-linkage 3. Compute pre-linkage
value, plv1(i, j) = value, plv2(i, j) =
[((AES(Is1(i), la_id1 || I| [((AES(Is2(i), la_id2 [] j |
080)) XOR (la_id1 || j || 08%)) XOR (la_id2 || j ||
080)]72. 0%0)]72.

4. Encrypt plv1(i, j) for PCA, 4. Encrypt plv2(i, j) for PCA,
and send it to RA. and send it to RA.

Figure 35 Creation of Individual Linkage Values and Revocation of Individual
Device

5.1.6 CRL Series Diagram
This is the CRL series diagram for POC / Pilot Deployments.

irjri‘,_\ 1

i il

of |

:

| ilert) | cm CRL H |
IcA B e isenes 1 Series2 H W : 2ice
| CRL Generator :

:CAs

{58
\lgss

PCAs Ec.\:J
All End-Entity (EE)
A | Enroliment Certs

Vehicles | Vehicles RSEs

Figure 36 CRL Series Diagram
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5.1.7 EE-RA Communications - General Guidance

The following is provided as general guidance for EE-RA messaging. For specific
messaging, refer to the RA - Services View.

EE initiates all communication between EE and RA. All communications between EE
and RA fall into one of two categories: 1) (Non-)Authenticated Download Requests 2)
SCMS Protocol Messages.

5.1.7.1 EE-RA Authentication and RA-EE Authentication
1. EE establishes a secure server-authenticated TLS connection with RA (RA
authenticates to EE).

2. EE then digitally signs the current time of type IEEE 1609.2 Time32 with EE's
enrollment certificate.

3. EE uses POST to include the IEEE 1609.2 enrollment certificate, the current time of
type IEEE 1609.2 Time32, the digital signature over the current time, and the
ASN.1 request. Note that this payload is TLS protected.

4. RA validates the enrollment certificate against the internal blacklist, and then
verifies the enroliment certificate.

5. RA validates the time-stamp against a configurable time tolerance (default value is
defined in SCMS-1203), and then digitally verifies the signature of the current time.

6. RA grants access to the file to download, if all verifications were successful.
Otherwise, RA closes the connection.

A simplified version is displayed in the diagram below. Note that the diagram does not
include the digitally signed time-stamp of Step 2 and the verification of Step 5.
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Figure 37 EE-RA Download Interaction

5.1.7.2 RA Revocation

An X.509 root CA certificate that EEs install during bootstrapping issues RA’s X.509
certificate. EE will perform the following check before Step 2 in above EE-RA mutual
authentication:

e EE validates whether the X.509 root CA issued RA’s X.509 certificate, and whether
RA's X.509 certificate is valid.

In order to revoke an RA, the operator will modify the DNS entry for the RA (e.g. ra.ra-
hoster.com) to point to the new RA (or RA's load-balancer/firewall, depending on RA's
architecture). Attacks might be still possible; an attacker can compromise the RA X.509
certificate, implement DNS spoofing, and compromise the LOP. However, the
adversary's gain is limited to learning enroliment certificates. Therefore, the RA may or
may not support a revocation mechanism for RA's TLS certificate (e.g. the certificate
status request extension, colloquially known as OCSP stapling and specified in REC
6066, Section 8). The EE (both OBE and RSE) may or may not support the TLS
revocation mechanism.

5.1.7.3 Download Request
Download requests are used by the EE to download a file from the RA.

The EE uses HTTP GET to make download requests. There are two different kind of
download requests: authenticated and non-authenticated:
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e Inorder to provide IEEE 1609.2 based authentication from EE to RA for
authenticated download requests an APDU named
SignedAuthenticatedDownloadRequest is included in the request. The filename of
the file EE is attempting to download and the current time timestamp is included in
the SignedAuthenticatedDownloadRequest. The EE uses its enroliment certificate's
signing key to create the signature in the SignedAuthenticatedDownloadRequest. A
HTTP header with Base64 encoded ASN.1 serialized
SignedAuthenticatedDownloadRequest APDU is included in the HTTP GET
message.

¢ Non-authenticated download are plain HTTP GET messages with an optional
HTTP Header 'lf-None-Match' to identify the version of an already downloaded file.

The HTTP GET Range option may be used to request a partial download for the
purposes of resuming a previously interrupted download.

5.1.7.4 SCMS Protocol Messages

SCMS protocol messages are used by the EE to send SCMS protocol APDU
messages to RA. The EE uses HTTP POST to send the SCMS protocol APDU to RA.
The EE ASN.1 serializes the APDU and sends it as the HTTP POST Message Body in
binary form.

5.1.7.5 Requirements
¢ Download requests include requests from EE to RA for the following files:
o .info
o Global Policy File (GPF)/Local Policy File (LPF)
o Global Certificate Chain File (GCCF)/Local Certificate Chain File (LCCF)
o OBE pseudonym certificate batch file

o RSE application certificate files

o OBE identification certificate files

¢ Download requests shall be sent from EE to RA via HTTP GET.

¢ Authenticated download requests shall include a HTTP Header with value equal to
an ASN1 serialized Base64 encoded SignedAuthenticatedDownloadRequest
message.

e APDUs sent from EE to RA via HTTP POST shall include:
o SecuredRACertRequest
o SecuredPseudonymCertProvisioningRequest
o SecuredldCertProvisioningRequest

o APDUs other than SignedAuthenticatedDownloadRequest shall be sent from EE to
RA via HTTP POST.
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e APDUs sent from EE to RA via HTTP POST shall sent Content-Type header equal
to application/octet-stream.

e APDUs sent from EE to RA via HTTP POST shall be sent in the HTTP Message
Body in binary ASN.1 serialized form.

5.1.8 EE-SCMS Core Communication Requirements

5.1.8.1 Goals
e The goal of the EE-SCMS Core Communication Requirements section is to define

all requirements that an EE must follow whenever establishing a connection to the
SCMS.

¢ Individual requirements shall be labeled with their respective use case(s).

¢ In cases where a specific use case has a conflicting requirement, that use case
shall define the new requirement and reference which core requirement is being
overridden.

5.1.8.2 Background and Strategic Fit

5.1.8.2.1 IP Address Translation

Prevent SCMS component (RA, CRL Store, etc.) from learning location information
based on the IP address of the EE.

LOP & SCMS Component must have adequate separation.

5.1.8.2.2 TLS Connection

e Provide a means to verify the identity of the SCMS component by using x.509 1-
way authentication.

e Encryption is an added privacy preserving enhancement but not a core
requirement.

5.1.8.2.3 |IEEE 1609.2 Encrypting and/or Signing

Provides application layer security and privacy.

5.1.8.3 Diagrams of Communications Methods

121

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



al Server

@)
é——r Internet

OBE RSE, Wi-Fi IP address masking Load Balancer
Cellular, Etc. (Firewall, Load
Balancer, Proxy,
etc.
) Physical Server
A \ /
N e e N e e e e -
LOP RA
| EE Mative IP Address Translated IP Address |
l %.509 TLS Authenticated (1-way) & Encrypted | Non-TLS |

l 1609.2 Authenticated & Encrypted,/Signed ‘

Figure 38 Overview of Methods

Physical Server

Load Balancer

W = £

Physical Server

al Server

(o))
é——r Internet

1 I
1 1
- " I
EE RISIEi Lk i IP address masking! I Load Balancer
Cellular, Etc. : (Firewall, Load | :
: Balancer, Proxy, : :
etc. I
: ) 1 Il Physical Server
\ ! 4 ;
N e td N e e e e e -
LOP RA
l EE Native IP Address Translated IP Address |
l %.509 TLS Authenticated (1-way) & Encrypted | Non-TLS |

l 1609.2 Authenticated & Encrypted/Signed ‘

Figure 39 Overview of Multiple SCMS Components Served by Single LOP

122

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



Physical Server

(9)

OBE RSE, Wi-Fi
Cellular, Etc.

1
|
I
I
I
|
I
I
|
I
|
I

IP address masking
(Firewall, Load |
Balancer, Proxy, |
etc.)

o o - —— o -

[ Physical Server

-~ —

R p———

EE Native IP Address

x.509 TLS Authenticated (1-way) & Encrypted

1609.2 Authenticated & Encrypted/Signed

[
|
R Establish TCFIP ! | |
g & connectivity I [ |
ZE | |
2E |
°d | I
g IF address, etc I | |
g |
3 | |
§ , . | :
} ' |

Figure 40 Universal SCMS Handshake Processes, 1 of 5

123

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



TCPSYN
IP address transiation

TCPSYN

TCP SYN+ACK

TCP SYN+ACK

TCP ACK

Y

TCP ACK

TCP connection to SOMS Component

SSL Handshake
‘ -}
3
F
]
4

CUENT_HELLO

CUENT_HEWO

Y

Select Crypto

Figure 41 Universal SCMS Handshake Processes, 2 of 5

124

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



| .
| |
| SERVER_HELLO |

<1 1 Setup Encrypdion/
| Key Pair |
| |
| [ |
| |
CERTIRCATE |
| CERTIRCATE |

=
| |
| SERVER_DONE |
| SERVER_DONE |
=] | |
Setup Encrypticn/ I |
Key Pair

| |

i) | |
| CERTIACATE _VERIFY :
: CERTIRCATE_VERIFY |
|  CHANGE CIPHER SPEC |
| CHANGE_CIPHER_SPEC l
| g |
| FINISHED = |
T -
| FINISHED |
| N |
| CHANGE_CIPHER_SPEC |
I CHANGE_CIPHER_SPEC |

< i |
| FINSHED |
d. R — |
| FINISHED
; I

Figure 42 Universal SCMS Handshake Processes, 3 of 5

125

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



Generate Master Key

[

Generate Master Key

[

Generate TLS Master Key

TLS Encrygrion TLS Encrygtion

]_____________.

SCMS Transaction(s)

SCMS Transaction(s)

2 s TLSEn s
wcrypted Alert- CLOSE L
3 g - =
c ¥
2 c TLS Encrypted Alert - CLOSE =
o O ¥
xS > !
T I
| [
Figure 43 Universal SCMS Handshake Processes, 4 of 5
< I
cg | TCP FIN+ACK -
£ |
6 | TCP FIN+ACK
a
= |
-3 TCP-ACK TCP FIN+ACK
2 =
g | F
° TCP - ACK TCP FINSACK 53
E = ' ... T H
I £ ] 2=
£3i8
| TCP FIN+ACK TCP FIN+ACK s E
L | e RS — "
| TCP ACK
]
I TCP FIN+ACK
|
I TCP-ACK TCP FIN+ACK
<3 »-
| TCP ACK
TCP - ACK
<t | e icsiiiiniansisissimmnniiissisisssiinis
LT
T ! i T T
exs | | | | |
g o - Releasa Network ' |
o
§2¢ ' I |
c A |
§ | ' '
» | |
= |

Figure 44 Universal SCMS Handshake Processes, 5 of 5

126

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



(%)
M é— Internet

OBE RSE, Wi-Fi
Cellular, Etc.

IP address masking:

(Firewall, Load |

Balancer, Proxy,
etc.)

I ~

EE Native IPAddress

%.509 TLS Authenticated (1-way) & Encrypted

1609.2 Authenticated & Encrypted/Signed

T | ]
| I | | I
£ t T | 1 t
]
: | ; | :
é | Connect to SCMS (Basic networking, TCP, TLS, etc.) I
&
2 I
] : IP address transiation s
|
I f | | 1]
Figure 45 Common Process for File Download Operations, 1 of 3
|
_“_c_; HTTP Gl!'r Request with 1609.2 signed timestamp e
g’_ 1 o HTTP GET Request with
(o] | 1609.2 signed imeszamp
-E I HTTP EFTRequ with 1608.2
s | signed timestamp >
3 | Verify 16092 data
z |
| —
I Transtate URL <5
£ 3
: Send URL [
| Send URL
=
HTTP GET Request with 1609 2 signed timesamp
t »
I HTTP GET Request with
| lsﬁlsign!urimummph
I HTTP GET Request with 1603.2
I signed imestamp
I Verify 1609.2 data
|
| [ ;
I - SendFile
| o] T
I coare q ..........................................
< i
|
1
Figure 46 Common Process for File Download Operations, 2 of 3
127

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



! |
s '
E |
g Close TLS Connection
9 [
2
5] |
(o] |\
< Close TCP Connection /
| o N
| ! '
L . I |
Figure 47 Common Process for File Download Operations, 3 of 3
- -
v \1 \
I I 1
i [ | 1
| | I 1
1 ! | \
I : | 1
I
(9) : H ! :
| 5 [ I 1
Internet ; "\ —2- :
| ] | I H
RSE, Wi-Fi | | I
JBE cellular, Ete. | IP address masking: | :
| [ | (Firewall, Load | \ !
[ | ! Balancer, Proxy, | ! | 1
1
| | : etc) : : | Physical Server :
| | T S
LOP
' | | |
EE Native IP Address | e
%.509 TLS Authenticated (1-way) & Encrypted NonTLS
1609.2 Authenticated & Encrypted/Signed
y I
I | | [ [
f f f
5 ' !
5 | | A | |
@
g l '
8 | Connect to SCMS (Basic networking, TCP, TLS, etc.) I
£
3 I
B
I.I“J‘ : 1P address ransiation TS
|
t

1 1 1 T

Figure 48 Common Process for Sending SCMS Messages, 1 of 2

128

@ CAMP VSC5 Consortium

The information contained in this document is considered an interim work product and is subject to revision
without notice. The content is provided as is, only for informational purposes with no express or implied
warranties that the information is accurate, up-to-date or complete. Any reliance on the content is solely at the
user’s own risk.



[
Request - 1608.2 Encrypted and /or Signed

I Request = 1609.2 Encrypted
andor Signed

Request— 1609.2 Encrypeed
and/or Signed

Verify 1609.2 signature
& decrypt

—

I

|

I

I

|

| ProcessRequest
I

I

I

|
I

f

I

I

|

Other SOMS Messages(s)

What happens with
bad Bequest?

L

Close Connection

Close TLS Connection >

Close TCP Connection

=] 71

Figure 49 Common Process for Sending SCMS Messages, 2 of 2

A 4

5.1.9 Overview of Used Error Codes

This section summarizes error codes used in SCMS interfaces across all use cases.

e RA-EE Errors

e SCMS Errors

e SCMS Error Log Values

e Standard HTTP Error Codes

5.1.9.1 RA-EE Errors

This table contains all RA-EE interface errors. A production stage RA always returns a
HTTP status code 500 (HTTP Status Code PROD) to an EE if an error occurs and it is
able to respond. A QA stage RA will return more detailed HTTP status codes (HTTP
Status Code QA) and SCMS specific HTTP headers with detailed error information
(SCMS-POC-Error resp. SCMS-POC-Error-Message).
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Table 13 RA-EE Errors

Key Summary EE / HTTP SCMS- Error Message Additional
SCMS Status Error- information
Code Code
SCMS-  Error code: raNoCertFileAvailable SCMS 500 5065 Requested
964 certificate file is
not available for
download
SCMS-  Error code: ralnvalidURL SCMS 500 5072 Invalid URL sent
976 in download
request

SCMS-  Error code: raAuthenticationFailed SCMS 500 5067 EE authentication Any of the 1609.2

978 failed data layers cannot be
validated. It can be
caused by failed
signature verification,
untrusted certificates,
or bad encryption.

Please see EE-RA
Communications -
General Guidance
and the respective RA
documentation

SCMS-  Error code: SCMS 500 5068 Requested
981 raNoPcaCertificateChainFileAvaila certificate chain
ble file not available

for download

SCMS-  Error code: raNolInfoFileAvailable SCMS 500 5069 Requested .info

983 file is not
available for
download

SCMS-  Error code: raWrongParameters ~ SCMS 500 5070 EE request
987 contained invalid
parameter values

SCMS-  Error code: SCMS 500 5071 EE exceeded
990 raMoreThanAllowedTries retry limit
SCMS-  Error code: raBlacklisted SCMS 500 5055 Enrollment
1065 certificate
blacklisted
SCMS-  Error code: SCMS 500 5056 Multiple
1068 raRequestForMultipleCerts application
certificates
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https://jira.campllc.org/browse/SCMS-1065
https://jira.campllc.org/browse/SCMS-1068
https://jira.campllc.org/browse/SCMS-1068

Key Summary EE / HTTP SCMS- Error Message Additional
SCMS Status Error- information
Code Code

requests for
same PSID/SSP

SCMS-  Error code: SCMS 500 5057 Duplicate request
1070 raDuplicateRequestReceived received
SCMS-  Error code: ralnvalidSignature SCMS 500 5058 Invalid signature
1082 or signature
missing
SCMS-  Error code: SCMS 500 5059 Request not
1083 raRequestNotEncrypted encrypted
SCMS-  Error code: ralnvalidCredentials SCMS 500 5060 EE used invalid
1084 credentials
(blacklisted,
expired,
unauthorized)
SCMS-  Error code: SCMS 500 5061 Unauthorized
1085 raUnauthorizedRequest request (invalid
permissions)
SCMS-  Error code: raMismatch SCMS 500 5063 EE attempted to
1087 contact an RA

that does not
have it on the
white list

SCMS-  Error code: ralnvalidTimeReceived SCMS 500 5064 Invalid timestamp
1088 sent

5.1.9.2 SCMS Errors
This table contains SCMS interface errors that are sent among SCMS components.

Table 14 SCMS Errors

Key Summary EE/ HTTP SCMS- Error Message
SCMS Status Error-
Code Code
SCMS- Error code: InternalTimeout SCMS 500 5001 Internal timeout.
789 Request could not
be processed in
time.

SCMS- Error code: noMaAuthorizationSignature SCMS 401 5002 MA signature
792 missing
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https://jira.campllc.org/browse/SCMS-1070
https://jira.campllc.org/browse/SCMS-1070
https://jira.campllc.org/browse/SCMS-1082
https://jira.campllc.org/browse/SCMS-1082
https://jira.campllc.org/browse/SCMS-1083
https://jira.campllc.org/browse/SCMS-1083
https://jira.campllc.org/browse/SCMS-1084
https://jira.campllc.org/browse/SCMS-1084
https://jira.campllc.org/browse/SCMS-1085
https://jira.campllc.org/browse/SCMS-1085
https://jira.campllc.org/browse/SCMS-1087
https://jira.campllc.org/browse/SCMS-1087
https://jira.campllc.org/browse/SCMS-1088
https://jira.campllc.org/browse/SCMS-1088
https://jira.campllc.org/browse/SCMS-789
https://jira.campllc.org/browse/SCMS-789
https://jira.campllc.org/browse/SCMS-792
https://jira.campllc.org/browse/SCMS-792

Key Summary EE/ HTTP SCMS- Error Message
SCMS Status Error-
Code Code

SCMS- Error code: SCMS 401 5003 Signature invalid
793 pcalnvalidMaAuthorizationSignature

SCMS- Error code: pcalnvalidinputValueFormat SCMS 400 5004 Request values
795 improperly
formatted

SCMS- Error code: pcalnvalidLinkageValue SCMS 400 5005 Invalid linkage

796 value send

SCMS- Error code: SCMS 400 5006 Number of linkage

804 pcaNumberOflLinkageValuesExceeded values above
threshold

SCMS- Error code: ralnvalidHashRequest SCMS 400 5007 Invalid RA-PCA

812 request hash
send

SCMS- Error code: SCMS 400 5008 Number of linkage

820 raNumberOfRequestsExceeded values above
threshold

SCMS- Error code: ralnvalidLinkageValue SCMS 400 5009 Invalid linkage

829 value send

SCMS- Error code: lalnvalidLinkageValue SCMS 400 5010 Invalid LCI value

844 send

SCMS- Error code: SCMS 400 5011  Number of LCI

851 laNumberOfLciValuesExceeded values above
threshold

SCMS- Error code: pcalnvalidinputValueFormat SCMS 400 5012 Request values

875 improperly
formatted

SCMS- Error code: pcalnvalidLinkageValue SCMS 400 5013 Invalid linkage

876 value send

SCMS- Error code: SCMS 400 5014 Number of linkage

884 pcaNumberOfLinkageValuesExceeded values above
threshold

SCMS- Error code: lalnvalidinputValueFormat SCMS 400 5015 Request values

892 improperly
formatted

SCMS- Error code: SCMS 400 5016 Invalid encrypted

893 lalnvalidPrelinkageValuePresented pre-linkage value
send
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https://jira.campllc.org/browse/SCMS-793
https://jira.campllc.org/browse/SCMS-793
https://jira.campllc.org/browse/SCMS-795
https://jira.campllc.org/browse/SCMS-795
https://jira.campllc.org/browse/SCMS-796
https://jira.campllc.org/browse/SCMS-796
https://jira.campllc.org/browse/SCMS-804
https://jira.campllc.org/browse/SCMS-804
https://jira.campllc.org/browse/SCMS-812
https://jira.campllc.org/browse/SCMS-812
https://jira.campllc.org/browse/SCMS-820
https://jira.campllc.org/browse/SCMS-820
https://jira.campllc.org/browse/SCMS-829
https://jira.campllc.org/browse/SCMS-829
https://jira.campllc.org/browse/SCMS-844
https://jira.campllc.org/browse/SCMS-844
https://jira.campllc.org/browse/SCMS-851
https://jira.campllc.org/browse/SCMS-851
https://jira.campllc.org/browse/SCMS-875
https://jira.campllc.org/browse/SCMS-875
https://jira.campllc.org/browse/SCMS-876
https://jira.campllc.org/browse/SCMS-876
https://jira.campllc.org/browse/SCMS-884
https://jira.campllc.org/browse/SCMS-884
https://jira.campllc.org/browse/SCMS-892
https://jira.campllc.org/browse/SCMS-892
https://jira.campllc.org/browse/SCMS-893
https://jira.campllc.org/browse/SCMS-893

Key Summary EE/ HTTP SCMS- Error Message
SCMS Status Error-

Code Code
SCMS- Error code: SCMS 400 5017 Number of linkage
900 laNumberOfLinkageValuesExceeded values above
threshold
SCMS- Error code: ralnvalidinputValueFormat SCMS 400 5018 Request values
910 improperly
formatted
SCMS- Error code: SCMS 400 5020 Enrolliment
917 raCertificate AlreadyBlacklisted certificate already
blacklisted
SCMS- Error code: ralnvalidRIFValue SCMS 400 5022 Invalid RIF value
929 send
SCMS- Error code: SCMS 400 5023 Number of RIF
936 raNumberOfRequestsExceeded values above
threshold
SCMS- Error Code: pcaAuthFailure SCMS 401 5044 PCA could not
1041 authenticate LA
SCMS- Error code: raAuthFailure SCMS 401 5046 RA could not
1043 authenticate LA
SCMS- Error code: maAuthFailure SCMS 401 5048 MA failed to
1045 authenticate LA
SCMS- Error code: SCMS 500 5066 PCA unable to
1277  pcaCertificateEncryptionFailed encrypt certificate

5.1.9.3 SCMS Error Log Values

This table contains SCMS error conditions that are added to a local error log but not
returned or communicated directly to another component. In most cases, a log entry is
the end of processing for an error condition. In other words, once one of these values
is captured in a log, there are no other programmatic steps performed by the

system. These log values are created for debugging or administrative purposes. In
the future, automated monitoring may use these values to take corrective action or
alert system managers, but for now they are just saved in a log.

Table 15 SCMS Error Log Values

Key Summary EE / Error Message

SCMS
SCMS-  Error code: raRetries SCMS  The value is saved to the log, no
988 error is returned.
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https://jira.campllc.org/browse/SCMS-900
https://jira.campllc.org/browse/SCMS-900
https://jira.campllc.org/browse/SCMS-910
https://jira.campllc.org/browse/SCMS-910
https://jira.campllc.org/browse/SCMS-917
https://jira.campllc.org/browse/SCMS-917
https://jira.campllc.org/browse/SCMS-929
https://jira.campllc.org/browse/SCMS-929
https://jira.campllc.org/browse/SCMS-936
https://jira.campllc.org/browse/SCMS-936
https://jira.campllc.org/browse/SCMS-1041
https://jira.campllc.org/browse/SCMS-1041
https://jira.campllc.org/browse/SCMS-1043
https://jira.campllc.org/browse/SCMS-1043
https://jira.campllc.org/browse/SCMS-1045
https://jira.campllc.org/browse/SCMS-1045
https://jira.campllc.org/browse/SCMS-1277
https://jira.campllc.org/browse/SCMS-1277
https://jira.campllc.org/browse/SCMS-988
https://jira.campllc.org/browse/SCMS-988

Key Summary EE /
SCMS

SCMS-  Error code: maDecryptionFailed SCMS

1014

SCMS-  Error code: authCAAuthenticationFailed SCMS

1026

SCMS-  Error code: SCMS

1031 tcComponentAddressinginfolnvalid

SCMS-  Error code: tcComponentUnreachable SCMS

1032

SCMS-  Error Code: issuedCertlnvalid SCMS

1033

SCMS-  Error code: laEncFailure SCMS

1042

SCMS-  Error code: laEncFailure SCMS

1044

SCMS-  Error code: laEncFailure SCMS

1046

SCMS-  Error code: tcNotifyDCMListFailure SCMS

1047

SCMS-  Error code: SCMS

1048 tcNotifyDCMAuthenticationFailure

SCMS-  Error code: crINotAvailable SCMS

1056

5.1.9.4 Standard HTTP Error Codes

Error Message

MA unable to decrypt
misbehavior report

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

LA could not establish TLS link
with RA

LA could not establish TLS link
with MA

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

The value is saved to the log, no
error is returned.

This table contains a list of standard HTTP error codes for reference. The source of
this information including description is Wikipedia as of September 30, 2016.
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https://jira.campllc.org/browse/SCMS-1014
https://jira.campllc.org/browse/SCMS-1014
https://jira.campllc.org/browse/SCMS-1026
https://jira.campllc.org/browse/SCMS-1026
https://jira.campllc.org/browse/SCMS-1031
https://jira.campllc.org/browse/SCMS-1031
https://jira.campllc.org/browse/SCMS-1032
https://jira.campllc.org/browse/SCMS-1032
https://jira.campllc.org/browse/SCMS-1033
https://jira.campllc.org/browse/SCMS-1033
https://jira.campllc.org/browse/SCMS-1042
https://jira.campllc.org/browse/SCMS-1042
https://jira.campllc.org/browse/SCMS-1044
https://jira.campllc.org/browse/SCMS-1044
https://jira.campllc.org/browse/SCMS-1046
https://jira.campllc.org/browse/SCMS-1046
https://jira.campllc.org/browse/SCMS-1047
https://jira.campllc.org/browse/SCMS-1047
https://jira.campllc.org/browse/SCMS-1048
https://jira.campllc.org/browse/SCMS-1048
https://jira.campllc.org/browse/SCMS-1056
https://jira.campllc.org/browse/SCMS-1056
https://en.wikipedia.org/w/index.php?title=List_of_HTTP_status_codes&oldid=741141428

Table 16 Standard HTTP Error Codes

HTTP Summary Description
Error

Code

Number

Client Error Responses

400 Bad Request The server cannot or will not process the request due to an
apparent client error.

(e.g., malformed request syntax, invalid request message
framing, or deceptive request routing)

401 Unauthorized Similar to 403 Forbidden, but specifically for use when
authentication is required and has failed or has not yet been
provided.

The response must include a WWW-Authenticate header field
containing a challenge applicable to the requested resource.

402 Payment Reserved for future use. The original intention was that this code
Required might be used as part of some form of digital cash or micro-
payment scheme, but that has not happened and this code is not
usually used.
403 Forbidden The request was a valid request, but the server is refusing to

respond to it. 403 error semantically means "unauthorized,"

i.e., the user does not have the necessary permissions for the
resource.

404 Not Found The requested resource could not be found but may be available
in the future. Subsequent requests by the client are permissible.

405 Method Not A request method is not supported for the requested resource;
Allowed for example, a GET request on a form which requires data to be
presented via POST,

or a PUT request on a read-only resource.

406 Not Acceptable The requested resource is capable of generating only content not
acceptable according to the Accept headers sent in the request.

407 Proxy The client must first authenticate itself with the proxy.
Authentication
Required

408 Request The server timed out waiting for the request. According to HTTP
Timeout specifications:

"The client did not produce a request within the time that the
server was prepared to wait." The client MAY repeat the request
without modifications at any later time.
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HTTP Summary Description

Error

Code

Number

409 Conflict Indicates that the request could not be processed because of
conflict in the request, such as an edit conflict between multiple
simultaneous updates.

410 Gone Indicates that the resource requested is no longer available and
will not be available again. This should be used when a resource
has been intentionally removed and the resource should be
purged. Upon receiving a 410 status code, the client should not
request the resource in the future. Clients such as search
engines should remove the resource from their indices.

411 Length Required The request did not specify the length of its content, which is
required by the requested resource

412 Precondition The server does not meet one of the preconditions that the

Failed requester put on the request
413 Payload Too The request is larger than the server is willing or able to process.
Large Previously called "Request Entity Too Large."

414 URIToo Long  The URI provided was too long for the server to process. Often
the result of too much data being encoded as a query-string of a
GET request, in which case it should be converted to a POST
request.

415 Unsupported The request entity has a media type which the server or resource

Media Type does not support. For example, the client uploads an image as
image/svg+xml, but the server requires that images use a
different format.
416 Requested The client has asked for a portion of the file (byte serving), but
Range Not the server cannot supply that portion. For example, if the client
Satisfiable asked for a part of the file that lies beyond the end of the file.

417 Expectation The server cannot meet the requirements of the Expect request-
Failed header field

418 I'm a teapot This code was defined in 1998 as one of the traditional IETF April
Fools' jokes, in RFC 2324

421 Misdirected The request was directed at a server that is not able to produce a

Request response
426 Upgrade The client should switch to a different protocol such as TLS/1.0,
Required given in the Upgrade header field
428 Precondition The origin server requires the request to be conditional. Intended
Required to prevent "the 'lost update' problem, where a client GETs a
resource's state, modifies it, and PUTs it back to the server, while
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HTTP Summary Description
Error
Code
Number
meanwhile a third party has modified the state on the server,
leading to a conflict.”
429 Too Many The user has sent too many requests in a given amount of time.
Requests Intended for use with rate limiting schemes
431 Request Header The server is unwilling to process the request because either an
Fields Too Large individual header field, or all the header fields collectively, are too
large
Server Error Responses
500 Internal Server A generic error message, given when an unexpected condition
Error was encountered and no more specific message is suitable
501 Not The server either does not recognize the request method, or it
Implemented lacks the ability to fulfill the request
502 Bad Gateway The server was acting as a gateway or proxy and received an
invalid response from the upstream server
503 Service The server is currently unavailable (because it is overloaded or
Unavailable down for maintenance). Generally, this is a temporary state.
504 Gateway The server was acting as a gateway or proxy and did not receive
Timeout a timely response from the upstream server
505 HTTP Version  The server does not support the HTTP protocol version used in
Not Supported  the request
506 Variant Also Transparent content negotiation for the request results in a
Negotiates circular reference
507 Insufficient The server is unable to store the representation needed to
Storage complete the request
511 Network The client needs to authenticate to gain network access.
Authentication  Intended for use by intercepting proxies used to control access to
Required the network

5.1.10 Re-enroliment

In order to avoid confusion around the terms used for enrollment after revocation, we
will use terms as follows:

¢ Re-instantiation:An EE is reinstated if the original enrollment certificate is
reinstated. This means that: (1) the enroliment certificate is removed from RA's
blacklist by either directly removing it or by removing a CA certificate on the path to
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the root CA from the CRL and (2) that the EE keeps using the original enroliment
certificate to request certificates from the SCMS. The already

issued pseudonym/identification/application certificates can be used as before, or
new certificates can be requested and issued.

¢ Re-bootstrapping:An EE is re-bootstrapped if the EE's storage is completely
erased (including all certificates and cryptographic credentials) and the bootstrap
mechanism is executed. A new enrollment certificate is issued and there is no link
between the original enrollment certificate and the new enroliment certificate. The
re-bootstrapped EE cannot be distinguished to a factory-new EE.

¢ Re-issuance:An EE enroliment certificate may be re-issued if the public-key of the
enrollment certificate stays and an ECA issues a new enrollment certificate based
on that same public key. The EE keeps all pseudonym certificates and keeps using
the same butterfly key parameters.

¢ Re-establishment:An EE is re-established if the integrity of the EE can be verified
remotely, and the EE generates a new key pair and receives a new enroliment
certificate that contains the newly generated public key.

¢ Re-enrollment: A device is re-enrolled if either re-instantiation, re-bootstrap, a re-
issue, or re-establishment is performed.

SCMS PoC for CV Pilots will initially only support re-bootstrapping in the first
year of operation. Other forms of re-enroliment will be added at a later point. The
SCMS will not support re-issuance.

5.2 Requirements by Use Case

The following pages are a hierarchy of requirements sorted by SCMS use cases. A use
case contains all requirements that must be implemented from an end entities (EE)
perspective to fulfill a major feature of the SCMS. A use case might comprehend
multiple steps from a system's architecture perspective that can be run without
interference with each other to return a partial result of the overall use case. In general,
steps need to be executed in the given order to fulfill the use case. For example, Use
Case 3: OBE Pseudonym Certificates Provisioning describes all necessary processes
to equip an OBE with pseudonym certificates. It comprehends five steps that are
coherent but self-contained:

e Step 3.1: Request for Pseudonym Certificates

e Step 3.2: Pseudonym Certificate Generation

e Step 3.3: Initial Download of Pseudonym Certificates

e Step 3.4: Schedule Generation of Subsequent Batch of Pseudonym Certificates

e Step 3.5: Top-off Pseudonym Certificates
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http://wiki.campllc.org/display/SP/Glossary#EE

This format supports end-to-end implementation as well as testing better than a pure
listing of requirements.

5.2.1 On-board Equipment (OBE) Use Cases

The following chapters are about OBE requirements. These are the main use cases for
OBEs, but there are requirements throughout all chapters for OBEs. For example, in
11. Backend Management are requirements about what an OBE needs to do if a root
CA is revoked or a new root CA is introduced to the system.

e Use Case 2: OBE Bootstrapping (Manual)

e Use Case 3: OBE Pseudonym Certificates Provisioning

e Use Case 8: Global Misbehavior Detection and Revocation

e Use Case 19: OBE Identification Certificate Provisioning

5.2.2 Road-side Equipment (RSE) Use Cases

The following chapters are about RSE requirements. These are the main use cases for
RSEs, but there are requirements throughout all chapters for RSEs. For example, in
11. Backend Management are requirements about what an RSE needs to do if a root
CA is revoked or a new root CA is introduced to the system.

e Use Case 12: RSE Bootstrapping (Manual)

e Use Case 13: RSE Application Certificate Provisioning

e Use Case 16: RSE Application and OBE Identification Certificate Revocation

5.2.3 Common EE Use Cases

Both EE types should implement the following chapters:
e Use Case 5: Misbehavior Reporting

e Use Case 6: CRL Download

e Use Case 11: Backend Management (CA compromise recover strategy)

e Use Case 18: Provide and Enforce Technical Policies

e Use Case 20: EE Re-Enroliment

5.2.4 Backend Use Cases

Features specific only to the SCMS (no relevance to end entities) as well as
deployment and management requirements are listed in the following use cases:

e Use Case 1: SCMS Component Setup
e Use Case 7: CRL Broadcast
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e Use Case 11: Backend Management

5.2.5 Requirement Status

All requirements are listed with all details including their status of implementation (e.qg.,
BEscMS-500 - Firewall whitelist SCMS POC OUT OF SCOPE ) and a JIRA link is given for
traceability reasons. Statuses given are:

Table 17 Document Header and Status
Status Description
Review Requirement is currently under review by the Software Team
In Implementation Requirement is currently in implementation by the Software Team
Implemented Software Team finished the implementation as well as the unit tests

Ready for Testing Test Team created test cases as well as test scripts for this requirement
and the requirement is ready to be tested with the next test run

Tests Passed All tests of the given requirement were successful within the latest test run
Tests Failed One or more tests of the given requirement failed during the latest test run
Closed Requirement is implemented and successfully tested

Manual Process Requirement is meant to be manually executed within the PoC software and
will not be implemented in software

SCMS PoC Out  Requirement will neither be implemented in the PoC software nor executed

Of Scope manually. This applies especially to EE requirements or SCMS production
requirements that are listed but out of scope for implementation during the
PoC project.

5.2.6 Use Case 2: OBE Bootstrapping (Manual)

e Background and Goals

e Assumptions and Preconditions

e Process Steps
o Manual Bootstrapping Process - QA Environment

o Manual Bootstrapping Process - PROD Environment

= Enrollment certificate request checks

= OBE Bootstrap Process Logging Requirement

e Enrollment Certificate Request Example

e Requirements
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e Additional Reference Information

e ASN.1 Specification

5.2.6.1 Background and Goals
The bootstrap process enables the OBE to interact with the SCMS.

Bootstrapping is executed at the start of the OBE's lifecycle. At the start of
bootstrapping, the OBE has no SCMS certificates and no knowledge of how to contact
the SCMS. At the end of bootstrapping the OBE has the following:

e Certificates and information that allows an OBE to trust the SCMS:

o The required Root CA certificate(s), optional Intermediate CA and
Pseudonym CA certificates to allow it to verify received messages. The
OBE can learn unknown PCA and ICA certificates in ongoing operation as
defined in IEEE 1609.2 P2P CD. At minimum, any EE needs the certificate
chain of the PCA that issued certificates to it.

o The latest CRL (includes the CRL Generator certificate, which in turn
includes the FQDN of the CRL store)

o The MA certificate to encrypt misbehavior reports, before submitting them to
the RA

¢ Credentials and information allowing an OBE to communicate with the SCMS:

o A correctly issued enrollment certificate, private key reconstruction value,
and ECA certificate.

o The RA certificate (which includes the FQDN of the RA).

Bootstrapping must protect the OBE from getting incorrect information, and the ECA
from issuing a certificate to an unauthorized OBE. Any bootstrapping process is
acceptable, that results in secure placement of this information on an OBE device.

5.2.6.2 Assumptions and Preconditions
¢ A documented procedure for performing the enroliment process.

e A “secure environment” as defined in Secure Environment for Device Enrollment,
ensures that the OBE is under control of the operator running the bootstrapping
operation.

e One or more authorized devices (computers) for managing the enroliment process.
¢ An activity log or recording of the enroliment operations performed.

e A user account at the USDOT workflow tool.
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5.2.6.3 Process Steps

5.2.6.3.1 Manual Bootstrapping Process - QA Environment

The CV Pilot will initially use a manual bootstrapping process that combines device
initialization and enrollment. The following process applies to the SCMS QA stage. The
vendor will initiate this process by requesting device initialization information and
enrollment certificate from a DOT Workflow Approval tool, as depicted in this

process:
Vendor UsDOT Leidos SCMS Operations
SR (Level 1) (Level 3)

Tares ot

submits Aooroves Downloads
Enroliment N D .| Eenroliment
»  Enroliment » :
Request Form ki Certificate
through CVCS a Request Forms
Reviews that l

Enroliment

Generates i RedvestHave Generates
Enroliment Key (o Been Attached Enroliment  F—

Pair and(Foryard fo Certificates
SCMS Operations

Creates Finds an Existing

Encoliment Solution that Fix Finds Error in
Certificatesigning »{  theError and Enroliment
Request Provides to Request

Vendor

v

Requests that the

Attaches Request Vendor Submit a
toEnroliment Technical Support

Reguest Form on Form

A 4

v

+ Attaches

] Certificates to
Requests Help in Enroliment (e
Understanding Request Form on

the Error in oves
Enroliment
Request Form

e O o O O

A 4
Corrects Error in
Enroliment
Certificate Signing
Request

Y

Downloads
Certificates from ¢
cves

l

Load Certificates
onto Devices

(5)

(=)
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Step Actor Description Status Assignee

1 Vendor Logs into CVCS Samanage, initiates an enrollment  New USDOT
certificate request. There is a dedicated form for that.
2 USDOT Logs into CVCS Samanage and reviews the Awaiting Leidos
enrollment certificate request form. They ensure that: Customer
Input

e The vendor is on the list of known vendors for CV
device manufacture.

e |f the request is not correct, USDOT will deny the
request, and the vendor will need to correct the
request and resubmit through Step 3.

USDOT Personnel approve the request, if it meets
the above criteria, and USDOT sends the request
back to the Vendor for them add the enroliment
certificate signing request.

3 Vendor The vendor in a secure environment generates in  Awaiting Leidos
each OBE a verification key pair (see Public Key Customer
Algorithms in CB2: Types of Cryptographic Input
Algorithms). The private key is used to sign the
enrollment certificate request (CSR) in step 4. The
public key is added to the request and used by the
ECA subsequently as input to calculating the public
value within the implicit certificate, issued at end of
this process.

NOTE: The verification key pair must be generated
using an algorithm approved for use (see Approved
Cryptographic Algorithms, Approved Random
Number Generators). Best practice is to generate the
verification key pair inside the EE's HSM and the
private key never leaves the EE.

4 Vendor The vendor in a secure environment creates an Awaiting Leidos
enrollment certificate signing request for each Customer
device, a signed structure called Input

SignedEeEnrolimentCertRequest. The CSR includes
the verification public key to use to create the public
key reconstruction value in the enroliment certificate.
The enrollment certificate request permissions
(PSIDs, SSPs, Geographic Region) and lifetime are
stated in the CSR as well. The vendor signs the CSR
with the device’s private key, and writes the CSR to
a file with filename format <enrollment pub hex>.oer
in OER encoding. The vendor then collects multiple
CSRs, places them in a flat directory and zips the
directory. The directory structure within the zip file
should look identical to the following example.
IMPORTANT: DUE TO AUTOMATED PROCESSING
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https://cvcs.samanage.com/welcome.portal
https://cvcs.samanage.com/catalog_items/624863-new-scms-poc-enrollment-request-form/service_requests/new.portal
https://stash.campllc.org/projects/SCMS/repos/scms-asn/browse/scms-protocol.asn?at=refs/heads/release/1.2.1#600

Step Actor Description Status Assignee

OF REQUESTS, DEVIATIONS FROM THIS ZIPFILE
AND DIRECTORY STRUCTURE WILL RESULT IN
REQUESTS FAILING TO BE PROCESSED.

4A2...BCl.oer
61C...ElF.ocer

+ o+ o+ o+ o+

23Bl1...5FF.oer

Code Block 1 Enroliment Request Zip File
Example

5 Vendor Vendor logs into CVCS Samanage and attaches the Awaiting Leidos
enrollment request zip file to the previous enroliment Customer
request form. Input

6 Leidos Reviews Enrollment Request Form and ensures files Assigned SCMS
have been attached and manually verifies the Operations
following fields:

e PSID
e Region
7 SCMS Logs into CVCS Samanage and downloads the Workin SCMS
Operations enrollment certificate request zip file. Progress Operations

8 SCMS  Executes their enroliment requests script to create Workin SCMS
Operations enrollment certificates. If successful move to Step 9. Progress Operations

The ECA generates and returns an enroliment
certificate for each individual request. The response
is a signed structure

called SignedEeEnrolimentCertResponse. The
SCMS operator collects all ECA responses, creates a
directory structure that includes bootstrapping
information as well as one directory per CSR using
the filename of the CSR as directory name. Each of
those directories contains the RA certificate to be
used by the OBE to communicate with the SCMS, the
certificate of the ECA that signed the enroliment
certificate, as well as the enrolimentCert itself and the
privKeyReconstruction. The SCMS operator zips all
files into a single zip file. Following the example in
step 4, the directory structure within the zip file would
look like this (please be aware that the Root CA
certificate is explicitly given in the file root.oer):
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https://stash.campllc.org/plugins/servlet/search?q=project%253ASCMS%2520repo%253Ascms-asn%2520SignedEeEnrollmentCertResponse
https://stash.campllc.org/plugins/servlet/search?q=project:SCMS%20repo:scms-asn%20enrollmentCert%20ImplicitCertificate
https://stash.campllc.org/plugins/servlet/search?q=project:SCMS%20repo:scms-asn%20privKeyReconstruction
https://wiki.campllc.org/download/attachments/58589462/root.oer?api=v2&modificationDate=1498052778530&version=1

Step Actor Description Status Assignee

+ root.oer: IEEE 1609.2 root CA
certificate encoded as OER

+ LCCF.oer: current Local Certificate
Chain File including ICA and PCA
certificates.

+ LPF.oer: current Local Policy File

+ CRL.oer: current Certificate
Revocation List

+ root.tls: TLS (X.509) root certificate
RA’s TLS cert chains to

+ 4A2...BCl (dir)

| +RA.ocer: RA’s 1609.2
certificate

| +ECA.oer: ECA’'s 1609.2
certificate

| +enrollment.oer: (EE’ s
enrollment certificate, see
enrollmentCert as part of the ECA
response SignedEeEnrollmentCertResponse)
| +enrollment.s: (EE’ s
Private key reconstruction value, see
privKeyReconstruction as part of the ECA
response SignedEeEnrollmentCertResponse)
+ 61C...E1F (dir)

| +RA.oer

+ECA.oer

+enrollment.oer
+enrollment.s

|
|
|
+
+ ...
+ 23Bl...5FF (dir)

| +RA.ocer

| +ECA.ocer

| +enrollment.oer
|

+enrollment.s

Code Block 2 Enroliment Resonse Zip File
Example

8a SCMS If SCMS Operations finds an error within the request, Awaiting SCMS
Operations SCMS Operations will send the Error Response to Customer Operator
the Vendor through the CVCS enrollment request. Input

8b  Vendor Requests help/clarification in understanding the error Work in  Leidos
found in the enroliment certificate signing request as Progress
a comment to the Enrollment Request Form.

8c  Vendor Looks for an existing solution that will fix the vendors Awaiting SCMS
error. If they find a solution they provide it to the Customer Operator
vendor. Input
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Step Actor Description Status Assignee

8d Vendor If an existing solution cannot be found, Leidos Awaiting SCMS
requests the vendor submit the Technical Support Customer Operator
form and sends the Vendor the link. Input

8e Vendor Corrects the error and reattaches the enrollment Awaiting SCMS
certificate signing request to the Enroliment Request Customer Operator
Form. Input

9 SCMS Logs into the CVCS Samanage and creates an Resolved Vendor

Operator enrollment certificate response for the appropriate
vendor and attaches the enroliment response zip file.

10 Vendor Vendor logs into CVCS Samanage and downloads  Resolved Vendor
their device enrollment certificates in their secure
environment.

1 Vendor The vendor loads the appropriate enrollment Resolved Vendor
certificate onto the appropriate device, in their
secure environment.

5.2.6.3.2 Manual Bootstrapping Process - PROD Environment

The CV Pilot will initially use a manual Bootstrap Process that combines device
initialization and enrollment. The process on the SCMS PROD stage is essentially the
same as for QA (see QA process above) with the exception that the vendor must first
submit their OBE device to a certification lab for certification before requesting the
device enrollment certificate. The complete process is described below:

Vendor Device Certifier &Ta"ﬁ.’ﬁﬂ!.’.‘é%’éﬁ“* SCMS Operations
(1)
(CONsE ]
Prilat; Y =_ -
P
| AKX Software Tool/
@ [ @ l Encrypted E-mail
) -|——
3 oo
Enrolime) hnni?\'
CSR
()
p v
I -
& t="=3C

1. Vendor submits their device to one of the device certification companies for
certification. Vendor logs into DOT Workflow Approval tool and creates a device
certification request, for a specific model of device, selecting the appropriate device
certification company.
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2. Device certification company conducts device certification testing. After successful
completion of certification, device certification company notifies DOT Workflow
Approval tool of certification for the specific device model, and attaches certification
documentation. DOT Workflow Approval tool notifies the vendor and USDOT of the
approval, and maintains device certification documentation in database of certified
devices.

3. to 11. Same as step 1-9in QA
5.2.6.3.2.1 Enrollment certificate request checks
The following checks have to be done in step 6:

e The CSR only contains PSID from SCMS PoC Supported V2X Applications

e The CSR only contains PSIDs the device is eligible to

e The CSR contains the right SSP values for the requested PSID
¢ The CSR only contains SSP values the device is eligible to

e The CSR only contains Region USA

e The CSR does not contain a public key that was used with a previous enroliment
cert request

e The CSR does have a validity period that fits the ECA's validity period
e The CSR contains the correct cracald
e The CSR contains the correct criSeries

e The CSR contains a useful Certificateld

5.2.6.3.2.2 OBE Bootstrap Process Logging Requirement

The following bootstrap operation information must be logged and maintained by the
organization performing the PROD bootstrapping process, for each unique device, and

for each enrollment certificate, if multiple enrollment certificates are requested for a
single device.

e OBE serial number or unique unit identifier
e I|nitial Bootstrap Start Date

e Bootstrap LCCF file version identifier

o Bootstrap LPF file version identifier

e Enrollment cert

¢ Bootstrap Complete Date

5.2.6.4 Enroliment Certificate Request Example

The following clear text is an example for an enrollment certificate request that we
provide in an OER encoded version, as it is supposed to be sent during manual
enrollment.
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https://wiki.campllc.org/download/attachments/58589462/ee-eca-cert-request.oer?api=v2&modificationDate=1503944804249&version=1

value ScmsPDU ::= {
version 1,
content eca-ee : eeEcaCertRequest : {
version 1,
currentTime 431026272,
tbsData {
id name : "obeenr",
cracalId '0000O0O'H,
crlSeries 4,
validityPeriod {
start 431026272,
duration hours : 4320
}I
region identifiedRegion : {
countryOnly : 124,
countryOnly : 484,
countryOnly : 840
}I
certRequestPermissions {
{
subjectPermissions explicit : {
{
psid 32,
sspRange opaque : {}
by
{
psid 38,
sspRange opadque : {}
}
by
minChainDepth O,
chainDepthRange 0,
eeType {app}
}
}I
verifyKeyIndicator verificationKey : ecdsaNistP256 : compressed-y-1
'8751D2FDC5D7BF8CCE4ATFACESESAD7BO2FA6B8CAOB202FBC93CBCO8412AA934'H
}

Code Block 3 Clear Text Before Signing/Encrypting

value SecuredScmsPDU ::= {

protocolVersion 3,

content signedCertificateRequest
'00018180000119B0F0604481066F6265656E72000000000419B0F0608410E083010380"H
-- truncated --

}

Code Block 4 Textual After Signing/Encrypting (SecuredScmsPDU Layer)
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038381a500018180000119b0f0604481066£6265656e7200000000041900f0608410e08301
0380007c8001e480034801018080010280012080010080012680010001008080838751d2fd
c5d7bf8cceda7face5e5ad7b92fa6b8calb202fbc93cbc08412aa934828080301d57£8d01e
98c685428c49328be8164bae24e18d46030048911c5fd4275df73121b89¢7919fd75d7ab41l
1cfb254a44660997f7b1ae9235f2d0£1949198826

Code Block 5 Binary (Hexadecimal) After Signing/Encrypting
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value SignedCertificateRequest ::= {
hashId sha256,
tbsRequest {
version 1,
content eca-ee : eeEcaCertRequest : {
version 1,
currentTime 431026272,
tbsData {
id name : "obeenr",
cracalId '000000'H,
crlSeries 4,
validityPeriod {
start 431026272,
duration hours : 4320
}I
region identifiedRegion : {
countryOnly : 124,
countryOnly : 484,
countryOnly : 840
}I
certRequestPermissions {
{
subjectPermissions explicit : {
{
psid 32,
sspRange opaque : {}
by
{
psid 38,
sspRange opaque : {}
}
by
minChainDepth 0
}
}I
verifyKeyIndicator verificationKey : ecdsaNistP256 : compressed-y-
1 : '"8751D2FDC5D7BF8CCE4ATFACESESAD7B92FA6B8CAOB202FBC93CBCO08412AA934"H
}
}
}I
signer self : NULL,
signature ecdsaNistP256Signature : {
r x-only
'301D57F8D01E98C685428C49328BE8164BAE24E18D46030048911C5FD4275DF7'H,
s '3121B89C7919FD75D7AB411CFB254RA44660997F7B1AE9235F2D0F19491988265"'H

value ScmsPDU ::= {
version 1,
content eca-ee : eeEcaCertRequest : {
version 1,
currentTime 431026272,
tbsData {
id name : "obeenr",
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cracalId '0000O0O0'H,
crlSeries 4,
validityPeriod ({
start 431026272,
duration hours : 4320
by
region identifiedRegion : {
countryOnly : 124,
countryOnly : 484,
countryOnly : 840
by
certRequestPermissions {
{
subjectPermissions explicit : {
{
psid 32,
sspRange opaque : {}
}I
{
psid 38,
sspRange opadque : {}
}
}I
minChainDepth 0
}
}I
verifyKeyIndicator verificationKey : ecdsaNistP256 : compressed-y-1
'8751D2FDC5D7BF8CCE4ATFACESESAD7BO2FA6B8CAOB202FBC93CBCO8412AA934'H
}

Code Block 6 Textual After Signing/Encrypting (SignedCertificateRequest Layer)
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5.2.6.5 Requirements

Key Status

SCMS- | MANUAL PROCESS
364

SCMS- | MANUAL PROCESS
486

SCMS- | EE REQUIREMENT
557

Summary

DCM Configuration of EEs

After Component
Revocation

DCM shall acquire the
current CRL

Secure chain of custody

Description

Justification

DCM shall not configure new The SCMS Manager will

EEs with credentials of
revoked SCMS component.

The DCM shall acquire the
current CRL from the CRL
Store.

EE shall get firmware,
enrollment certificates, etc.
injected within a secure
chain of custody.

manage the transition of
devices after the
revocation of a
component.

The DCM will provide the
latest CRL to newly
provisioned EEs. This

saves the EE from having

to get the CRL right
away.

Documented and audited
processes are crucial to
the security of EEs.

@ CAMP VSC5 Consortium

Notes

In the PoC this will occur by a
manual process.

The DCM will provision EEs
with valid certificates for
SCMS components including
one or more ICA and one or
more RA. When the DCM
learns that any component is
revoked, it shall no longer
provision new EEs with that
revoked certificate.

The DCM will request these
from the CRL Store and will
provide these to the EE.

See Secure Environment for
Device Enrollment for

Component/s

DCM

DCM

On-board Equipment
(OBE), Road-side

guidelines on physical security Equipment (RSE)

for device provisioning.
Not software testable,
procedural
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https://jira.campllc.org/browse/SCMS-364?src=confmacro
https://jira.campllc.org/browse/SCMS-364?src=confmacro
https://jira.campllc.org/browse/SCMS-364?src=confmacro
https://jira.campllc.org/browse/SCMS-364?src=confmacro
https://jira.campllc.org/browse/SCMS-364?src=confmacro
https://jira.campllc.org/browse/SCMS-486?src=confmacro
https://jira.campllc.org/browse/SCMS-486?src=confmacro
https://jira.campllc.org/browse/SCMS-486?src=confmacro
https://jira.campllc.org/browse/SCMS-486?src=confmacro
https://jira.campllc.org/browse/SCMS-557?src=confmacro
https://jira.campllc.org/browse/SCMS-557?src=confmacro
https://jira.campllc.org/browse/SCMS-557?src=confmacro
https://wiki.campllc.org/display/SP/Secure+Environment+for+Device+Enrollment
https://wiki.campllc.org/display/SP/Secure+Environment+for+Device+Enrollment

Key

SCMS-
562

Status

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED

CLOSED

Summary

RA certificate and FQDN

ECA certificate and FQDN

MA certificate and FQDN

ICA certificates

PCA certificates

O
X
fa

Description

DCM shall provide the EE
with the RA certificate and
the FQDN for the RA.

DCM shall provide the EE
with the ECA certificate and
the FQDN for the ECA.

DCM shall provide the EE
with the MA certificate.

DCM shall provide the EE
with its own ICA certificate.
Optionally, include other
existing ICA certificates.

DCM shall provide the EE
with its own PCA certificate.
Optionally, include other
existing PCA certificates.

DCM shall provide the EE
with the latest CRL and
contact information for the

Justification Notes

The EE will need to
communicate securely
with the RA (e.g., to
request new certificates).

The EE will need to
communicate securely
with the ECA.

The EE will need to
communicate securely
with the MA (e.g., in order
to download CRLS)

The EE needs its ICA
certificate, e.g., to provide
this to other EE in peer-
to-peer certificate
updates.

The EE needs its PCA
certificate, e.g., to provide
this to other EE in peer-
to-peer certificate
updates.

The EE will be provided
with the current CRL so
as to reject

@ CAMP VSC5 Consortium

Component/s

DCM

DCM

DCM

DCM

DCM

DCM
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https://jira.campllc.org/browse/SCMS-562?src=confmacro
https://jira.campllc.org/browse/SCMS-562?src=confmacro
https://jira.campllc.org/browse/SCMS-562?src=confmacro
https://jira.campllc.org/browse/SCMS-563?src=confmacro
https://jira.campllc.org/browse/SCMS-563?src=confmacro
https://jira.campllc.org/browse/SCMS-563?src=confmacro
https://jira.campllc.org/browse/SCMS-564?src=confmacro
https://jira.campllc.org/browse/SCMS-564?src=confmacro
https://jira.campllc.org/browse/SCMS-564?src=confmacro
https://jira.campllc.org/browse/SCMS-565?src=confmacro
https://jira.campllc.org/browse/SCMS-565?src=confmacro
https://jira.campllc.org/browse/SCMS-565?src=confmacro
https://jira.campllc.org/browse/SCMS-566?src=confmacro
https://jira.campllc.org/browse/SCMS-566?src=confmacro
https://jira.campllc.org/browse/SCMS-566?src=confmacro
https://jira.campllc.org/browse/SCMS-567?src=confmacro
https://jira.campllc.org/browse/SCMS-567?src=confmacro
https://jira.campllc.org/browse/SCMS-567?src=confmacro

Key

(%))

CMS

n
[o)]
[o¢]

0
Q
<
'

©
e
[e)]

Status

CLOSED

scmMs poc ouT ofF sco Certification Services

PE

EE REQUIREMENT

CLOSED

Summary

X.509 certificate

Secure Key Injection

Root CA certificates

Description

CRL (CRACA certificate is
part of the CRL).

DCM shall provide the EE
with the Root X.509 TLS
certificate.

Certification Services shall
utilize a secure connection
to provide attestation to the
ECA that the EE is of a type
it certified

EE shall generate the
private key for the
enrollment certificate or the
DCM shall use a secure key
injection mechanism to
provide it to the EE.

DCM shall provide the EE
with all Root CA certificates.

Justification Notes

communication from
invalidated devices.

The EE will need to Revocation status shall be
communicate securely, at available online, e.g., via
the TLS level, with the RA OCSP.

(e.g., in order to

download certificates)

and the MA (to upload

misbehavior reports).

So that valid EEs are
certified and uncertified
EEs cannot get
enrollment certificates.

Does not apply to POC. For
PoC every EE requesting an
enrollment certificate is
assumed to be certified.

To maintain
confidentiality of private
keys

Does not apply to POC

The Root CA will have
signed the current ICA
certificate as well as the
centralized components,
the Policy Generator and
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Component/s

DCM

Certification Service

DCM, On-board
Equipment (OBE), Road-
side Equipment (RSE)

DCM
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https://jira.campllc.org/browse/SCMS-568?src=confmacro
https://jira.campllc.org/browse/SCMS-568?src=confmacro
https://jira.campllc.org/browse/SCMS-568?src=confmacro
https://jira.campllc.org/browse/SCMS-570?src=confmacro
https://jira.campllc.org/browse/SCMS-570?src=confmacro
https://jira.campllc.org/browse/SCMS-570?src=confmacro
https://jira.campllc.org/browse/SCMS-573?src=confmacro
https://jira.campllc.org/browse/SCMS-573?src=confmacro
https://jira.campllc.org/browse/SCMS-573?src=confmacro
https://jira.campllc.org/browse/SCMS-946?src=confmacro
https://jira.campllc.org/browse/SCMS-946?src=confmacro
https://jira.campllc.org/browse/SCMS-946?src=confmacro
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Status

CLOSED

EE REQUIREMENT

EE REQUIREMENT

CLOSED

EE REQUIREMENT

Summary

Bootstrap: Local Certificate

Chain File

Error code:

eelnitCertProvFailed

Error code:

eelnitCRLProvError

RSE Enroliment

EE securely stores Root CA

certificates

Description

DCM shall provide the EE

with the latest Local
Certificate Chain File.

EE shall log this error code,
if the Initialization process

fails at completing a

certificate provisioning of

any of the certificates

EE shall log this error code,
if the Initialization process
fails at completing the CRL

provisioning.

RSE enrollment shall be the
same as OBE enrollment as

specified in Step 2.2:

Enrollment (Bootstrapping)

EE shall store all root CA

certificates in tamper-

resistant (or equivalent)

storage.

Justification Notes

the Misbehavior
Authority.

The EE will use this in the
verification process of
SCMS certificates.

The EE must signal an
error, if any, in the
provisioning of any of the
certificates.

This is out of scope since it
defines EE's behavior.

The EE must signal an
error, if any, in the
provisioning of the CRL.

This is out of scope since it
defines EE's behavior.

RSE enrollment is the
same in terms of process
and the resulting
certificate.

Root CA certificates must This is out of scope since it
be protected against defines EE's behavior.
manipulation. It is public

and no read protection is

required, however, it must

be stored in secure

storage so that it can only

@ CAMP VSC5 Consortium

Component/s

DCM

On-board Equipment
(OBE), Road-side
Equipment (RSE)

On-board Equipment
(OBE), Road-side
Equipment (RSE)

ECA

On-board Equipment
(OBE), Road-side
Equipment (RSE)
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https://jira.campllc.org/browse/SCMS-948?src=confmacro
https://jira.campllc.org/browse/SCMS-948?src=confmacro
https://jira.campllc.org/browse/SCMS-948?src=confmacro
https://jira.campllc.org/browse/SCMS-948?src=confmacro
https://jira.campllc.org/browse/SCMS-949?src=confmacro
https://jira.campllc.org/browse/SCMS-949?src=confmacro
https://jira.campllc.org/browse/SCMS-949?src=confmacro
https://jira.campllc.org/browse/SCMS-949?src=confmacro
https://jira.campllc.org/browse/SCMS-950?src=confmacro
https://jira.campllc.org/browse/SCMS-950?src=confmacro
https://jira.campllc.org/browse/SCMS-950?src=confmacro
https://jira.campllc.org/browse/SCMS-950?src=confmacro
https://jira.campllc.org/browse/SCMS-1095?src=confmacro
https://jira.campllc.org/browse/SCMS-1095?src=confmacro
https://jira.campllc.org/browse/SCMS-1095?src=confmacro
https://wiki.campllc.org/pages/viewpage.action?pageId=2850898
https://wiki.campllc.org/pages/viewpage.action?pageId=2850898
https://jira.campllc.org/browse/SCMS-1160?src=confmacro
https://jira.campllc.org/browse/SCMS-1160?src=confmacro
https://jira.campllc.org/browse/SCMS-1160?src=confmacro
https://jira.campllc.org/browse/SCMS-1160?src=confmacro

Key Status

SCMS- | EE REQUIREMENT
1174

SCMS- | EE REQUIREMENT
1176

SCMS- | cLOSED

1205

SCMS- | cLOSED

1206

SCMS- | EE REQUIREMENT
1207

Summary

EE stores the Policy

Generator certificate

EE stores the CRLG

certificate

Policy Generator certificate

Certificate Revocation List

Generator certificate

EE securely stores

Certificate Revocation List

Description Justification

be updated when the
proper root (elector)
Management
authentication
mechanisms have been
satisfied.

EE shall store the Policy
Generator certificate.

The EE requires this to
validate the signature on
Policy Files.

EE shall store the Certificate The EE requires this to
Revocation List Generator  validate the signature on
certificate. the CRL.

DCM shall provide the EE
with the Policy Generator
certificate.

The EE requires this to
validate the signature on
Policy Files.

DCM shall provide the OBE The OBE requires this to
with the Certificate validate the signature on
Revocation List Generator  the CRL.

(CRLG) certificate.

EE shall store the Certificate The EE will be provided

Revocation List in tamper-  with the current CRL so

resistant (or equivalent) as to reject

storage. communication from
invalidated devices.

@ CAMP VSC5 Consortium

Notes

This is out of scope since it
defines EE's behavior.

This is out of scope since it
defines EE's behavior.

This is out of scope since it
defines EE's behavior.

Component/s

On-board Equipment
(OBE), Road-side
Equipment (RSE)

On-board Equipment
(OBE), Road-side
Equipment (RSE)

DCM

DCM

On-board Equipment
(OBE), Road-side
Equipment (RSE)
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https://jira.campllc.org/browse/SCMS-1174?src=confmacro
https://jira.campllc.org/browse/SCMS-1174?src=confmacro
https://jira.campllc.org/browse/SCMS-1174?src=confmacro
https://jira.campllc.org/browse/SCMS-1174?src=confmacro
https://jira.campllc.org/browse/SCMS-1176?src=confmacro
https://jira.campllc.org/browse/SCMS-1176?src=confmacro
https://jira.campllc.org/browse/SCMS-1176?src=confmacro
https://jira.campllc.org/browse/SCMS-1176?src=confmacro
https://jira.campllc.org/browse/SCMS-1205?src=confmacro
https://jira.campllc.org/browse/SCMS-1205?src=confmacro
https://jira.campllc.org/browse/SCMS-1205?src=confmacro
https://jira.campllc.org/browse/SCMS-1206?src=confmacro
https://jira.campllc.org/browse/SCMS-1206?src=confmacro
https://jira.campllc.org/browse/SCMS-1206?src=confmacro
https://jira.campllc.org/browse/SCMS-1206?src=confmacro
https://jira.campllc.org/browse/SCMS-1207?src=confmacro
https://jira.campllc.org/browse/SCMS-1207?src=confmacro
https://jira.campllc.org/browse/SCMS-1207?src=confmacro
https://jira.campllc.org/browse/SCMS-1207?src=confmacro
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Status

EE REQUIREMENT

EE REQUIREMENT

EE REQUIREMENT

Summary

EE securely stores X.509

root certificate

EE securely stores Local

Certificate Chain File

EE Secure Key Storing

Description

EE shall store the X.509 root The EE will need to

certificate in tamper-
resistant (or equivalent)
storage.

EE shall store