
How telemedicine expansion will affect
physician practices

Telemedicine, or healthcare facilitated by means of video, phone, or other telecommunications technology, has been
around for decades. Yet last year, major players across the healthcare industry made significant investments in it. Phar-
macy giant CVS introduced virtual care offerings to its MinuteClinics. The Cleveland Clinic announced that telemedicine
would be a major component of future care across the health system.  These initiatives beg an important question: As
corporate telemedicine offerings continue to expand, what will be the impact on physicians outside of major health sys-
tems? “There is currently pressure on physicians to consider alternate shared services delivery models that telemedicine
solutions can offer,” says Neha Sachdeva, MS, a director at KPMG’s Healthcare & Life Sciences practice, referencing
new ways provider organizations can extend their services using virtual care delivery methods. She argues that physi-
cians need to think beyond the cool factor of recent telemedicine advances and consider how such systems will improve
patient health and solve business needs.
Understanding corporate expansion
Telemedicine, despite not being a new technology, remains a buzz word across the healthcare industry. And for good
reason: Instead of costly and time-consuming in-person encounters, physicians can rely on video visits, smartphone
photos or other means to assess, treat, and manage patients with medical problems. Ana María López, MD, FACP,
president of the American College of Physicians, says that a renewed focus on value-based care has brought telemedi-
cine into the spotlight. “Telemedicine offers opportunities for significant savings. There is a strong case to be made for its
use to expand patient access to care and to reduce medical costs,” she says. “So it’s not surprising that we are seeing
more solutions out there.” Take video conferencing in an ambulance, she says. EMTs can send information, including
images or other important clinical data to the trauma team waiting at the emergency department. That can result in
streamlining care and significant savings in time and treatment costs.
Factors to consider
Despite multiple studies suggesting that telemedicine provide outcomes equivalent to traditional in-person visits, some
physicians remain skeptical about how the technology can benefit their practices. A 2017 Medical Economics survey
looking at telemedicine adoption in smaller practices found that less than 20 percent offered such services.  Providers
acknowledged the value of implementing such platforms to promote efficiency. But they said the return on investment
was not clear. Between the price tags on current telemedicine platforms and the unknowns regarding costs of liability
insurance and payer reimbursements, many providers feel, at this point, the investment is too risky. Contrast those find-
ings with a 2018 survey by Software Advice, showed that 77 percent of consumers would be more likely to select medical
providers that offer telemedicine services—and that the majority of patients who use telemedicine appreciate its conven-
ience. The findings suggest physicians may be underestimating consumer interest in telemedicine options—both now
and in the future.
Telemedicine’s impact on medical practices
Telemedicine holds a lot of promise to help medical practices promote efficiency, reduce costs, and increase patient
satisfaction. But Lopez cautions that it is just another tool in a clinician’s care delivery toolbox, not a healthcare panacea.
“As with any tool used to care for patients, it’s important to use it appropriately,” she says. “It’s important for physicians to
take a long view, assess where it can appropriately answer the diagnostic questions at hand, and make sure they are
doing the right clinical thing for each and every patient.”
William Morris, MD, MBA, Cleveland Clinic’s associate chief information officer,
says that telemedicine scales well—from large health systems like Cleveland Clin-
ic to smaller rural practices. By taking the time to plan, looking at everything from
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SAFEMicrosoft
Issues
Patches
for Pair of
Wormable Flaws
Similar to BlueKeep
Two more remote desktop vulnera-
bilities have been discovered in
Microsoft Windows platforms,
which could be remotely exploited
to proliferate across vulnerable
computers within the network.

Some legacy platforms are includ-
ed in the list of vulnerable system.
The wormable nature of the flaws
bears hallmarks to the similar Blue-
Keep remote desktop protocol vul-
nerability discovered in May, which
many worry could lead to another
global cyberattack like
2017’s WannaCry.

The latest wormable flaws were
discovered in Windows’ 7 SP1,
Server 2008 R2 SP1, Server 2012,
8.1, Server 2012 R2, and all sup-
ported versions of Windows 10,
including its server versions.

It’s important that affected systems
are patched as quickly as possible
because of the elevated risks asso-
ciated with wormable vulnerabilities
like these, and downloads for these
can be found in the Microsoft Se-
curity Update Guide,” researches
wrote. “Customers who have auto-
matic updates enabled are auto-
matically protected by these fixes.”

For the healthcare sector – where
operating on legacy systems is
commonplace – these flaws could
be critical. However, despite previ-
ous patches for these flaws, at-
tacks leveraging the WannaCry
exploit have increased and thou-
sands of devices are still vulnera-
ble to the BlueKeep flaw.

INDEPENDENT RESEARCH FIRM CONCLUDES MICROSOFT TEAMS
ADDRESSES TOP CHALLENGES FOR HEALTHCARE

-based care, increased spe-

complex care environment.

value-based care model, medical

’ Teams.

BETTER COMMUNICATION & COLLABORATION IN HEALTHCARE
. Teams empowers care groups and enables

cloud, Teams gives all healthcare workers a familiar way to communicate in real -

TEAMS IS SOLVING PROBLEMS FOR HEALTHCARE
of

healthcare providers with a modern, chat- ’t require compromising on secu-
rity and compliance.

“
ing healthcare providers in electronic messaging in hospitals and health systems, ”
said Greg Caressi of Frost & Sullivan.

According to Frost & Sullivan research, the most common pain points hospitals and

messaging include issues related to security and improving how clinical staff can

SECURITY PEACE OF MIND TO FOCUS ON CARE
When physicians, nurses, and other clinically oriented staff need to communicate within the hospital, they are
faced with an important first choice — to use a method which is secure and compliant with data governance and

This balance of compliance and convenience has been an ongoing challenge
for care teams to achieve. As a result, many clinicians have resorted to us-

a Shadow IT problem and poses significant risks to security, compliance, and

-regulated healthcare industry.

secure and produc-
work experience. Most importantly, Teams is constantly evolving, keep-

ing up with the ever-changing technology and security landscape.

HOW TO GET STARTED
Contact E- prove your
organization’s communication and improve your customer’s experience.

CONTINUED
the financials to changes in practice workflows, even smaller practices can reap the benefits. But consumer expecta-
tions will drive even the smallest providers to find ways to affiliate with organizations who can help them implement at
least some telemedicine options. With the technology continuing to expand across the globe, patients will increasing-
ly expect access via telemedicine. “Instead of calling a pager or service, the patient is going to expect a quick video
visit. I think we’ll see adoption being less physician-driven and more consumer-driven as time goes on,” he says.
”Telemedicine can help with many different cases in a way that benefit the patient, the provider, and the financial
systems without the burden of overhead involved with an in-person visit,”  “It’s a time where we can really reimagine
the way we want to experience healthcare, as patients and as providers.”
SOURCE: Medical Economics   To view the complete article visit:
www.medicaleconomics.com/article/how-telemedicine-expansion-will-affect-physician-practices
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3 Providers Report Impact from Ransom-
ware, Phishing Attacks
Eye Care Associates, Bayview Dental, and a Florida pro-

’s currently unclear

FLORIDA-BASED NCH HEALTHCARE PHISHING ATTACK
June 14th.

-party forensics firm. On July 2, they

EYE CARE ASSOCIATES RANSOMWARE ATTACK
In July Ohio’

ciates’ computer system. Officials said they contacted the board of directors and its third-party IT vendor. The vendor
stores and backs up Eye Care Associates’ data.  Eye Care Associates’
ments for the past two weeks. Clinicians have been
been delayed.  What’s more, officials declined to respond to the ransom email sent by hackers, which would have told
them how much was expected in ransom.   However, Eye Care Associates was able to rely on the backups created by

police report, it’s suspected the virus was a trojan that originated from North Korea. But those claims have not been
proven.

It’ Grays Harbor recently confirmed its June EHR down-

BAYVIEW DENTAL CYBERATTACK

’
with an outside forensics team found a hacker gained access to its servers and “ ” Access

training around data privacy and security.
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By Jessica Davis August 15, 2019 xtelligent Healthcare Media

1 in 3 Employees working for a Healthcare Services Organiza-
tion that hadn’t conducted any security awareness training
was likely to click on a suspicious link or email or obey a
fraudulent request.

33%

FACTS ABOUT DATA BREACHES
ACCORDING TO VERIZON’S 2019 DATA BREACH INVESTIGATION REPORT,
PHISHING WAS THE #1 THREAT ACTION USED IN SUCCESSFUL BREACHES
LINKED TO SOCIAL ENGINEERING AND MALWARE ATTACKS.

After 90 Days of Combined Com-
puter-Based Training and Simulat-
ed Phishing Security Training this

percentage is cut in half.

After 12 Months of Computer Based Training
and Simulated Phishing Security Testing the
results were DRAMATIC!!!   Only 2 in 100
Employees was likely to click. 2%

HOW LONG CAN YOUR ORGANIZATION AFFORD TO BE DOWN FROM A BREACH?
- Contact E-Safe for Details
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E-Safe Health Provides the Healthcare Industry

What is Risk Assessment?The Health	Insurance	Portability	and	Accountability	Act	(HIPAA)	Security	Rule requires	that covered	entities and	its	business	associates	conduct	a	risk	assessment	of	their	healthcare	organization.		A	risk	assessment	helps	your				organization	ensure	it	is	compliant	with	HIPAA’s	administra-tive,	physical,	and	technical	safeguards.		A	risk	assessment	also	helps	reveal	areas	where	your	organization’s	protected	health	information	(PHI)	could	be	at	risk.If	you	haven’t	performed	or	are	due	for	your	next	Risk	Assessment	Contact	E-Safe	Health	to	discuss	our	Risk	Management	Toolkit	and	Remediation	Services
HIPAA Risk Management Toolkit
 We Perform your Risk Assessment
 You will spend 1-2 hours working with us and then

we do the rest
 We will provide you with Security Recommenda-

tions
 We Write your Policies & Procedures
 We Train your Employees
 We help you track Business Associates and make

sure they are protecting your patient information
 Addresses the HIPAA Security and Omnibus Rules
 Starting from $999/Yr or $95/Mo for 1-10 Staff size

HIPAA Risk Remediation Services
 Vulnerability Scans - Penetration Testing
 Anit-Virus / Anti-Spam / Anti-Ransomware
 Email Encryption - Office 365 Migration Services
 Network Security
 Firewall Setup and Monitoring
 Mobile Device Security Management (MDM)
 Remote Back Up and Disaster Recovery Solutions
 Contingency Plan Testing
 Virtual Private Network (VPN) Setup
 Secured Wireless (Wifi) Configuration & Support

“They	may	forget	your	name,	but	they	will	never	forget	how	you	made	them	feel.”		-	Maya	Angelou


