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NEWS

Ran US college pays $28,000 to get files
o offli back after ransomware attack
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i Los Angeles Valley College (LAVC) has paid a public record of $28,000 (£22,500) in Bitcoins to
mi ” onc extortionists after ransomware encrypted hundreds of thousands of files held on its servers. as
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Data Breaches - The root of the problem

Traditional Anti-Virus

* File Analytics ¢  Black/White Lists

400,000 new malware per day*

* Heuristics * Signatures
* URLBlocking + Sandboxing
>700 More SIEM, EDR, UEBA
70% Of_ >90% of data breaches . +  Anomaly Detection
companies use ex |Oit$2 questlons * Security Operations Center
breachedz p than answers * Forensic breach assessment teams
o >6800 Nearly 200 days Patch Management
SRR \unerabilities from vulnerability ; Vulnerabllity Scanning
3 evice Management
from 2015 per year3 to patch? . Patch testing and deployment

Very few new Sophos - Intercept
exploit methods * Exploit and Ransomware prevention

* Incident Response Report

Available Exploit
Methods

per year * Automatic Root Cause Attribution
1—VirusTotal 2 —NSS Labs . -
s Gormer 4 White Hot Security Anti-Exploit — Targets the root of the problem IT Ops
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Anti-Hacking

Traditional anti-malware Next Generation
* Understand the malware e Understand objectives and
* |dentify its components methods used
« Block its delivery * Detect the attack on the device

* Detect its presence on the and processes o
device through file, process, * Stop the malicious activity

signal and attribute monitoring * Track the action to a root cause

 Lockdown the device to trusted Provide answers to critical
applications only guestions

This method looks for malware This method looks for hacking
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Sophos Intercept X

Core Capabilities CryptoGuard

Simple and Comprehensive

® Slgnatu reless deteCtlon ) ;Jpn;ﬁi;aelguzreer\:cest;tion of data
. Notifies end user on rapid
e CryptoGuard — Detect and recover from Ransomware encryption events
+  Rollback to pre-encrypted state CRYPTOGUARD
* Comprehensive Exploit Prevention Exploit Protection

* Malicious Traffic Detection |

Attack Intercepted

* Synchronized Security

* Incident Response Report

* Automatic Identification of root cause sopros Thrast Details -
* |OC artifact list . -

¢ Visualization of the attack events

* Forensic Malware Removal

* Sophos Clean a 2" opinion scanner x et °" !>  Sophos Clean

Maldous software was detected. Close all appications and dick Next to remove the malic
e certain programs may terminate unexpectedly.
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cekcjpgehmohobmdikfnopibipmgnmi\ @ IPumper

C:\Documents and Settings\JohnLocal Settings\Application Data\Google \Chrome \User Data\Defauit|E:

* Intercept X runs alongside competitive AV

browser.startup.homepage @ NationZog

C:\Documents and Settings\John \Appication Data\Mozila\Frefox \Profiles\7zuyzyér. default\prefs.js

Launch Internet Explorer Browser.ink @ NationZog
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Exposure Delivery Exploit Execute Control Objective - - Security
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@ Exposure — Web Protection, Device Controlm Command & Control Q Investigate

Al Delivery — Download Reputation * Malicious Traffic * Alerting and Reports
A EXp|Oit — Runtime Memory Analytics I;lACtion on ObjeCtive Q Remediate
Q Execution — File Analytics / Heuristics © Data Loss Prevention © Malware Removal

* Auto-Start registry * Malware Quarantine
AEXp|Oit — Exploit Prevention Q, Action — Event Recorder anvestigate — Incident Report
@ Execution - CryptoGuard CRemediate — Forensics Cleanup

()Adjust Sec — Recommended Actions

Sophos Central Endpoint Advanced & Sophos Intercept Sesliios el
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