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This document is meant as an overview of the current 
landscape of known COVID-19 IT exploits, as well as 
the safety measures recommended by Quicktech, as 
well as the Canadian Government.

If you have any questions while reading through this 
document, please feel free to reach out to the 
Quicktech support team, at any time.

www.quicktech.ca
support@quicktech.ca

604.709.8324

Introduction



Message From Canadian Anti-Fraud Center

https://www.antifraudcentre-centreantifraude.ca/features-vedette/2020/covid-19-eng.htm



Posing as Government departments sending out coronavirus-

themed Phishing emails“

Message From Canadian Anti-Fraud Center

https://www.antifraudcentre-centreantifraude.ca/features-vedette/2020/covid-19-eng.htm



Temporary FIPPA Changes In Response To COVID-19



TELEWORKING 
SAFETY

Security issues of teleworking

When you use business equipment outside of your organization’s IT security 
perimeters, it can create a weak link in your organization’s overall IT 
infrastructure. If it is not properly protected, these remote connections can be 
exploited by threat actors. It is important to protect your mobile devices, as 
well as any sensitive information and data—whether at rest or in transit. 
Threats can potentially jeopardize the confidentiality, the integrity and the 
availability of the information.

Canadian Center for Cyber Security | Telework Security Issues (ITSAP.10.016)

Teleworking risks

Be aware that teleworking increases the possibility of:

• Physical access to your device by unauthorized users

• Traffic manipulation (an attacker inserts their own traffic to influence data 
and obtain access to the mobile device or the organization’s network).

• Social engineering whereby threat actors trick you into sharing 
information or granting access to your device.

• Compromised login credentials, forgetting your password, weak security 
settings, etc.

• Compromised communications links through:

• Eavesdropping—an attacker listens to Wi-Fi or network traffic or records 
on-line activity. This can include capturing your username and passwords.



TELEWORKING 
SAFETY

Canadian Center for Cyber Security | Telework Security Issues (ITSAP.10.016)

Safeguards for Corporate Devices

• Use your device for work related matters only and not for personal use

• Do not install or configure software or hardware on your device

• Learn how to safely use the device issued to you

• Always follow your organization’s security policy and understand your 
security obligations

• Never connect an unencrypted USB key or other peripheral to your device

• Ensure that the information on your device is encrypted when at rest

• Follow your employers' data storage policies

• Always connect to your organization’s network using the provided 
equipment through a virtual private network (VPN)



TELEWORKING 
SAFETY

Canadian Center for Cyber Security | Telework Security Issues (ITSAP.10.016)

Safeguards for Personal Devices

• Restrict computer use to you only

• Comply with business data storage policies, always store business data in 
approved cloud or local storage

• Ensure that your operating system and applications are receiving regular 
patch updates

• Secure your home wireless router with strong WPA2 passphrases

• Never use unapproved, unencrypted USB drives or portable hard drives to 
store business information.

• Use strong authentication such as public key infrastructure (PKI) or two-
factor authentication, not just the traditional user-name and password

• Do not leave sensitive data which can be accessed or copied on an 
unsupervised computer

• Report suspicious, suspected and actual security events to your IT security 
team immediately



EXAMPLE: HHS 
EMAIL SPOOFING

• Phishing email providing COVID-19 
information with a link from the 
Dept of Health and Human Services

• Clicking on link takes you to 
legitimate hhs.gov domain exposed 
to open redirect vulnerability

• Redirect leads to downloading 
information stealers made to scam 
credit cards, credentials, or browser 
data

https://www.bleepingcomputer.com/news/security/hhsgov-open-redirect-used-by-coronavirus-phishing-to-spread-malware/

https://dcis.hhs.gov/cas/login?

service=http://195.130.73.229/php/hhs/&gateway=true

https://www.bleepingcomputer.com/news/security/hhsgov-open-redirect-used-by-coronavirus-phishing-to-spread-malware/


EXAMPLE: CDC 
EMAIL SPOOFING

• CDC and WHO remain among the most 
spoofed organizations during COVID-19 
pandemic

• Clicking on links usually leads to 
credential stealing

• Higher quality polished advertisements

• Taking advantage of materials 
shortages, such as hand sanitizer

https://blog.knowbe4.com/exploiting-the-coronavirus-the-spammers-the-scammers-and-the-bad-guys

https://blog.knowbe4.com/exploiting-the-coronavirus-the-spammers-the-scammers-and-the-bad-guys


EXAMPLE: RED CROSS 
TEXT MESSAGE 

• Attackers preying on shortage of personal 
protective equipment (PPE) 

• Following this link, victims are asked to pay 
a “delivery fee” and provide credit card 
information 

https://nationalpost.com/news/beware-of-covid-19-scams-fraudsters-offer-free-masks-from-the-red-cross-or-fake-test-kits

https://nationalpost.com/news/beware-of-covid-19-scams-fraudsters-offer-free-masks-from-the-red-cross-or-fake-test-kits


EXAMPLE: SPOOFING 
INTERNAL HR

• Spoofing internal departments 
using vague and generic phrasing

• Fake “office plan” during COVID-19 
asking to be reviewed and printed

• The attachment itself is actually 
credential stealing, requesting 
O365 credentials

https://blog.knowbe4.com/extreme-measures-the-epidemic-of-covid-19-phishing-emails-rages-on

https://blog.knowbe4.com/extreme-measures-the-epidemic-of-covid-19-phishing-emails-rages-on


EXAMPLE: COVID-19 
RANSOMWARE

• FBI warns of COVID-themed scams and 
phishing emails known to spread ransomware

• New Coronavirus phishing campaign attaches 
Netwalker ransomware file

• When executed, this ransomware encrypts 
files on the machine and attempts to spread 
to other Windows machines on the network  

https://www.bleepingcomputer.com/news/security/netwalker-ransomware-infecting-users-via-coronavirus-phishing/

https://www.bleepingcomputer.com/news/security/netwalker-ransomware-infecting-users-via-coronavirus-phishing/
http://www.youtube.com/watch?v=PFRv6yCynYk

