
Why Using a VPN is the Most Secure Way of Accessing Corporate Data 

It seems like we can’t go on the Internet without reading 
about some sort of data breach. Sometimes they’re caused 
by poor security measures, like lack of data encryption or 
two-factor authentication; other times, it’s because of lack-
luster password security. Despite the antiquity of the 
username and password, they’re staples in the modern 
office. Thus, it’s important that they’re as secure as possible 
at all times. 
 
Passwords might have their flaws, but they’re necessary if 
you want to maximize your business’s security from online 

threats. It’s not just your organization’s future at stake; it’s also yours as an individual, not to 
mention your employees and anyone associated with your company. Here are three ways 
you can improve the security of your passwords in the workplace. 
 
Educate Your Staff About Best Practices 
According to Processor magazine, “In establishing a pragmatic password policy, the first step 
is balancing risk, compliance, and usability needs, followed by education and enforcement.” 
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TECHMinutes 

As a business owner, you’re constantly moving around. At 
the same time, you’re expected to keep in touch with your 
base of operations, respond to employee and client inquir-
ies, and many more mission-critical tasks that require the 
use of remote technology solutions. Unfortunately, public 
WiFi hotspots are known to be cesspools of online filth, 
where a secure connection is nothing but a dream. One 
way to correct this issue is with a Virtual Private Network 
(VPN). 
 
What is a VPN? 

To put it simply, a VPN is a network that only authorized personnel can access. This helps 
keep the transfer of data private, meaning that VPNs are especially useful for connecting to 
confidential enterprise data. This is generally done through encryption hardware or soft-
ware, which entails encoding and decoding information as it’s sent or received. 
 
How Does It Work? 
VPNs basically keep your data safe while it’s being sent and received from your corporate 
infrastructure, but how does this work? Gizmodo describes the process which a VPN tends 
to use in more detail: 
 
“Because VPNs use a combination of dedicated connections and encryption protocols to 
generate virtual P2P connections, even if snoopers did manage to siphon off some of the 
transmitted data, they'd be unable to access it on account of the encryption. What's more, 
VPNs allow individuals to spoof their physical location—the user's actual IP address is re-

(Continued on page 3) 

What a Firewall Does (and 
Doesn’t) Keep Out of Your 
Network 

One of the 
most vital parts 
of your 
network 
security is a 
firewall. This is 

generally your first line of 
defense against the myriad of 
threats that can be found while 
online, and are instrumental to 
comprehensive network security.  

Passwords May Be “Ineffective,” But They’re Still Necessary 

Read the Rest Online! 

http://bit.ly/1dG4A1c 



isn’t something you want to experience 
first-hand, as the fallout from the Sony 
hack so painfully showed us. 
 
Instead, you should prioritize making 
sure that hackers can’t get into your 
network in the first place. A Unified 
Threat Management (UTM) solution is 
capable of such a feat. Armed with a 
firewall, antivirus, spam blocking, and 
content filtering solution, you’ll have 
little to fear from both internal and ex-
ternal threats. Still, it never hurts to be 
prepared for the worst. 
 
Always take precaution when dealing 
with passwords, especially if they pro-
tect sensitive information. For more se-
curity advice and to establish two-factor 
authentication, our UTM, or more, con-
tact us at (617) 375-9100. 

This means that it’s the responsibility of 
you, the business owner, to make sure 
that everyone is exercising precaution 
and following strict security standards 
for their passwords. The usernames 
aren’t so important, so long as they 
aren’t “admin,” or other similar common 
denotations. 
 
Passwords should include many different 
types of characters, including symbols, 
numbers, lower-case, and upper-case 
letters. You should avoid using whole 
words whenever possible, and strive to 
make them as difficult to replicate as 
you can; and whatever you do, do NOT 
use your Social Security number or birth-
day. Taking these preventative measures 
will decrease the chances of hackers 
accessing accounts without permission. 
 
Integrate Two-Factor Authentication 
Two-factor authentication is growing in 
popularity, and it’s easy to see why. 

(Continued from page 1) These measures add an extra layer of 
security to your online accounts, which 
require an external credential in order to 
crack. This could be your mobile device, 
or it could be a set of credentials 
emailed to you or sent via SMS. Regard-
less, this adds another step to a hacker’s 
process which often requires them to 
have physical access to your mobile de-
vice, which could discourage them. Cel-
era Networks can help your business set 
up a two-factor authentication system 
that can help your business achieve opti-
mal security. 
 
On the Server-Side, Use Strong Network 
Security Practices 
We all remember how technology super-
giant Sony got hacked a few months 
back. Sony foolishly labeled the folder 
which held their passwords, 
“passwords.” This meant that, once 
hackers got into their infrastructure, 
they knew exactly where to look to steal 
passwords from the lax company. This 
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stations, you have the ability to 
switch to thin clients. These devices 
are much more energy-efficient and 
don’t require the heavy-duty hard-
ware that an ordinary workstation 
would. The IT administrator has the 
ability to allocate resources 
equivelant to the needs of an indi-
vidual machine, allowing for more 
versatility and control than an ordi-
nary PC. 

 Virtual desktops can be used re-
motely: Another great capability of 
virtual desktops is that they can be 
used remotely, as well as within the 
office, provided their devices have 
been approved. This lets them gain 
access to the same desktop and 
applications they would have if they 
were in the office. This is especially 
helpful if you have workers across 
the country, or on business trips. 

 Simple integration and upgrade 
procedures: While the configura-

(Continued on page 4) 

Anything that 
makes your busi-
ness more mo-
bile is a good 
thing, right? This 
is one of the 
main goals of 
virtualization 

services. These separate the software 
from the hardware it’s installed on, al-
lowing it to be isolated and installed on a 
virtual machine where it can be accessed 
as an individual instance. Many business-
es are finding success in their workplace 
by taking advantage of desktop virtual-
ization services. 
 
According to Processor magazine, 
“virtualized desktop infrastructure (VDI) 
technologies give IT administrators more 
control over their infrastructure and in 
turn help IT teams deliver operating sys-
tems and applications to end users in 
new ways.” This means that virtualiza-
tion has the ability to help your business 

simplify its infrastructure and make it 
more efficient. In other words, a virtual-
ized desktop system can help your busi-
ness push above and beyond its current 
expectations. 

There are several benefits that your 
business can reap from a virtualized 
desktop infrastructure: 
 

 Consolidate your infrastructure: 
Limiting the amount of physical 
hardware your business needs to 
run can be one of the best benefits 
that virtualization offers. Rather 
than running many different work-

Improve Business Operations with Virtual Desktops 
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"Let’s go invent tomorrow instead of worrying about what happened yesterday."  
- Steve Jobs 

“Virtualized desktop infrastructure 

(VDI) technologies give IT 

administrators more control over their 

infrastructure and in turn help IT teams 

deliver operating systems and 

applications to end users in new ways.”  
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Can You Spot an Article Written By a Robot? 

skilled, professional IT technicians at 
Celera Networks have the knowledge 
required to equip your organization with 
powerful, flexible VPN solutions de-
signed to help you keep a secure con-
nection to your company’s data infra-
structure while you’re on the go. Give us 
a call at (617) 375-9100 to learn more. 

placed by the VPN provider—allowing 
them to bypass content filters.” 
 
In essence, the most secure way to ac-
cess any information online is through a 
VPN. Not only is your data hidden from 
view, but even your physical location is 
obfuscated from any prying eyes. 
 
Why Should You Use a VPN? 
The reasoning is clear. When you’re out 
and about, or working remotely from an 

(Continued from page 1) airport, train station - anywhere, really - 
you can’t afford to use sketchy WiFi sig-
nals that may be teeming with hackers, 
waiting to jump your data while it’s in 
transit. Putting your data at risk is the 
same as putting the future of your busi-
ness at risk. 
 
You don’t have time to worry about cor-
rupt WiFi networks when work needs to 
get done. Additionally, integrating a cor-
porate VPN solution can be challenging if 
you’re unfamiliar with the territory. The 
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When your web-
site has content 
or makes chang-
es to its existing 
content, it can 
be of great bene-
fit to your busi-
ness’s marketing 

endeavors. In fact, it’s so important that 
innovators and programmers have built 
software that’s designed to perform the 
act of content writing. In other words, 
there are robots that compose web con-
tent. How does the writing of a robot 
hold up to that which is written by a hu-
man? 
 
According to Slate, many organizations, 
like The Associated Press, Edmunds, and 
Yahoo, have turned to automation pro-
cesses for producing content. This 
means that it’s grown common enough 
to invade the reading habits of the aver-
age consumer. Thankfully, for the time 
being, humans still have the upper hand 
in the art of content writing due to a 
number of reasons, including the ability 
to think critically and behave like a hu-
man being. 
 
So, how can you tell if a robot has 
written an article? It’s usually pretty sim-
ple; if the text doesn’t appear to have a 
grasp of the underlying concerns of a 
piece of writing, or it has a shocking lack 
of emotional investment, it’s safe to say 
that a robot probably wrote it (or some-

one with no personality wrote it, which 
is also a possibility). Humans are able to 
instill some sense of emotion into their 
writing, which is a clear one-up on com-
puters, despite their impressive plethora 
of other advanced capabilities. 
 
In contrast, a computer performs a vast-
ly different role when it comes to pro-
ducing content. With the power to pro-
cess data and generate it quickly, they 
are, if nothing else, efficient. Despite this 
advantage, it’s unlikely that content pro-
duced by computers can have the same 
characteristics as that which is produced 
by humans. 
 
Robotic Writing: The Benefits 
Despite the significant sacrifice that ro-
bots make concerning human emotional 
attachment, there are some benefits 
that a computer holds over human writ-
ers. Computers, due to the speed at 
which they operate, are capable of push-
ing out text much faster than any human 
writer. This can be helpful for reporting 
on boring, cut-and-dry topics that hu-
man writers might find difficult (or at the 
very least, monotonous) to write about. 
 
Additionally, once the software has been 
built and installed, it’s relatively simple 
to keep running. Basically, it is a machine 
equipped with software, so as long as 
these are maintained, the operating 
costs of using a robotic writer is more 
efficient than accounting for breaks, sick 

days, and the all-important salary. Basi-
cally, robotic writers are good for writing 
articles that humans don’t want to write, 
and the kind of articles that readers… 
well, don’t want to read. 
 
Humanity’s Counteroffensive 
In response to the computer threat, hu-
manity has the enduring hope of ideals, 
feelings, opinions, and the human mind-
set in general. The machine isn’t able to 
understand the text on a fundamental 
level. It might be able to interpret it, but 
it can’t be emotionally invested in it the 
way that humans can. They have no pri-
or experience to recollect and reflect 
upon; hence, their inability to create 
interesting and relevant articles. 
 
What it comes down to for humanity is 
our ability to call upon past knowledge 
and use it to add something of value to 
the text. Computers lack the ability to 
use shared experience to connect to the 
audience, which puts the relatability of 
the text on the line. 
 
While computers and humanity might 
differ in their approaches to the writing 
of content, they can work together to 
produce both dull, boring content, and 
text which can connect to the audience 
and engage them. Be sure to let us... 
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bility to Celera Networks, we 
can make sure that your virtual 
machines are kept up to date 
and functioning properly. Just 
give us a call at (617) 375-9100 
to learn more. 
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Improve Business Operations with Virtual Desktops 

Tech Fun Fact 

The S-100 is a data bus 

commonly used in early 

microcomputers. 

tion of a virtual desktop 
solution can be tricky to 
implement in the begin-
ning, these complications 
are nothing compared to 
the ease of upgrading later 
on. Instead of applying 
patches and updates to 
multiple different ma-
chines, the network admin-

(Continued from page 2) istrator can dispatch up-
dates to multiple virtual 
machines at once. 

 
Setting up a virtualized desktop 
infrastructure doesn’t have to 
be painful. Contacting a man-
aged IT service provider is your 
best shot at making sure that 
virtualization happens smooth-
ly. By outsourcing this responsi-

 Take care of your cooling 
equipment. If your cool-
ing machines fail, it’s the 
same as allowing your 
servers to overheat. 
Therefore, the upkeep of 
your cooling system is of 
the utmost importance. Is 
the overall atmosphere 
damp? Is dust accumu-
lating on your fan blades? 
Set up routine mainte-
nance procedures and 
stick to them to avoid sur-
prises, like a failing cooling 
system. 

Be sure to allocate enough 
assets from your budget. Air-
conditioning can be a costly 
expense. Even having fans run-
ning constantly can add a hefty 
addition to your electric bill. 
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If you host 
your own 
servers in-
house, or in 
an off-site 
data center, 

you know all about the frustra-
tions of keeping your hardware 
up to date and healthy. This 
also includes keeping your serv-
ers from overheating. These 
mission-critical pieces of hard-
ware are known to produce 
incredulous amounts of heat, 
and keeping them cool only 
gets more challenging during 
hot, sticky summer months. 
 
When a server overheats, it can 
have unexpected (or, well, ob-
vious) results. Too much heat 
can fry your server’s hardware, 
effectively disabling it and pos-
sibly ruining it for good. This is 
obviously not a good thing, and 
it can happen when you least 
expect it. Therefore, it’s im-

portant that you always have a 
way in which to keep it cool 
and under control. 
 
Here are three cooling factors 
you should consider when 
hosting your own server in-
house: 
 

 Keep your servers in a 
temperature-controlled 
climate. Basically, you 
should store your servers 
somewhere where you can 
easily control the tempera-
ture. There are cooling 
racks specifically designed 
for such a task, but many 
SMBs simply resort to clos-
ets with air-conditioning. 
However, if your server 
room consists of a closet 
with fans blowing directly 
on your hardware, you 
might want to consider a 
cooler solution. 

When it’s Hot Outside, Your Servers Are Burning Up Inside 


