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How Does the Cloud Affect Your

Networking Strategy?
Technology
changes
constantly, and
as such it can
be difficult to
change and

adapt to new trends in the
industry. Cloud services are
making the implementation of
scalable solutions somewhat
easier, but often times...
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About Celera Networks

We are a technology consulting
firm specializing in technology
implementation and management
for businesses. We're known for
providing big-business, Enterprise-
Level IT services to small and
medium-sized businesses.

Visit us online at:
newsletter.celeranetworks.com
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On behalf of everyone at Celera Networks, we'd like to thank you for making this such a
wonderful year, and we look forward to many more opportunities in the years to come. We
truly appreciate you and your business. Sending the warmest of holiday wishes from our
family to yours.

3 Vendor Scenarios You Can Do Without

Vendors can be a hassle. You need their product or service
to keep the gears of business turning, but sometimes, hav-
ing to deal with vendors can be way too time-consuming.
This is where our vendor management service comes in.

With Celera Networks on your side, we can handle all tech-
nology vendors for you so that you don’t have to. This is
what it looks like to have a “single point of contact” for any
and all of your technology-related needs. Image not having
to deal with these three common technology vendor
annoyances.

Vendor Acquisitions

The speed of business moves rapidly. Sometimes a vendor will go completely go out of busi-
ness, requiring you to find a new supplier. Other times, a vendor might get acquired by an-
other company and your account will get mishandled in the transition. At the end of the day,
you don’t much care who bought out who and which company folded up; all you care about
is keeping your business supplied with working hardware and supported software.

Instead of having to be bothered by business moves that are outside of your control, let us
coordinate your accounts to find you new, trustworthy vendors that best suit your needs.

Drama with Your Vendor Account Manager
Have you ever dealt with a vendor point of contact that just happens to rub you the wrong
way? Maybe they have a poor attitude, or maybe you’ve had a major disagreement with
them in the past over-billing. Then there are some companies which seem to have a revolv-
ing door when it comes to their point of contact, which means that you’ve got to explain the
particulars of your business to a new account manager way too often than you should
have to.

(Continued on page 3)
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"Man is still the most extraordinary computer of all."

- John F. Kennedy

2 Important Networking Trends You Must Consider

One some-
times-
frustrating
aspect about
computer net-
working comes
from the al-
ways-changing
nature of technology. For example, let’s
say that you have your network perfect-
ly set up with everything running
smoothly, then comes along some new-
fangled IT trend or mission-critical tech-
nology workflow that requires you to
change everything. You can’t prevent
this from happening, but you can stay
on top of the latest IT trends so that
you’re not caught off guard.

To that end, here are two IT trends that
will cause you to make some major
changes to your company’s network.

Mobility (BYOD)

Business today is going mobile as work-
ers utilize their personal devices for
work purposes. Many companies are
adapting to this trend and providing

their staff with mobile devices so they
can get work done more efficiently.
Providing devices for your staff takes
away the worry that’s inherent from the
security risks of BYOD (bring your own
device). In fact, in a recent IT survey by
Forrester Research, “65 percent of re-
spondents said they plan to expand their
enterprise mobility services to meet
their business priorities.”

What this means for your business is
that you’re going to have to accommo-
date this trend, or else have your net-
work be overwhelmed by mobile devic-
es. One of the challenges of BYOD is that
it opens the door to twice as many ac-
cess points that all need to be managed
and secured. Plus, you’re going to need
to increase your network’s bandwidth,
or else experience some major lag issues
when the number of mobile devices ac-
cessing company files inevitably doubles.

Unified Communication and
Collaboration

What you’re sure to run into as you con-
tinue to do business in the modern age is

5 Tips to Consider for Your IT Budget

Think in the
Long Term
When planning
outyour IT
budget, it’s
important to
consider both
short-term and
long-term investments that you’ll be
making for the sake of your business.
The fact that so many services, like cloud
computing, are being turned into opera-
tional expenses, is placing an emphasis
on a model based around affordable
payments rather than heavy up-front
costs. It’s important to consider how
these costs will affect your budget, espe-
cially over the long-term.

Invest in Training Your Staff
There’s far too little investment in ensur-
ing that employees understand the ben-

efits of the latest technology solu-

tions. What good are the latest IT solu-
tions if your staff has no clue how to use
them? By properly training your team on
how to take advantage of this technolo-
gy, you're essentially providing them
with skills necessary to make their work-
flow easier and more convenient. This
helps them get the most out of their
technology and maximize the amount of
work they’re able to perform.

Carefully Consider Storage Options
Your organization shouldn’t just be tak-
ing advantage of one centralized storage
system for its data. Instead, you want to
have multiple avenues where your data
can be stored. One of the primary rea-
sons for this is because you need to
make sure that your data won’t be
wiped out in one fell swoop (redundancy
is crucial). Another reason for this is to
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more companies and clients requesting
meetings via video conferencing and
other digital collaboration tools. Net-
workComputing explains:

Communications and collaboration solu-
tions now allow businesses to assemble
the best people to do a job, regardless of
their location. Information sharing be-
tween companies — in organizational
settings; between suppliers, vendors and
clients; or for special projects — has also
become the norm.

If your business isn’t equipped with
these tools, then you're going to miss
out on potential sales and networking
opportunities, as well as a powerful way
to streamline internal communications
with your team. Equipping your network
with a solution like Voice over Internet
Protocol will give you the modern com-
munication capabilities that you need,
without crippling your current...
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optimize your organization's access to its
critical data. For this purpose, cloud
computing can be exceptionally helpful,
for both data storage and data backup
solutions.

Account for Anticipated Software/
Hardware Upgrades

Unexpected hardware failure can be a
pain to deal with, especially if your budg-
et hasn’t taken these issues into ac-
count. Not only are hardware failure and
software issues hard to predict, but
they’re also expensive to replace. Your
budget should always have assets allo-
cated toward mitigating and replacing
technology that’s critical to the success
of your business.
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3 Vendor Scenarios You Can Do Without

(Continued from page 1)

Celera Networks can relieve this vendor
drama by working with technology ven-
dors on your behalf. One way that we do
this is by taking the time to learn the
intricacies of your business and what
your needs are, which effectively makes
us a liaison for your company’s technolo-
gy needs.

When You Experience Problems with
Mission-Critical Technology Services
When you experience a problem with a
mission-critical technology service like
your Internet connection or cloud
hosting service, it’s on you to drop eve-

rything and call the vendor to get the
situation resolved. TechRepublic offers
this scenario which you may have
experienced:

You consign a major system to a cloud-
based vendor because the vendor has a
reputation for being reliable and best in
class—then the vendor has a failure that
puts all your users offline and has a dire
impact on [your] company's business.

When dealing with nightmare scenarios
such as this, you’re going to want a pro-
fessional on the phone representing you.
You need someone in your corner that’s
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knowledgeable enough about technolo-
gy to resolve the issue as quickly as pos-
sible. At Celera Networks, we deal with
technology service vendors all the time
and we know what it takes to get your
company back online.

Alternatively, you could handle of these
frustrating vendor issues on your own,
but why would you if you don’t have to?
Call us today at (617) 375-9100 to have
us be your single point of contact for all
ofy

The Most Dangerous Threats to Your Business Could Be Internal

Most of the
time, when it
comes to cy-
bersecurity,
L | businesses

) | 4 tend to focus

lv U primarily on
external

threats rather than those that might be
lurking in the shadows of their internal
operations. Believe it or not, the most
dangerous entities out there could very
well be working for you, right under your
nose.

What Constitutes an Inside Threat?
While there are a number of entities
that can threaten your business, many of
them come from within. Included are
previous workers who might not have
left on the best terms, current employ-
ees who could be engaging in corporate
espionage, or even unknowing end-users
who might have allowed external hack-
ers to compromise your network infra-
structure.

e Irate former employees: Some em-
ployees will quietly pack their things
and be on their way without saying
a word. Others will make a big fuss
and leave in a flurry of rage. It’s the
latter that you have to worry about,
simply because they could lose their
head and leak any information, like

passwords and whatnot, to the web.
Or, if they’re feeling particularly
sneaky, they might attempt sabo-
tage themselves.

e  Suspicious co-workers: If there’s
some behind-the-scenes action go-
ing on in your business, you might
suspect that someone internally is
behind it. Issues like stealing equip-
ment, devices, or even data, can
arise for a variety of reasons. How-
ever, it’s most likely for personal
gain, like monetary compensation or
to assist themselves with other en-
deavors outside of your business.

e End-user error: Unlike the previous
two examples, workers who have
made mistakes and cost the compa-
ny its data security or worse don’t
necessarily do so on purpose. This
can often be seen by the spear
phishing hacker, who will target
unsuspecting employees and coerce
information out of them with phish-
ing scams.

How You Can Protect Your Business
In order to ensure that your business
follows a policy that mitigates insider
threats, be sure to follow this action
plan:

e Integrate an office security system:
While this might seem like a far-
fetched idea, it’s a very common

occurrence in the small business
environment. Organizations just like
yours take advantage of security
systems to ensure that nobody is
breaking into the building, trespass-
ing where they aren’t supposed to,
or taking part in any sketchy activity.

e  Monitor and maintain your access
logs: If you’re concerned that there
might be some suspicious activity on
your network, you should integrate
a comprehensive monitoring solu-
tion, complete with access logs that
can tell you who accessed the net-
work, from where, and when. This
helps to keep only approved users
from accessing the network.

o  Perform exit interviews: When
someone leaves your business, you
should implement a thorough pro-
cess to distinguish whether they
own company devices or data, and
respond to any concerns you or they
might have about their departure. It
also gives you a chance to address
problems before they become seri-
ous issues later on. If someone is
fired for seemingly no reason, they
will grow bitter, and if they have
sensitive information, it’s perfectly
reasonable to assume that they...
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1 Million Websites Not Using the Latest Security Protocol Soon to Be at Risk

It’s natural
to replace
older tech-
nologies
with better,
more recent
models. However, the future
isn’t looking too bright for the
world’s most common website
encryption method, SHA1,
which will soon be replaced by
a more secure protocol. Pretty
soon, browsers and devices
may have some difficulty read-
ing the latest security certifi-
cates, which could cause quite
a problem if it’s not remedied.

We're all familiar with the web
encryption used by many sites
out there: Google, Gmail, Face-
book, Twitter, Microsoft, and
so many more, all take ad-
vantage of HTTPS in order to
provide a more secure web
browsing experience. HTTPS is
a signifier that the websites are
using SHA1, which ZDNet de-
scribes as “the cryptographic
hashing algorithm that’s been
at the heart of the web’s secu-
rity for a decade.” In other
words, it’s thanks to this tech-
nology that the everyday user
can safely use services with
certainty that the web page
hasn’t been tampered with by
hackers, who might be trying
to skim websites for sensitive
data.
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Ordinarily, moving to a more
powerful security algorithm
wouldn’t be a big deal. Howev-
er, the issue at hand comes
from users who don’t have
technology that’s capable of
reading these new security
certificates. Though the num-
ber of those affected is rela-
tively small compared to the
total number of technology
users, there are plenty of peo-
ple out there who will be put
at risk because they can’t pro-
cess the new SHA2 security
protocol certificates. Thankful-
ly, however, most websites
that utilize security certificates
are already taking advantage
of the SHA2 encryption. As
reported by ZDNet, “about 24
percent of SSL-encrypted web-
sites still use SHA1 -- or, about
1 million websites.”

This is a great step in the right
direction, and the situation is
improving every day. By the
end of the year, it could reach
as low as 10 percent, meaning
that the likelihood that users
will encounter a SHA1 site is
extraordinarily low. Similarly,
according to ZDNet, most users
are using the most recent ver-
sions of their browsers and OS
software anyway:

“For most people, there's
nothing to worry about. The
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majority are already using the
latest Chrome or Firefox
browser, the latest operating
system, or the newest
smartphone with the latest
software, which are compati-
ble with the old SHA1-hashed
websites and the newer SHA2-
hashed websites. But many,
particularly those in develop-
ing nations, who are running
older software, devices, and
even "dumbphones," the can-
dy-bar cellphones that have
basic mobile internet, will face
a brick wall, because their de-
vices aren't up-to-date enough
to even know what SHA2 is.”

Basically, what it comes down
to is ensuring that your busi-
ness’s devices are always up to
date with the latest patches
and security updates. If your
operating systems and all of
your software are using the
latest version, the chances that
you’ll run into one of these
issues is exceptionally low. The
easiest way to make sure that
all of your technology is up-to-
date is by taking advantage of
Celera Networks’ remote mon-
itoring and maintenance solu-
tion, which can make this
daunting task much more man-
ageable by handling...
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We partner with
businesses in many
different vertical
markets throughout the
New England area. The
Celera team is focused
on customer service
and we strive to
eliminate IT issues
before they cause
expensive downtime.

Our goal is for our
clients to continue to
focus on what's most
important - their
business.

Our dedicated staff is
known for going the
extra mile and doing
what it takes for our
clients to be successful
with their technology
investments.

Your firm's success is
our success.

Tech Fun Fact
Mosaic was the first
popular web browser,
which was released in
1993.

SWITCHING TO AUTOMATED /
PELIVERY PRONES WAS
THE BEST IPEA I
HAD ALL YEAR!




