
Security Problems That Shape the Way Businesses View Cybersecurity in 2015 

How much thought have you honestly put into your busi-
ness’s data recovery procedure? It’s likely that you, like 
many other businesses out there, are taking a minimalist 
approach with both your data backup and disaster recov-
ery. It’s not that you aren’t aware that they’re a good thing; 
you might just feel that you don’t need it because you feel 
hackers have no reason to compromise your data. Unfortu-
nately, that’s what hackers are counting on: complacency. 
 
One of the many reasons your business needs a data recov-
ery solution in place is data theft from hackers. If this oc-

curs, you won’t be able to access mission-critical information that’s necessary for operations. 
That’s not mentioning the compliance problems you’ll find yourself in shortly following the 
breach, especially if sensitive customer information was stolen. 
 
Naturally, the first thing you want to do in the event of a data theft is consult your current 
backup and recovery solution. However, you might be distraught if the recovery process is 
long, and you might run into complications if your data backups are out-of-date. While this is 
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TECHMinutes 

So far, 2015 has been relatively calm compared to the hack
-fest that was 2014. However, we’re only halfway through 
the year, and there’s still plenty of time for hackers to 
make short work of networks. Remember, all it takes is a 
single mistake to expose your business’s network to a host 
of different threats. Understanding what these threats are 
and how to handle them is of the utmost importance. 
 
Calyptix Security explains in-depth how some of these 
threats will react to the measures taken by even the most 
cautious businesses. 

 
Phishing Emails Often Pose as Your IT Department 
Hackers are thinking logically when it comes to phishing scams, and who better to imperson-
ate than your trusted IT department? They realize that you’ll turn to them for help, and that 
you might willingly give away credentials to your IT department in order to access your infra-
structure to perform “maintenance” or “resolve a critical issue.” If you feel your IT depart-
ment shouldn’t be privy to certain information they are requesting, or if you receive suspi-
cious emails from them concerning the integrity of your network, reach out to them via the 
phone number you have on record, rather than the one which might be in the email you’ve 
received. 
 
Hackers Won’t Need Your Card to Scam You 
Believe it or not, card-not-present (CNP) fraud is the real deal, and growing more common. 
According to Verizon’s 2015 PCI compliance report, payment fraud due to lost or stolen 
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Find Out What the Word “Hack” 
and Medieval Horses Have In 
Common 

In today’s 
society, we 
throw the 
word “hack,” 
around without 
a second 

thought. This is especially true in 
the realm of cyber security for 
businesses. Have you ever taken 
a moment to think about why 
the term “hacker” was chosen... 

How Fast Can Your Business Recover from a Data Breach? 

Read the Rest Online! 

http://bit.ly/1K5Yenn 



Furthermore, the BDR solution enables 
rapid data recovery, which helps your 
business get back on its feet following a 
data breach. It does this by acting as 
your server in the event of a data breach 
or hardware failure. Your data is re-
stored to the device, which temporarily 
resolves your downtime issues while you 
decide on a fix for your server woes. 
 
For more information about how your 
business can protect itself from data 
theft and loss, give Celera Networks a 
call at (617) 375-9100. 

vastly superior to losing all of your data 
permanently, you want to recover as 
much data as possible in order to mini-
mize your overall losses. 
 
Furthermore, if your business has no 
discernible data backup and disaster 
recovery plan in place, you stand to lose 
everything in an instant. You should nev-
er underestimate the value of your busi-
ness’s data. A company normally holds 
onto financial information of clients, 
Social Security numbers of employees, 
and other sensitive information which 
can be very lucrative to hackers when 
sold on the Black Market. This is more 

(Continued from page 1) than enough reason for a hacker to try 
to access your network. 
 
When your business’s network faces a 
data breach, you need a lifeline to hold 
onto. This is what Celera Networks’s 
Backup and Disaster Recovery (BDR) 
solution accomplishes. In terms of recov-
ery speed, you won’t find a better reso-
lution for your business’s troubles. The 
BDR takes continuous snapshots of your 
data throughout the day, then sends 
them to an external data center for se-
cure storage until they’re needed. This 
means that your data is always up to 
date, which minimizes data loss in the 
event of a disaster. 
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How Fast Can Your Business Recover from a Data Breach? 

 Greater Control: As previously 
mentioned, you’re in control when 
you decide to integrate a private 
cloud solution. This means that 
you’re in charge of hosting and 
maintaining your cloud server. This 
might not sound like a benefit, but 
beneath the surface, you have 
greater access to data and admin 
settings than you would if you were 
using the public cloud. 

 Customization: Many cloud vendors 
will give you several options for 
hosting on a public cloud, but when 
you host your own cloud server, you 
can integrate it your way. Choose 
which applications your team has 
access to, how much drive space is 
available for each of them, and of 
course, how much you want to in-
vest into it. 

 
If you’re not sure whether a private 
cloud is right for you, there’s always the 
choice of going with a hybrid cloud solu-
tion. This combines the ease of use and 
reliability of the public cloud, with the 
security and control of a private cloud. 
Just give us a call at (617) 375-9100... 

 

Businesses are 
embracing the 
cloud model as 
the accepted 
form of compu-
ting, but some 
are finding that 
they want more 

control over their data. When you use a 
public cloud, you’re relinquishing some 
control so that you don’t have to deal 
with network security and hosting. If 
you’re serious about protecting your 
data and maintaining the infrastructure 
yourself, there are several benefits of 
operating your own private cloud infra-
structure. 
 
Of course, you need to ask yourself if the 
private cloud is the right computing solu-
tion for your business. It largely depends 
on how much control and responsibility 
you want placed on your shoulders. 
Businesses who prefer a hands-off ap-
proach to their technology will find that 
the public cloud is better suited to their 
needs, while those who want to have 
more control over their data will opt for 
the private cloud. 
 
You don’t want to jump into a private 

cloud project without knowing what 
you’re getting yourself into. There are 
many factors that need to be considered 
before switching from a public to a pri-
vate cloud, including new software, 
hardware, and network restraints. At the 
very least, your private cloud will need a 
virtual machine with a network that can 
back it up, as well as cloud computing 
software to distribute your applications 
and data throughout your infrastructure. 
 
Here are three primary benefits of inte-
grating a private cloud computing solu-
tion to your business model: 
 

 Enhanced Security Possibilities: 
Security is always an important goal 
to shoot for when integrating a 
cloud solution, but when you’re 
looking to integrate a private cloud 
infrastructure, it’s essential. Normal-
ly, the cloud service’s provider 
would handle the security measures 
in a public cloud setting; but in the 
case of the private cloud, it’s up to 
the business to protect their data. 
This can be both a positive and neg-
ative aspect of the private cloud, as 
it presents the ability to either ig-
nore or augment your cloud’s secu-
rity with external solutions. 

3 Ways Your Business Can Benefit from a Private Cloud Solution 

Share this Article! 

http://bit.ly/1IYlLba 

"The great growling engine of change. Technology."  
- Alvin Toffler 

Read the Rest Online! 

http://bit.ly/1IYlGEs 
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If Only Managed IT Service Extended to Your Car 

Home Depot, have been hacked over the 
past year, and this trend will only contin-
ue in 2015. In fact, not too long ago, the 
IRS was hacked in an event which al-
lowed hackers to access tax information 
for over 100,000 taxpayers. Businesses 
that take advantage of POS (point-of-
sale) systems like cash registers and card 
readers will need to emphasize security 
and make it a top priority. Otherwise, 
you could face fines for allowing... 

cards is decreasing, while fraud stem-
ming from CNP situations only grows 
more prevalent. 
 
See the graph online: http://

bit.ly/1IYlVzd 

 
These statistics reflect a shift in the man-
ner through which hackers steal infor-
mation (at least, in Canada it does). This 
change in tactics likely reflects hackers’ 
adaptation to the increase in card  
security. 
 

(Continued from page 1) VPNs Are Being Targeted 
Some VPNs can be cracked if the hacker 
has access to sophisticated tools. One 
way this happens is when you use a VPN 
that only requires a username and pass-
word, rather than a more secure one 
which also uses two-factor authentica-
tion. It’s recommended that you always 
use two-factor authentication, especially 
when accessing corporate data through 
a mobile device. 
 
Retail and Financial Hacks Are Growing 
More Common 
Many big-box stores, like Target and 

Security Problems That Shape the Way Businesses View Cybersecurity in 2015 

Read the Rest Online! 
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Fact: Every piece 
of equipment 
requires mainte-
nance on some 
level. The more 
intricate the 
equipment, the 
more mainte-

nance that's required. For enterprise-
level computer networking equipment, 
maintenance can be outsourced and 
done remotely. Wouldn't it be great if 
this kind of service was available to oth-
er pieces of equipment that you use eve-
ry day? 
 
For example, consider your vehicle. It's 
an expensive machine that needs con-
stant maintenance. Unless you happen 
to be a skilled mechanic, most consum-
ers approach vehicle maintenance with a 
break-fix approach; when the car breaks 
down, it’s taken to the shop for a fix. As 
you may well know, this break-fix ap-
proach leads to hefty, unexpected repair 
bills, and of course, breakdowns happen 
at the worst possible times. 
 
Generally speaking, the reason why 
maintenance is performed applies to 
both cars and computers; it keeps the 
equipment in tip-top shape. A piece of 
machinery in excellent condition will 
operate at maximum efficiency and will  
 

have far fewer breakdowns. On the  
contrary, by skipping out on mainte-
nances, the probability of a major break-
down increases dramatically. 
 
Therefore, if maintenance is the way to 
prevent such breakdowns, the next 
question to ask is, "How much mainte-
nance must be done in order to circum-
vent these expensive repair jobs?" An-
swer: The more regular maintenance 
you can perform, the more reliable your 
equipment will be. 
 
If we apply this principle to cars, we 
quickly see that there's a limitation to 
the amount of maintenance one can 
possibly perform. For example, cars can't 
be worked on while they're cruising 
down the highway, and it's not like you 
can change the engine oil while you're 
sleeping. But what if you could? 
 
This is the idea behind managed IT ser-
vice from Celera Networks. We provide 
your company's IT network with 24/7 
remote monitoring, and we're able to 
jump into action and remotely take care 
of an issue as soon as its spotted. This is 
in addition to performing regularly-
scheduled maintenances, like installing 
security patches and upgrading soft-
ware. This managed approach prevents 
issues from becoming problems that 

turn into expensive breakdowns. As far 
as maintenance goes, this level of equip-
ment care is unprecedented. 
 
Think what it would look like if your car 
received managed maintenance service 
that included 24/7 oversight. In order to 
pull this off, a licensed mechanic would 
have to show up at your home and work 
on your car while you sleep. Despite the 
fact that power tools would keep you 
from getting a good night's rest, your car 
would be working at optimal efficiency 
for your morning commute. And here’s 
the best part; you would never again 
have to worry about your car breaking 
down! 
 
Additionally, when you're driving down 
the highway in a car that has managed 
maintenance service, the car would be 
uplinked to your mechanic's computer. 
This would allow him to monitor the 
vehicle's performance, and even make 
adjustments to the car's settings so that 
it gets maximum power and fuel econo-
my. 
 
Obviously, a managed-car maintenance 
service like this is too good to be true. 
However, what makes managed... 

Read the Rest Online! 

http://bit.ly/1IYlR2F 
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Tech Fun Fact 

IBM was originally named 

The Computing-

Tabulating-Recording 

Company 

 Make sure that the place 
you're storing the drive is 
truly climate controlled. 
While data degradation 
isn’t a problem in a cli-
mate-controlled environ-
ment, it is known to hap-
pen in environments that 
are subject to the ele-
ments, like extreme tem-
peratures and high levels 
of humidity. Therefore, 
when boxing up a drive, 
think about the environ-
ment of your storage situ-
ation for the next five-to-
ten years, or more. For 
example, if a location has 
its AC or heat turned off 
during certain portions of 
the year, then you should 
scout out a more con-
sistent location. 

 

 Make additional copies of 
the data to be stored in a 
second location. One dis-
advantage of keeping a 
hard drive stored away in 
one location is that you’re 
at risk of losing the data if 
a disaster like a fire or 
flood were to. Or, what 
about an overzealous 
spring cleaning mishap... 

Read the Rest Online! 

http://bit.ly/1IYlBR9 

What’s the 
best way to 
preserve 
your im-
portant files 
for years to 

come? Questions like this are 
being asked more frequently in 
our data-driven society. Here 
are some best practices when it 
comes to long-term data stor-
age. 
 
Let’s say that you’ve got a hard 
drive full of pictures that are 
valuable enough to hold on to, 
but not worth storing on your 
primary computer. One com-
mon solution is to transfer the 
files to an external hard drive, 
or leave them on the hard drive 
of the old computer when it 
comes time to upgrade to a 
new one. These drives can then 
be stored away in a climate-
controlled environment so that 
it’s available for future use. 
For the average consumer, a 
data storage system like this 
creates a closet full of beige 
computers. Perhaps this de-
scribes your current data stor-
age system, with each comput-
er being referred to by the cor-
responding period of your life, 
like “my wedding computer,” 
“my college computer,” “my 
Disney vacation computer,”  
etc. To be sure, this is a highly  
 

inconvenient and cluttered way 
to store data for the long term, 
but is it bad for the data? 
 
The issue in question is known 
as data degradation. When it 
comes to storing hard disc 
drives, research has shown that 
data degradation isn’t an issue, 
so long as the drive is stored in 
a climate-controlled environ-
ment. In the IT world, storing 
powered-down hard drives in a 
climate-controlled environ-
ment is called “cold storage.” 
Even though it seems like a 
boxed-up hard drive would be 
perfectly fine, there are a few 
things to consider in order to 
ensure that your data will be 
available for when you need it. 
 

 Power on your hard drive 
every few years. While 
your drive’s data is unlikely 
to “leak away,” a hard disc 
drive that’s stored for sev-
eral years runs the risk of 
having the oil around its 
ball bearings drying out. 
An HDD without oil will 
produce a nice crunching 
sound when turned on, 
aka, a hard drive crash. By 
taking time to power on a 
hard drive every few years 
or so, the ball bearings will 
remain lubed up enough to 
prevent this problem. 

 

How to Properly Store a Hard Drive 


