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Can Your Firewall Protect You

From 304 Million Different Kinds

of Malware?
Small and
medium-sized
businesses
continue to
have problems
shoring up their

cyber security. Even with the
latest solutions, like antivirus and
firewalls, they still need to be
wary of impending attacks. New...
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Making Technology Work for You

Let Us Coordinate All of Your Technology Vendors So You
Don’t Have To!

When it comes to technology, it’s often difficult to under-
5y stand how every bit of it fits into a complete IT infrastruc-
ture. In fact, if you were to ask your staff to communicate
with your technology vendors, would they know how to
do so? Understanding where your technology comes from,
namely your vendors, is an important part of streamlining
your business’s operations.

The typical business relies on several vendors and the
products they distribute, all in order to keep operations
moving forward at a respectable pace. However, organiza-
tions that don’t know how to approach their vendors, or aren’t invested in achieving the
most profitable relationship with them as possible, will find themselves and their budget
limited. Knowing which vendors your business can benefit from is only the first step to
success. In order to fully leverage the goods and services rendered from multiple different
vendors, communicating with them is essential. This is where vendor management services,
like those that Celera Networks offers, excel.

What is Vendor Management?
When we talk about vendor management, we’re talking about a third party who is
(Continued on page 3)

Why You Should Encrypt ALL of Your Data, Not Just Your
Customers’

Businesses today are responsible for keeping the data in
’ ( their care safe from hackers. There are two kinds of data

‘4 y; that a business must protect: the information of their

A

customers, and their own data (eg. company policies and

employee information). Which of the two do you think the
average business does a better job of protecting?

Surprisingly, studies show that companies invest more
into protecting the data of their customers than they do
their own data. InformationWeek summarizes a survey
conducted by Vanson Bourne:

Nearly one-third of companies and organizations with 100-to-2,000 employees in the US,
Canada, India, Australia, Japan, and Malaysia, say they don't regularly encrypt their employ-
ees' bank information, and 43 percent don't always encrypt human resources files. Nearly
half say they don't routinely encrypt employee health information.

It’s rather shocking that so many businesses will leave such sensitive information unencrypt-
ed, meaning that, if a hacker (or a nosy person) were to get their hands on it, they would be
able to easily read it. Encrypted data is essentially worthless to a hacker; without having the
encryption key, the data will appear like a bunch of jumbled letters and numbers. For many
businesses, the financial services used automatically encrypts customer data. However,
regarding their own data (like employee health information), it’s the employer’s job to make
sure it’s encrypted; which, let’s face it, is something on the proverbial to-do list that’s easy
to let fall through the cracks.

(Continued on page 2)
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— Maya Angelou

“You can’t use up creativity. The more you use, the more you have.”
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Here’'s Why BDR is WAY Better Than Backing Up Your Data With Tape

Data backup,
regardless of its
form, is a critical
component of
any modern IT
infrastructure. If
you’re not using
data backup or
disaster recovery, your business could be
risking crippling data loss. Even if your
infrastructure is protected from typical
threats like viruses and malware, these
security solutions aren’t going to prevent
a devastating hardware failure.

In other words, it doesn’t matter what
your current state of data backup is; the
fact remains that you need to have some
sort of contingency plan put into place in
the event of a data loss disaster. Business-
es that are incapable of recovering after
losing data tend to be out of business
within the next year, so it’s your job as
the business owner to ensure that not
only your own livelihood is secured, but
your employees’, too.

Granted, this doesn’t mean that all data
backup practices are considered equal.
Most organizations currently use tape
backup, which is far from an ideal backup
solution. Here’s why tape backup is

considered an antiquated backup
system, and how BDR can replace and
even surpass it.

The State of Tape Backup

Tape backup may have been useful in
the past, but it’s quickly grown out of
style in the business environment. The
primary reason that tape is inefficient
for a backup solution is due to it being a
manual process that’s prone to user
error. If an employee forgets to set the
tape, then that’s a whole day’s worth of
data that could be lost. Furthermore,
tape backups are extremely resource-
intensive and are generally performed
after hours to avoid downtime. This
means that tape backups can only be
performed once a day, at the most. To
top it all off, restoring from a tape is
cumbersome. Depending on how much
data your business has, it could take
anywhere from hours to days to restore
your data.

The Benefits of BDR

Compared to tape backup, a Backup
and Disaster Recovery (BDR) solution
provides several benefits that make it a
better choice for the continuity-minded
business owner. Here are three of the
benefits offered by a BDR solution:

e  Multiple backups per day: The
BDR’s snapshot backup technology
is capable of taking images of your
data as it appears at a specific time.
Any further backups taken of the
data will only take into account files
that have been changed, meaning
that backups are less intensive, and
more of them can happen through-
out the workday. These backups
are then sent to both the cloud for
quick deployment, and to a secure
off-site data center, where your
data can be accessed in your
desperate time of need.

e Rapid recovery speed: Thanks to
your data backups being stored in
the cloud, recovery can happen
quickly and efficiently. There is no
tape backup to deploy. It’s simply a
matter of receiving the data from
the cloud, and deploying it to your
infrastructure. You can experience
a data loss disaster, and be back in
business relatively quickly-- far
faster than any tape backup solution
can offer.

e Server virtualization: Best of all, the

BDR device can temporarily take...
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Why You Should Encrypt ALL of Your Data, Not Just Your Customers’

(Continued from page 1)

Marty Ward, Vice President of Product
Marketing at Sophos (sponsor of the
survey), told InformationWeek, “That
companies are prioritizing customer over
employee data is not surprising. But it

is surprising how much employee data

is exposed out there, and [that they are]
leaving intellectual property and financial
data unencrypted."”

Here are just some of the examples of
data related to your everyday business
operations that you should encrypt:

e  Employee bank account information.
e Employee social security numbers.

e Employee health records.

e Company intellectual property.

e Company financial data.
e Passwords to company accounts.

“...But it is surprising how
much employee data is
exposed out there, and

[that they are] leaving
intellectual property and
financial data unencrypted.”

If anything, companies should prioritize
in encrypting their own data because
there’s so much at stake. For example,
compared to a customer’s credit card
(which the credit card companies can
cancel any charges that are deemed to
be fraudulent), stolen Social Security

numbers and employee bank account
information can lead to major losses for
victims that are irreversible.

The good news here is that encryption
services are becoming increasingly easier
to implement, which is why most of the
organizations from the report said they
have plans to encrypt their own sensitive
data within the next one-to-two years.
Do you have protections in place like
data encryption that will ensure your
company’s sensitive information is as
safe as it can be? Give Celera Networks a
call at (617) 375-9100 and don’t take any
chances with the important information
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(Continued from page 1)

responsible for anything vendor-related
within your business. This could be any-
thing from hardware and software pro-
curement to communicating with tech
support on a client’s behalf. Vendor
management allows this third party to
act as a single point of contact for your
business, so you don’t have to contact
every vendor individually.

The Benefits of Vendor Management
Vendor management might seem
impersonal on your part, but we assure
you that it’s the best way to approach
your company’s technology. Here are
three of the most useful benefits that
your business can reap from vendor
management:

e Single point of contact: If your
business takes advantage of

multiple solutions from several
different vendors, you realize that
communicating with so many
different companies can be both
time-consuming and annoying. By
taking advantage of vendor manage-
ment, you only have to contact one
party.

e No more annoying product
support: Let’s face it; dealing with
vendor tech support all of the time
can be outright annoying and
infuriating, especially if you're
working with people who are just
plain impossible to communicate
with. By having a third party handle
all communications with a vendor,
you know that whenever you need
assistance, it will come from the
friendly professionals at Celera
Networks.

e Stay informed about pricing or

services rendered: Some vendors
will change their prices or service
offerings based on the demand for
their services. This can break your
budget if you’re not aware of the
latest changes in their policies. By
outsourcing your vendor manage-
ment, a third party keeps tabs on
what’s happening with a vendor,
so you always get the best return
on investment for your payments.

In the end, vendor management services
are designed to make your life easier
through outsourcing responsibilities
you don’t have time for to professionals
whose sole duty is to assist your
business. For more information about
vendor management, give Celera
Networks a call at (617) 375-9100.
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Outsourcing IT Helps Businesses Maximize Their Return on Investment

You started
your business
because you
have a particu-
lar skill set.
This is what
allows you to

— continue doing
busmess as usual. However, this also
means that there are some topics that
you might not understand completely.
This is why you hire employees from
diverse backgrounds, and it’s one reason
that you should consider outsourcing
what you can to professionals in specific
fields.

In particular, outsourcing IT is a great
way to reduce your overall amount of
frustration towards technology, as well
as decrease costs associated with
managing it. There are immeasurable
benefits and infinite possibilities that
come alongside outsourced IT, and it’s
all to help you manage your technology
in the most profitable way possible.

The Benefits
The most immediate benefit that your

business can reap from outsourcing
your IT management to a third party is
the relief that comes from knowing
your technology is in good hands. Pro-
fessional technicians like those at Celera
Networks have years of experience
maintaining and implementing new
technology solutions, and they’re privy
to tricks of the trade. You can know
with confidence that the folks handling
your IT know how to keep it running at
maximum operational efficiency.

Another fantastic benefit of outsourced
IT comes from saving money in the long
run. Instead of paying immense up-front
costs for your technology, outsourcing
your IT allows you to make monthly
payments for the same services and
products. Doing so allows you to de-
crease your capital expenses and shift IT
management to an operating expense.

The Possibilities

With outsourced IT, you can transform

most aspects of your organization into

an “as a service” offering, allowing you
to not only remove the burden of man-
aging technology off of your team’s

shoulders but also allowing for immedi-
ate cost savings. Are you having a hard
time with server management, email
hosting, cloud and virtualization
services, or even implementing a data
backup and disaster recovery solution?
All of this can be done “as a service,”
which helps your business remain
competitive and flexible.

Furthermore, the traditional break-fix
IT model can be completely left behind.
You won’t have to worry about your
technology breaking down on you and,
in turn, breaking your budget. Out-
sourced IT solutions are proactive and
managed, meaning that they aim to
resolve issues before they become
expensive problems.

If your business is ready and willing to
break away from the traditional break-fix
IT model, our trusted technicians are
here and ready to help you do so! To
learn more about how managed IT can
benefit your business, contact Celera

Networks at (617) 375-9100.
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Use Android to Get Gmail Functionality for Your Non-Gmail Email

Account

Gmail is a
great email
client, but
not every-
one uses

it as their
primary method of email
communication. Some might
prefer Microsoft Outlook, or
they might still be using Yahoo
Mail. Even if Google wants you
to be using their email service,
they know that they can’t win
them all. For those who want
the experience of Gmail with-
out switching providers, you
can now do so on the Gmail
app for Android.

In other words, you can add
your non-Gmail email address
(Outlook or Yahoo) to the
Android Gmail app. This will
provide you with all of the
benefits of a Gmail account,
without the Gmail address.

Gmailify is currently only for
Android devices, but it could
be useful nonetheless;
especially if, say, your office
uses an Outlook-based email
system, but you want to view
it in a Gmail-based inbox.

According to Google, you can
reap the following benefits:

e  Gmail's spam protection
e Automatically sorting

Celera Networks

11 Elkins Street

Suite 330

Boston, Massachusetts 02127
Voice: (617) 375-9100

Visit us online at:

newsletter.celeranetworks.com

email based on type
(Social, Updates,
Promotions)
e  Faster search, with
advanced search operators
Travel and hotel
reservations appearing
automatically in
Google Now
e All your mail in one place.
e  Better mail notifications on
mobile

In order to use the Gmail app
for your non-Gmail accounts,
you need to link the accounts
to the Gmail app. Open up the
menu in the top-left corner
and tap Settings. Next, tap the
non-Gmail account that you
want to add. Finally, select Link
account. This allows you to
view your email inbox in the
Gmail app for Android.

“This will provide you
with all of the
benefits of a Gmail

account, without the
Gmail address.”

Another neat function is that
your emails will also appear in
your web-based Gmail account,
so even if you don’t have
Android, it might be worth it to

take advantage of the other
features provided by Gmail.
Of course, Gmail wouldn’t be
offering these services if they
didn’t have some sort of
reason to do so. According to
ITProPortal, Google has an
ulterior motive to providing
Gmail features to non-Gmail
users:

This way [Google] gets to scan
your messages and get its
hands on your data which,
understandably, you may not
be too keen on. If you prefer
the look of your existing email
app, then you probably won’t
be in a rush to start using the
Gmail app either.

Either way, Gmailify is an
interesting way to change the
way that your email inbox
looks, and might prove useful
to some users. Have you tried
out Gmailify, or are you willing
to try it out? Or, do you think
that the data scanning practice
is a little too much? Let us
know in the comments.

For more great technology tips
and tricks, subscribe to Celera
Networks’s blog.
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We partner with
businesses in many
different vertical
markets throughout
the New England
area. The Celera
team is focused on
customer service and
we strive to eliminate
IT issues before they
cause expensive
downtime.

Our goal is for our
clients to continue to

focus on what's most
important - their
business.

Our dedicated staff is
known for going the
extra mile and doing
what it takes for our
clients to be
successful with their
technology
investments.

Your firm's success is
our success.

Tech Fun Fact

The radio took 38 years to

reach a market audience
of 50 million.
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TO PROTECT OUR NETWORK, ALL
PASSWORDS NEED TO HAVE AT
LEAST 32 CHARACTERS, A 6-DIGI
PRIME NUMBER, & YOUR MOM'S
SNICKERDOODLE RECIPE,




