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That Fake 

App Just 

Stole Your 

ID 

R 
yan loved tweaking photos 
on his Android phone.   
 

He’d heard rave reviews 
from his friends with iPhones about 
Prisma, a new iOS app for image 
editing. So when he heard Prisma 
would soon be released for Android, 
he logged in to the Google Play 
Store to see if it was there yet. 
 

To his surprise, he found one that 
looked just like what his friends 
were describing. Delighted, he 
downloaded and started using it. 
Meanwhile, the app—a fake—was 
busy installing a Trojan horse on his 
phone. 
 

When he got to work the next day, 
he logged his phone into the 
company network as usual. The 
malware jumped from his phone to 
the network. Yet no one knew. Not 
yet, but that was about to change… 
Now, this isn’t necessarily a true 
story (at least, not one we’ve heard 
of—yet…), but it absolutely could 
have been. And similar situations 

are unfolding as you read this. Yes, 
possibly even at your company… 
 

Fake apps exploded onto iTunes and 
Google Play last November, just in 
time for holiday shopping. Apple 
“cleaned up” iTunes in an effort to 
quell users’ concerns, but hackers 
still find workarounds. 
Unfortunately, these fake apps pose 
a real threat to the security of your 
network. Especially if your company 
has anything but the strictest BYOD 
(bring your own device) policies in 
place. And the more your network’s 
users socialize and shop on their 
smartphones, the greater the risk of 
a damaging breach on your network. 
 
Fake apps look just like real apps. 
They masquerade as apps from 
legitimate merchants of all stripes, 
from retail chains like Dollar Tree 
and Footlocker, to luxury purveyors 
such as Jimmy Choo and Christian 
Dior. Some of the more malicious 
apps give criminals access to 
confidential information on the 
victim’s device. Worse yet, they may 

Inside This Month’s 

Newsletter... 

 That Fake App Just 
Stole Your ID 

 Help Us Out & Get a 
$100 Visa Gift Card! 

 Shiny New Gadget 
Of the Month 

 Smart Closing 
Technique, #2 

 Cyber Security Stats 
for 2016 

 Win a $250 Gift Card! 

February 2017 

continued on page 2 

Our Mission: To build a 
community of successful minded 

entrepreneurs that inspires 
excellence, encourages 

collaboration and expands the 
capacity of all members to 

achieve great things.  

This monthly 
publication provided 

courtesy of  
Bill Hinson, President 
Creative Consultants 

Group, Inc. 

http://www.getccg.com


CCG’s Tech Chronicle February 2017 

install a Trojan horse on that device 
that can infect your company’s 
network next time the user logs in. 
 

So what can you do? 
First, keep yourself from being 
fooled. Anyone can easily be tricked 
unless you know what to look 
for. Take the 
following advice to 
heart and share it 
with your team: 
 

Beware of Fake 
Apps! 
 

In case you weren’t 
aware, one of the 
latest and most dangerous Internet 
scams is fake apps. Scammers create 
apps that look and behave like a real 
app from a legitimate store. These 
fake apps can infect your phone or 
tablet and steal confidential 
information, including bank account 
and credit card details. They may 
also secretly install on your device 
malicious code that can spread, 
including to your company network. 

 

Take a moment and reflect on these 
five tips before downloading any 
app: 

 

1. When in doubt, check it 
out. Ask other users before 

downloading it. Visit the 
store’s main website to see 
if it’s mentioned there. Find 
out from customer support 
if it’s the real McCoy. 

2. If you do decide to 
download an app, first 

check reviews. 
Apps with few 
reviews or bad 
reviews are 
throwing down a 
red flag.  
3. Never, EVER 
click a link in an e
-mail to 
download an 

app. Get it from the 
retailer’s website, or from 
iTunes or Google Play. 

4. Offer as little of your 
information as possible if 
you decide to use an app. 

5. Think twice before linking 
your credit card to any app. 

Most importantly, get professional 
help to keep your network safe. It 
really is a jungle out there. New 
cyberscams, malware and other 
types of network security threats are 
cropping up every day. You have 
more important things to do than to 
try and keep up with them all.  

The Most “Bullet-Proof” Way To 
Keep Your Network Safe: 
Let’s not let your company become 
yet another statistic, hemorrhaging 
cash as a result of a destructive 
cyber-attack. Call me TODAY at 
(843)234-9980, or e-mail me at 
info@getccg.com, and let’s make 
sure your systems are safe. I’ll 
provide you with a Cyber Security 
Risk Assessment to check for and 
safeguard against any points of 
entry for an attack. This service is 
*FREE, but DO NOT RISK 
WAITING: contact me NOW before 
the next scam puts your network at 
risk. 
 

*Offer valid to qualified prospects with 10 or 

more computers and a minimum of 1 server. 
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“Fake apps can infect 

your phone or tablet 

and steal 

confidential 

information.” 

We love having you as a customer and, quite honestly, wish we had more like you! So instead 

of just wishing, we’ve decided to hold a special “refer a friend” event during the month of 

February. 
 

Simply refer any company with 10 or more computers to our 

office to receive a FREE Computer Network Assessment (a $497 

value). Once we’ve completed our initial appointment with your 

referral, we’ll rush YOU a $100 Visa gift card as a thank you (or 

donate $100 to your favorite charity … your choice!). Simply call 

us at (843)234-9980 or email us at info@getccg.com with your 

referral’s name and contact information today! 

Help Us Out And We’ll Give You A $100 Visa Gift Card For Your Trouble  

mailto:info@getccg.com
http://www.getccg.com
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Shiny New Gadget 

Of The Month: 
Smart Closing Technique, Step 2 

Let’s say you’re closing a deal and 
you’ve already taken the first step: 
you’ve summarized the client’s underlying 
need… 

Now you’re ready for Step 2: Say what 
you plan to do. 

Describe exactly what you’ll do to 
help the client successfully satisfy their 
underlying need. Even smart people 
worry about putting themselves out 
there by offering a plan. They worry 
that someone may disagree with them. 
They worry about proposing a plan 
that doesn’t work. That’s why many 
advisors stay “safely vague” rather 
than offering a specific plan.  

But being vague doesn’t help leaders 
solve some of their biggest problems. 
You have to have the courage to 
propose a plan. For example: “I have 
some ideas about how you can achieve 
your goals. Want to hear them?” 

“Yes!” (the client says, while taking 
out a notebook and a pen). 

“There are five parts to what I think 
you need to do, in this order. They are 
designed to increase your power score, 
starting with priorities, who is on your 
team and relationships. First, there is 
no way you are going to be able to 
take the company in a whole new 
strategic direction without the board’s 
support.” 

“That’s true.” 

“So first we have to articulate your 
vision and your priorities on paper, 
with goals and strategy and budget 
implications, and then get the board’s 
support.” 

“Right, it’s going to change our 
budget, so rather than let the board nix 
it this fall, I should get out in front of 
this and get their support from the 
beginning.” 

“Second, you seem to have questions 
about the capabilities of many of the 
key leaders in the US, Europe and in 
your Asia region. It would be helpful 
to assess your team, to have a clear 
view of who is going to fit in the new 
organization, and who is not a fit.” 

“Yes, that would be helpful—to have 
an X-ray of the org chart and figure 
out who needs to go where to align 
with the new strategy.” 

“Third, fourth and fifth will be all 
about culture change. Change the 
incentives. Change the meeting 
cadences of what metrics are tracked 
and discussed—who meets when to 
discuss what. And what some of our 
most successful clients have done in 
situations like this is design 
workshops—like a roadshow—for you 
and key leaders to educate and train 
the next two levels on what you expect 
from them, and why, in the new world 
order. This gets the troops aligned 
behind your new vision.” 

“Wow! Yes, yes and yes.” 

“And even if you do all of that, I only 
give it a 70% chance you will fully 
actualize your goal within three 
years—in the market and culturally. 
Still, that’s a lot better than the 5% 
chance you give yourself today.” 

“I’d take 70% over 5%.” 

Now that you’ve stated your plan, you 
are in a much better position to close 
the deal. 
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Mevo Puts You In 

The Director’s 

Chair 

Chairman & Founder of ghSMART, Geoff Smart is co-author, with his colleague 
Randy Street, of the New York Times bestselling book Who: The A Method for Hiring 
and the author of the #1 Wall Street Journal bestseller Leadocracy: Hiring More Great 
Leaders (Like You) into Government. Geoff co-created the Topgrading brand of talent 
management. Geoff is the Founder of two 501c3 not-for-profit organizations. 
SMARTKids Leadership Program™ pro-vides 10 years of leadership tutoring and The 
Leaders Initiative™ seeks to deploy society’s greatest leaders into government. Geoff 
earned a B.A. in Economics with Honors from North-western University, an M.A., and 
a Ph.D. in Psychology from Claremont Graduate University. 
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As cyber attacks continue to rise, businesses large and small need to stay one step ahead with IT services that keep them 
protected no matter what. What once were minor nuisances have now become advanced threats that can actually put you out 
of business. In fact, these cyber attack statistics will prove to you that you need managed services from a technology provider 
to remain safe and competitive. 
 
The Numbers 
Small businesses are not at risk of being attacked, but worse, they’ve already fallen victim to cyber threats. According to Small 
Business Trends, 55 percent of survey respondents say their companies have experienced cyber attack sometime between 
2015 and 2016. Not only that, 50 percent reported they have experienced data breaches with customer and employee 
information during that time, too. The aftermath of these incidents? These companies spent an average of $879,582 to fix the 
damages done to their IT assets and recover their data. To make matters worse, disruption to their daily operations cost an 
average of $955,429. 
 
The attacks 
So what types of attack did these businesses experience? The order from most to least common are as follows: Web-based 
attacks, phishing, general malware, SQL injection, stolen devices, denial of services, advanced malware, malicious insider, cross
-site scripting, ransomware and others. 
 
Why managed services? 
Managed services is the most effective prevention and protection from these malicious threats. They include a full range of 
proactive IT support that focuses on advanced security such as around the clock monitoring, data encryption and backup, real-
time threat prevention and elimination, network and firewall protection and more. 
 
Not only that, but because managed services are designed to identify weak spots in your IT infrastructure and fix them, you’ll 
enjoy other benefits including faster network performance, business continuity and disaster recovery as well as minimal 
downtime. One of the best things about managed services is the fact that you get a dedicated team of IT professionals ready to 
assist with any technology problems you might have. This is much more effective and budget-friendly than having an in-house 
personnel handling all your IT issues. 
 
Being proactive when it comes to cyber security is the only way to protect what you’ve worked hard to built. If you’d like to 
know more about how managed services can benefit your business, just give us a call at (843)234-9980, we’re sure we can 
help. 
 
Published with permission from TechAdvisory.org. Source. 
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Statistics For Cyber Security During 2016 

 

 

The Grand Prize Winner of last month’s Trivia Challenge Quiz is Leah Rodriguez from South Atlantic Bank! Leah’s 

name was randomly chosen among those that correctly answered my quiz question from last month:  Named by 

the Romans, the month of January was named after the Roman god Janus. Janus is the god of _____? The 

answer was b) Beginnings.   Now, for February’s trivia question: 

 

TRIVIA: Which band was featured on the Ed Sullivan show on February 9th, 1964? 

a) The Beatles     b) Elvis Presley   c) The Rolling Stones   d) The Who                                                                        
 

Who Else Wants To Win A $250 Gift Card? 
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