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Would you leave the front door of your 

business wide open every night? Of 

course you wouldn’t. When nobody’s at 

the office, you’ve got to protect your 

assets, usually behind locked doors, a 

complex security system and often 

even a network of CCTV cameras. There 

are procedures in place in case a thief 

ever wriggles their way into your 

facilities. And you’ve got insurance if 

the worst ever happens. 

But what about your digital assets? 

According to a report from Kroll, digital 

theft of small businesses overtook 

physical theft in 2017, for the first time 

ever. As surprising as it may seem, 

today your business is more likely to be 

penetrated by hackers than for a 

disgruntled ex-employee to boost a few 

PCs in the dead of night. 

Despite this, data shows that the vast 

majority of small businesses are 

seriously underprepared for cyber-

attacks. The 2018 Verizon Data Breach 

Investigations Report states that a full 

58% of malware strikes were on small 

businesses over the last 12 months, a 

number that continues to climb. The 

average cost of these attacks has 

climbed in turn, now exceeding $1 

million between efforts to recover data 

and restore daily business operations. 

Yet, according to a 2016 survey by the 

National Center for the Middle Market, 

less than half of midsize US businesses 

have an up-to-date strategy to address 

cyber security concerns and almost a 

third have no plan at all. 

In effect, business owners are leaving 

their digital front doors unlocked, 

complete with a neon sign saying “Rob 
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Do you spend hours obsessing 

about the inner workings of 

DNS-layer security, intrusion 

prevention systems, and data 
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measures?  
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me!” flickering above. While it’s easy to assume you’re 

safe from the kinds of large-scale digital breaches you read 

about in the news every week, that false sense of security 

will eventually come back to haunt you. With more than 

half of small businesses targeted for digital attacks every 

year, it’s practically inevitable that you’ll end up in the 

crosshairs of cybercriminals. Without the proper security 

measures in place, that $1 million bill is going to hit your 

desk one day, and it may even shutter your business for 

good. 

Luckily, with even a modicum of proper, proactive 

stewardship of your digital assets, you can turn that open 

door into a bank vault in no time. First, start with your 

employees. A full 51% of data breaches occur due to the 

negligence of hapless team members, according to 

CompTIA. Establish comprehensive security policies, lay 

them down in crystal-clear print and have your employees 

sign off on them. Build a thorough education program to 

school your employees on the risks and signs of digital 

crime. Topics should range from “How to spot a phishing e

-mail” to the proper construction of company passwords. 

While your employees are learning the ins and outs of 

basic cyber 

security, invest in 

multilayered 

protections for 

your network. 

This must go 

beyond a simple, 

free antivirus, and 

should include 

platforms to keep all your patches up-to-date, security 

measures seamlessly integrated with company e-mail and, 

preferably, the watchful eye of a managed services 

provider. If you’re not a professional, it’s easy to miss 

security holes that would be glaring to criminals, even if 

you do your research. Better to get the experts involved 

and keep them patching those holes as they arise rather 

than risk missing something that flips your company belly-

up down the road. 

Thousands upon thousands of other small-business 

owners are leaving their digital door wide open day in, day 

out. As a result, cybercriminals have begun to consider 

companies like yours to be easy pickings, vulnerable fruit 

ripe for harvest. Don’t be one of the millions of businesses 

that succumb to cyber-attacks every year. Invest in 

adequate protection and give yourself the peace of mind 

you need to focus on what you do best: making money. 

Contact Creative Consultants at 843.234.9980 for a FREE 

Cybersecurity Assessment before December 31st*! 

*(Offer valid to qualified businesses with a minimum of 10 

users.) 
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For a FREE scan, visit www.getccg.com/darkweb/! 

“In effect, business owners 

are leaving their digital front 

doors unlocked, complete 

with a neon sign saying ‘Rob 

me!’ flickering above.” 
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Credentials For Sale 

On The Dark Web? 

 

Find out NOW with a 

FREE Dark Web Scan! 
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SHINY NEW GADGET THE MONTH 

When a product is advertised as “more than a pet-treat 

camera,” you know we are living in 2018. PetChatz HD 

PawCall is a two-way, interactive camera to connect you 
to your furry friends while you’re away from home. 

With a camera secured to the wall and a treat-motivated 

interface for dogs and cats to master, the device allows 

you to say a quick hello to your pets, see how they’re 
doing, and dispense treats or essential oils to calm them 

down and keep them happy. The device even lets you 

monitor your home for any intruders or problems that 

may arise during your pets’ home-alone time. A silent 
mode enables you to 

observe your pet in 

their natural habitat, 

while a two-way “chat” 
feature allows you to 

connect in real time. It’s 

the perfect gift for any 

pet enthusiast! 
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 PetChatz HD Pawcall: 

FaceTime With Your Dog! 

 
 

 

Years back, A1Care owner Percy Syddall upgraded his business with a state-of-the-art system for 

storing all the company’s records and customer data in a single place. The network was a massive 

boon to both his customers and employees. But when his entire organization found themselves locked 

out of the data by ransomware, with the hackers demanding a price too steep to pay, the company 

had to act fast. They learned how to respond to an attack the hard way. 

The first step was to evaluate the threat. They decided not to pay the ransom (which they couldn’t 

afford, anyway) and instead thoroughly documented the issue. Then, they got the authorities 

involved and alerted their customers about the breach. In the end, the attack cost thousands of 

dollars, but they weren’t about to let it happen to them again. They began 

looking for more powerful solutions that would prevent future attacks and 

started asking more pointed questions to determine exactly what vulnerabilities 

their system might have. Most importantly, they began to back up their files and 

trained their team to recognize threats before they became full-on crises. You live 

and learn.  

SmallBizTrends.com, 7/14/2018 

As the world has grown increasingly complex and 

consumers have come to expect access to everything 

they could ever want with the tap of a screen, choice 

overload has begun to set in. Most people assume 

that the more options they have, the happier they’ll 

be, but, as Barry Schwartz argues in The Paradox of 

Choice: Why More Is 

Less, research shows 

the exact opposite is 

true. In fact, by 

limiting the products 

we sell to buyers, we 

can reduce choice 

overload and greatly 

increase revenue. 

The Paradox of Choice 
By Barry Schwartz 

Top Tips You Can’t Afford To Miss From a CEO Who 

Survived a Ransomware Attack 

http://www.getccg.com/


 

CCG’s Tech Chronicle November 2018 

Get More Free Tips, Tools and Services At Our Web Site:  www.getccg.com  
(843) 234-9980 

Identifying opportunities in all areas of business is vital 
for growth, but one area that’s often overlooked is 
technology. Although it’s easy to adopt an “if it ain’t broke, 
don’t fix it” attitude with IT, conducting a regular 
technology business assessment is a must. 

What is a technology business assessment? 
A technology business assessment reveals the strengths 
and weaknesses of your company’s IT framework. It’s 
often performed by a third-party IT consultant who will 
give an objective assessment of your technology and 
provide recommendations to help meet your goals. If done 
properly, a technology business assessment allow you to: 

Save money 
Every review starts with a cost-benefit analysis to 
determine whether a solution you’ve implemented is 
worth the continued investment. If there are technologies 
costing you a fortune in management and maintenance 
fees, consultants will advise you to cut them from your 
budget. The best ones will even recommend cost-effective 
alternatives so you can do more with less. 

Increase productivity 
System-wide reviews of your IT infrastructure show you 
what processes are hindering operations and propose 
solutions that let you work faster and smarter. For 
example, if employees are mainly sharing files via email, 
consultants might suggest cloud collaboration platforms 
like Office 365 or G Suite that store data in a centralized 
location for seamless file sharing. 

Enhance security and compliance 
Technology business assessments also uncover security 

risks within your business. Consultants scan for missed 
patches, poorly configured networks, and other software 
vulnerabilities that make it easy for cybercriminals to 
hack your systems. 

They’ll then compile their findings to create a more robust 
defense strategy, usually one that involves implementing 
advanced solutions like intrusion prevention systems, file 
access restrictions, and patch management software. 

If you operate a business that’s subjected to data 
regulations like HIPAA or PCI-DSS, consultants will also 
pinpoint IT practices and solutions that are noncompliant 
and customize a strategy that ensures the privacy, 
integrity, and availability of your data. 

Implement technologies that fit 
Considering that new technologies are released at a 
breakneck pace, it’s important you pick the ones that 
make sense for your operation, its goals, and the bottom 
line. A Technology business assessment keep you up to 
date on the latest technology trends and gauge the impact 
of implementing them, so you can make informed 
decisions. 

Whether your goal is to increase profits, productivity, 
security, or all of the above, technology business 
assessments can put you on the right 
track. Our seasoned IT consultants 
can conduct these assessments for 
you and develop a strategy that gives 
you an edge over the competition. 
Just give us a call at 843.234.9980. 

Why A Technology Business Assessment Is Vital 

 

 

The Grand Prize Winner of last month’s Trivia 
Challenge Quiz is Isabelle MacKenzie of Marion 
County! Isabelle’s name was randomly chosen among 
those that correctly answered my quiz question from last 
month: What color jersey is worn by the winners of each 
stage of the Tour De France? The answer was b) yellow. 
 
Now, for November’s trivia question. Email your answer 
to: swoollums@creativeconsultants.net. 
 
Which president was the first to give a turkey a 
presidential pardon?  
 
a) John F. Kennedy b) Jimmy Carter  c) George Bush  d) 
Ronald Reagan 
 

CCG Monthly Trivia -Win $250 Gift Card! 
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