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Last autumn, businesses of all sizes received a stark reminder of what can
happen when a natural disaster strikes a highly populated, business-centric
region. Superstorm Sandy did enormous damage, leaving countless companies
without electricity for days and, in some cases, weeks.

Many of the businesses affected by the storm and its aftermath were small
companies, caught unprepared for the lengthy power outages and system
downtime. The result: inconvenienced customers and lost revenue.

Events such as Hurricane Sandy demonstrate why it’s so critical for small and
medium-sized businesses (SMBs) to have a business continuity (BC) and data
backup strategy in place. Given how much companies rely on systems and access
to information, an inability to quickly recover from a natural or man-made disaster
can lead to huge losses.

That means businesses need to plan not just for the big weather-related events
that generate headlines because of the large number of people they affect. Most
d2 e caused by human error, computer viruses, server crashes and

other factors.

So what can SMBs do to prepare for unexpected events that could bring down their
systems for long or short periods of time? For many, the answer is in the cloud.
More specifically, hybrid cloud services offer an ideal delivery mechanism for BC and
data backup capabilities.

This white paper describes why hybrid cloud computing makes sense, and how
it can help smaller businesses ensure that they have the resources in place to
keep operations going and customers satisfied, even when the unforeseen
happens.
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Cloud Is Good; Hybrid Is Better

In most cases, SMBs do not have the same level of IT resources as larger enterprises.
Oftentimes, they have to run their technology operations with limited staff and budgets.
But smaller businesses do have something in common with enterprises: a critical need
to protect technology resources and ensure that they can bounce back quickly from
an event that interrupts operations.

Business continuity and data backup provided via the cloud can reduce the
overall costs of protecting systems, relieving the financial burden on SMBs. Having
easily accessible, off-site systems on hand gives SMBs assurances that many basic
business operations can continue in the event that main servers go down due to
a power outage, flood or other scenarios at headquarters or the central data
center.

Improved virtualisation technology and the cloud have made remote data backup
and recovery a more feasible option for many businesses, with the virtualisation of
servers and workstations allowing for continuous uptime. The virtualised servers, or
virtual machines (VMs), are basically copies of servers or workstations that run on
the hardware of a cloud server, rather than on the hardware of the original
production machine.

The VM is booted from a production machine’s backup file that is housed in
cloud servers. Once it is booted, every aspect of the VM (including the operating
system, applications and files) will run exactly like the original machine did.

How Data is Secured in the Hybrid Cloud
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As Forrester Research noted in a recent report, there are clear financial implications
for using the cloud for BC, data backup and disaster recovery. “Today, cloud-based
[recovery] is poised to shake up legacy approaches and offer frustrated
infrastructure and operations professionals a great alternative,” Forrester reported.
“Instead of enterprises buying resources in case of a disaster, cloud computing and
its pay-per-use pricing model allows them to pay for long-term data storage while
only paying for servers if they have a need to spin them up for testing

or in the event of a disaster.”*

According to the firm, such an approach can reduce costs for companies while
allowing a faster time to recovery than what is possible with tape backup.

Within the cloud computing realm, hybrid models combining private and public cloud
deployment are particularly well suited for BC and data backup capabilities.

The reason for this is that building an internal private cloud and relying solely
on that for business continuity would be extremely expensive to implement
and maintain, and would also require skilled engineers to manage the
network. Public cloud services, on the other hand, are more affordable but
also present potential drawbacks, such as a lack of control over data center
resources, monthly fees and increased support costs.

With a hybrid cloud, parts of both cloud models are combined to create a single, unified
platform, so a company can own some local hardware that is integrated with resources
owned by a third party. Initial investments are low with hybrid clouds, and businesses
don’t need to own all of the essential pieces of the platform. There is no costly
maintenance, and power, cooling and physical maintenance costs are lower.

' “An Infrastructure and Operations Pro’s Guide to Cloud-Based Disaster Recovery Services,” Forrester Research, April 2012
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An Effective BC Solution

There are solutions available that enable SMBs to provide affordable BC and
data backup, so they can quickly and seamlessly gain access to critical data in
the midst of a business interruption, such as loss of power.

For example, 5nines by ATG offers 5nines Enterprise, the only product on the
market that provides instant on-site and off-site virtualisation, screenshot
verification of backups and business continuity from a single management interface.

When a company’s servers go down for any reason, 5nines can have systems
operating within seconds with Instant Virtualisation. The system safeguards against
data loss and costly downtime using an innovative technology that simplifies the
backup and recovery process.

By employing proprietary Inverse Chain Technology™, 5nines eliminates the
inherent inefficiency of traditional backup solutions. It takes data directly from a
server and converts it into VM readable files that can be booted instantly from
a Web interface, or by using any common hypervisor. This allows for instant
on-site and off-site recovery and can prevent businesses from having to
experience downtime in the event of a disaster.

With the 5nines system, the most recent backup image is always the base image. Since each
backup is a fully bootable VM, there’s no need for a conversion to occur before performing a

restore.

With no complicated rollup or restore processes, data is always available
immediately both on-site and off-site. Backups can be virtualized either locally on a
S5nines device or remotely, in 5nines by ATG's secure cloud. Even if a company’s local
5nines hardware is destroyed, 5nines can provide instant VMs from the cloud.

Snines by ATG solutions are designed around a hybrid cloud platform, the
most reliable and efficient way for users to back up their data securely and
ensure that it is recoverable, regardless of the reason for the downtime.
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