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Regional Snapshot




Overview of data regulation in Asia Pacific

South Korea: Personal Information
Protection Act 2011

China: NPC Decision on Strengthening the
Protection of Network Information (effective 28
Dec 2012); Amended Law of the PRC for

’b Protection of Rights and Interests of Consumers
(amendments effective 15 March 2014);
-’J Provisions of the Supreme People’s Court on
Several Issues concerning the Application of the

Rules regarding cases of the Infringement of
Personal Rights over Information Networks
(effective 10 October 2014)

Hong Kong: Personal Data (Privacy) Amendment
Ordinance (amendments in full effect from April
2013)

Thailand: Draft Personal Data Protection
Act pending the Cabinet’s approval

Taiwan: PDPA 2010 in effect from 1

Malaysia: PDPA 2010 (with effect from 15
October 2012

Nov 2013)

Vietnam: Provisions spread across the
Civil Code, the IT Law, the Penal Code and
the Telecommunications Law.

Singapore: Personal Data Protection Act, 2012

Australia:
Amendments came into effect in March 2014

Philippines:
o Data Privacy Act (August 2012)
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Regulations for Sensitive Data

 Distinction is made in some countries:

« Malaysia and Australia, for example - Australia has comprehensive

regulation of sensitive information and State Health Privacy legislation

* In some jurisdictions, health data would be considered “sensitive data”

and subject to certain additional protections

* No overarching definition of “sensitive data” in Thailand
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Data Protection: Current Thai Laws

» Currently — no consolidated law
* The Thai Constitution and general tort law apply

« Certain specific data protection laws target particular business sectors, e.g.
» The Credit Bureau Act B.E. 2545 (2002)

» The Noaotification of the National Telecommunications Commission Regarding Data
Privacy B.E. 2549 (2006)

« Certain specific data protection laws target particular types of data, e.g.
» The Child Protection Act B.E. 2546 (2003)

» The National Health Act B.E. 2550 (2007)
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Draft Personal Data
Protection Act (PDPA)
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The Draft Personal Data Protection Act
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The Draft Personal Data Protection Act

Extraterritorial applicability

Personal Data / Sensitive Personal Data

Notice

Consent and legal exceptions

Rights of data subjects

Cross-border transfer

Sanctions
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The Draft Personal Data Protection Act

Extraterritoriality: Compliance and data management issue

Data controller or processor

in Thailand ‘\ Data controller or processor
outside Thailand
v
&
! !E’{ﬂ

Collection, use, or disclosure of the

personal data of data subjects who are

in Thailand, regarding:

v’ offering of goods or services
(irrespective of payment); or

v" monitoring of their behaviour within
Thailand.
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The Draft Personal
Data Protection Act

Transition period: your game plan

= A shorter transition

period, from 1 year to 180 days.

= Personal data controllers may continue
to collect and use previously collected data

in accordance with original purposes.

= Must provide and publicize a procedure to allow

data subjects to easily revoke consent.

= Cross-border transfer and disclosure will be subject to the PDPA.
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The Draft Personal Data Protection Act

Cross-border transfer issue

« Data controllers can only transfer personal data to countries
1. that provide sufficient personal data protection standards and

2. that are in compliance with a cross-border data transfer guideline to

be later issued by the Data Protection Committee.
> Unless certain exceptions apply

(e.g. consent, performance of contract)
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The Draft Personal Data Protect

Act
Consent requirements

» General rule — consent, unless exceptions

apply
* Request for consent

« explicit

* objectives — not deceptive or misleading

* in writing or through electronic systems,

unless not possible by nature
 Consent not in compliance with the law is not
|
binding, and collection, use, or disclosure is not f‘_’."
/: 5

allowed.



The Draft Personal Data Protection Act

Sensitive Personal Data

®

Race and

Ethnicity
Political Religious or
Opinion Philosophical Beliefs
oS Hmmd
m P
Sexual Behavior Health Genetics

wwh 2

Criminal Record  Labor Union Membership Biometrics

or any other data as to be
prescribed by the Data
Protection Committee

4

Processing is prohibited unless
explicit consent is obtained

Narrow exceptions include:
* necessary to prevent harm to life,
body, or health
* necessary to comply with laws for
public interest in healthcare or labor
protection

Inappropriate processing subject to

heavier criminal penalties

17



The Draft Personal Data Protection Act

Notification requirements

The personal data controller shall notify the data subject before, or at the time of

collection about various items, e.g.
 the purposes of collection;
 the personal data that will be collected and the retention period,;

« the types of persons or organizations to which the personal data may be

disclosed,;
« the information about the personal data controller, contact place, and methods;

* rights of the data subject
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Data breach

Data controller - notify

breach without delay.

If the breach impacts a number of people

exceeding that prescribed in the

notification of the Committee, the breach
and remedies therefor must be notified

without delay.

Rules and procedures of the breach
notification: to be later announced by the

Committee.

Violatiors can be subject to civil liability

and administrative fines.

Data controller

notify
|
o060 o000 O
m M
0
Data subject Data subject +
Committee

** if exceeds the number
of people prescribed
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Response to data breach

v
v

Do understand legal requirements — who to notify?

Do implement procedures for annoucing data breach incidents,
apologies, and practical remedies to the public - to calm public anxiety
Do implement procedures to deal with accuracy of personal data,
access/correction requests, and complaints

Do implement procedures and processes to handle data subject’s
requests/complaints within an appropriate timeline

Do implement plans/resources to deal with a large number of data
subject’s requests/complaints at the same time, especially if the data

breach has affected data subjects on a large scale
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Key takeaways

= Conduct data mapping - 5Ws (who, what, where, when, why) and record your
data processing activities

= Reuvisit privacy policy/terms and conditions regarding personal data

=  Ensure processor/supplier contracts contain adequate provisions

= Prepare procedures to handle data subjects' requests when they exercise their
rights

= Implement measures/procedures to detect and provide notice of data breaches

= Name a Data Protection Officer/responsible person within the organization to
deal with data protection issues directly

=  Check whether cross-border transfer practices meet the requirements under
the PDPA

= Train employees on requirements under the PDPA

© 2018 Baker & McKenzie Ltd. 22 -






Baker
McKenzie.

Thank you
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Baker & McKenzie Limited

5th Floor and 21st—25th Floors, Abdulrahim Place
990 Rama IV Road, Bangkok 10500, Thailand
Tel: + 66 2 636 2000

Fax:+ 66 2 636 2111

www.bakermckenzie.com

Baker & McKenzie Ltd. is a member firm of Baker & McKenzie International, a global law firm with member law firms

around the world. In accordance with the common terminology used in professional service organizations, reference to a
"partner" means a person who is a partner, or equivalent, in such a law firm. Similarly, reference to an "office" means an
office of any such law firm. This may qualify as “Attorney Advertising” requiring notice in some jurisdictions. Prior results

do not guarantee a similar outcome.
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