
2-in-1 Solution: Backup and File Sharing
ShareSync combines file and folder backup with robust sharing features. 

Use one service and stop worrying about file backup while simplifying file 

sharing and collaboration.  
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Ransomeware Aware -  Keep Files Safe and Secure from Ransomeware 
Attacks - Files are locked and encrypted during transit and storage
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Share with recipients both 

inside and outside the 

organization.

Keep content secure and protected
Data is encrypted at-rest and in-transit and with an 

additional account-specific unique security key • Content

protection features guard against accidental deletion or 

version conflict • Permissions and access are strictly

controlled and easily amended at any time • ShareSync 

data on lost or stolen devices can be wiped remotely • 
Reliability is assured with a 99.999% financially backed SLA

Hybrid Cloud and Local Storage
A unique benefit of hybrid cloud is that it is highly customizable. For 
example, you can use a private cloud for the IT resources that need tighter 
security, while using a public cloud for those resources you want to be 
scalable. Save drive space with Selective Sync

Improve collaboration 

and mobility, keep 

content secure and 

protected

Sync files and folders across 
every device
Every file change automatically syncs to all ShareSync 

devices • Syncing happens automatically, behind the

scenes, the moment a file modification occurs •
Access files from desktops, laptops, smart-phones, 

tablets, and the web • Always up to date • Unlimited

versioning
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Security features of ShareSync
ShareSync’s data protection features enable business managers to:

 Assure compliance with security best practices

 Get full visibility over end-user activity with Audit Log and Admin File Management features

 Minimize potential downtime from data loss events with real-time backup and restore capabilities

 Utilize remote wipe capabilities in case of lost or stolen devices

 Keep content safe with at-rest and in-transit encryption

 Assure reliability with a 99.999% financially backed uptime guarantee

 Leverage enterprise-class datacenters with redundant storage clusters and connections to multiple Internet providers

 Protect content integrity with features that guard against accidental deletion or version conflict

 Keep content in the right hands with permissions and access that are strictly controlled and easily amended

Security Features
for ShareSync
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Encryption
ShareSync data is encrypted both when it’s at rest as well as 

when it’s in transit. At-rest data is encrypted with 256-bit AES 

encryption, while in-transit data is encrypted using 256-bit 

SSL/HTTPS encryption. Additionally, ShareSync generates a 

unique encryption key for every account, creating an even 

greater degree of protection through data isolation.

Recover from Ransomware Attack
ShareSync offers instant rollback and instant access, enabling 
users to keep working during a ransomware outbreak
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Password Protection
Each time a user activates a new ShareSync device or 

accesses ShareSync from the web, they must login using 

their username and password. ShareSync password policies 

are imported from Active Directory and utilize “strong” 

parameters, helping to eliminate the possibility that external 
parties will guess passwords.  

This Active Directory integration requires users to use the same 

password for ShareSync that they use for all their cloud services. 

Because there are no additional passwords to remember, it reduces 

the possibility that they will write their password down where others 

might see it. 

Security Features
for ShareSync
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Active Directory integration 

Integrated control panel to 
manage all cloud services 

Admin file management (man-
age content, shares, restores) 

Device management with 
remote wipe 

Audit log 

In-transit encryption 

At-rest encryption with unique 
account-level encryption key 

HIPAA compliance 

99.999% uptime SLA 
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