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wdanantnaia
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shatvainsai uaziszianaas Log

5(1) dszan u. fliusnisnsiaindescuuiasang aauiitaas (Access Service Provider)

ldayaduinasiiinNiinannnisianfivszuuiaiang

Active Directory, Domain Controller, Authentication
Server, VPN, Proxy Server, Internet Gateway,

1 . . v v P do4 -

(nuuvinadsznAnsEngIved A ANANUIN U, Aa2 (1)) DHCP,LDAP Server, au 9 MiAg2dadnunistingg
S¥UU

dayadumasifiauuaiasslriuinmsaavanadidnnsafing

2 |(e-mail servers) v v |Mail Server, Mail Gateway, SMTP Server
(nuuvinadsznnAnszngIve - MARUIN U. U3 2 (U))
dayadumadiiinainnislauuwiludayavuaiaslviusans

3 |Tauuduriaya v v |Public FTP Server, Public File Sharing
(wuuvinadsen@nsEnsIved - AMAKNUIN 2. 02 2 (A))
dayadumnadiiiauuiaiacglviusnnsiiu .

4 c N . v v |Public Web Access Log
(wuurinadsznanIENgIv - ANAKNUIN 2. Aa 2 (3))
dfiauavtayavuiazaznananimiieasuuialvg

5 . ® e v v |Usenet Web Access Log
(nuuvinadsznnAnsEngIvd - MAKUIN U, Ua 2 (]))

5 dayaniAnannsianaufuuuiaiaznadunadiiia v v Firewall Internet (Traffic)

(wuuinadsznANIENTIvNY - MAKNUIN 2. 262 2 (R))

Instant Messaging Server

5(2) Useian n. dayadumadifiauuiadasiliuimsiiusnenayananiateas (Content Service Provider)

dayasidlsyindiglaviatdayanaiusaszudllduznig
16 wraLaulseanda (User ID) 2agianaRuA1nsansnig

0 3wanen (Us e v v . i .

1 I LUUsEIdI1dusnNT (User ID) wasiagannune Application Log - User ID, Email
Awdnnsafinduaseldusas

2 |[fudindayanisidnldusng v v |Application Log - Date, Time, User ID
asdlelviuan1siiuuase (Web board) wialviusnisudan o , a

3 v ( ) N ( v v |Application Log - Post Date-Time, User ID au 9

Blog)tvitAutiayauaveilssne (Post) 2iaya
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5(2) Uszian a. glusnnsasvia (Digital Service Provider) ilafia3azinananiiinas viassuumaniieasiilugiuniouasnisivivinns

faya Log Mifinsiuiinliifaginnsuaindessuuadang
dosrufemnuuazdnalunisindeeiazing

(Access Logs Specific to Authentication and
Authorization Servers) 12u

- TACACS (Terminal Access Controller
Access-Control System)

- RADIUS (Remote Authentication Dial-In User
Service)

- DIAMETER (Used to Control Access to IP Routers
or Network Access Servers)

Application Log

dayatu warnarlunsinsazadiaiasriiinunldusans
waziasasliuznig
(Date and Time of Connection of Client to Server)

Application Log

dayalAtdudaisyudiauely (User ID)

Application Log

dayavinaaatadumasifinignivualy
Taaszuur{1viusns (Assigned IP Address)

Application Log

dayariuanfevinausaiizaniin
(Calling Line Identification)

Application Log

dayarunaaagadunasiiinuadiniananiitnas
wavildusnsidiansaagaasiinunlduinng
(IP Address of Client Connected to Server)

Application Log

dayasialsyandnldvtadayaianinsassydela
u3N156VR'Le wiataudszanadllausnis (User ID)
uarfiagaanunadid@nnsaiing wia gy dlendaadide
wavpldusng

Application Log

o o, o

ffuvindayanisinldusnisdivia

Application Log
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>
@

151U Ml lunsdaLiudayaasasmenanfitnasauAAKLIN 2. wavanulseaaaiuiievuasasilsenausie

n. dayatiurinmamsainisainldeulussuumanfiaieas (Event Logging) desiasfinnasnisasagaudifugua (Control) 2iayaasias
maauinaslszuuranfitnassusaliitayaAusndaya wianadaudayanistaduraselduinig daantiuaasszuy
AaNTIRasTITuindayamauiinaslile naazidaalasidusd mufanaiazasssuunaufiiinasuazdayasannaiumelauas
ravszuumaniiaas 4ol Muazduadef

dayaiannsasvudiaunadelaiusans (ID of Users)

User Name, User ID - (AD, PAM)

saasidaauasnslddayavasildusnislusyuy
AauwILeas (Activities of the system)

All User Activity - (Firewall, OS, App)

Fu a1 waznaasiaauansalddiidsdasiy
fianssuaasiladu wiagldusns tdfu nsRandulin
aansyuumaN®ILeas (Log-on and Log-off)

Date, Time

fayaRaINTaTTUNINLIRLALATANEAANAILA DS
szuuAaumILaad alnsairauiiaas (System ID)
sfauitunisiinaanszuumanimas (Location) uas
alnsalildidlansananfiieaslvinanfizieasanunse
hdvsruumauiitaasle (Device recognition)

IP/MAC Address, Device ID/Location - (EDR)

saazidaatiuinasiindinazaswen NN gseuy
panIeafifoluduiindessuunauiieasle was
fHurtszuuraniinadlfiasnisinbe

(Records of attempts to access the system
successfully as well as rejected ones)

Access All (Success, Failure) - (AD, OS)

Wurinnuavidandayananiinasiidnisdnfounas
daya (Successful and unsuccessful data records and
other attempts to access resources)

Computer Name, OS Version - (EDR)

saaztdan Ussianaananwaiaziu waznsladeuly
sTUUANNILGAS
(The application and use of systems utilities)

Application Using - (EDR)

wAudaya wazlseianzasiayanaumILaasngnLaingg
TuszruumauWILeas (Accessed files and access kinds)

File Server Access - (Object Access, FIM)

finwniaiaguassruuA3atnamauilinay (Network
Addresses) uazldsinmaananila (Protocols)

Network Address, Protocols - (Firewall)

10

saagtaaauasnsnsilasiudaanatunielaiuas tdu
saaztdaansladldsunsuilasduhiaaaniiiieas szuu
hse3afaanaumnelanuasivinissuuvinau uazgn
sedunsladeu (protective mechanisms such as
anti-virus and intrusion detection systems are
activated and deactivated as required)

Antivirus - (EPP)

1

suasinagsnssuivind T uLannaiatusien
Taapldusnns
(Transaction records done in applications by users)

Application/Transaction - (App Log, DAM)
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