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The most common reasons
for a data breach are:

Viruses, Spyware Impersonation Phishing
& Malware Emails
.
Human Insider Weak

Threats

I ||
B WY 0 Nk

A data breach occurs every

39 seconds
Worldwide®
480/0 of businesses
identified at least 1 attack

per month3

Error

Human error

is responsible for 95%
of all cyber breaches*
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Are you thinking about it?

Organisations should consider Personnel Security measures from
the moment they employ someone to the moment they leave.
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Contractors should & Insert personnel security clauses into contracts location’
abide by the same . )
regulat‘ifons ae o Enforce personnel security requirements o Assess environment and devices
in-house staff o Audit contractor compliance with security policies o Schedule days on site

While pre-employment screening helps with recruitment, organisations need to monitor
attitude changes and events that can affect employees over time.

FOR MORE INFORMATION PLEASE READ ONGOING PERSONNEL SECURITY: A GOOD PRACTICE GUIDE, AT WWW.CPNI.GOV.UK

REFERENCES. 1. CERT hitps/ geinsider-th i 2.Th ty Cermpany ional fhitp./

i i/ 50431 paper-inziderthreat_lanuary2012 el
3. Lieberman g v Nt o ploper-Sy - Ol Credentials )




www.actionfraud.police.uk

REPORTFRAUD CALL US 0300 123 2040 CYMRAEG ENGLISH LOGIN
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Start reporting

Please select the option that best describes

24/7 LIVE CYBER REPORTING
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Register now, not when an emergency has arisen!
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